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ABSTRACT  

  

Network is interconnection of various systems in order to transfer the data from one system to 

other. As networks are categorized into several types based on the arrangement and usage, they 

are getting very large and complex at some times in order to find out the bugs that happen in that 

network. As network is mainly used for communication purposes sometimes there may be some 

sort of packets loss in network due to link or node failures. At that time the node should identify 

the next alternate path in order to send the data to the valid destination. So in order to get the 

alternate paths the user should have a backup path facility for storing alternate paths. Backup 

paths are widely used in IP Networks in order to protect the packet losses at the time of link or 

node failures. So in this paper we have proposed a new cross layer approach for minimizing the 

routing delay in disruption networks. Here we have developed a Novel Probabilistic Correlated 

Failure (NPCF) model to optimize the IP Link failures. As this NPCF model is used in this 

proposed architecture it will provide an alternate path without duplication. If any path is failed 

during data transfer this NPCF is used for providing alternate backup paths which is not having 

any failure links. As an extension for this paper we have implemented the proposed cross layer 

approach by using BLME algorithm where the Backup Link Mutual Exclusion algorithm is 

mainly used to provide a set of backup links for the selected source and destination. The term 

mutual exclusion indicates that if there is any failure either link or node failure in the network , 

the mutual exclusion technique will automatically provide an alternate path in order to transfer 

the data from source to destination where this alternate path will not contain the availability of 

any failed node or  failed link. We have evaluated our proposed cross layer approach on a set of 

nodes which are connected on LAN; we finally came to a conclusion that proposed approach is 

very good in optimizing the logical link failures. 
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I. INTRODUCTION 

In recent years the Internet has been transformed from a special purpose network to a 

ubiquitous platform for a wide range of everyday communication services. The demands on 

Internet reliability and availability have increased accordingly. A disruption of a link in central 

parts of a network has the potential to affect hundreds of thousands of phone conversations or 

TCP connections, with obvious adverse effects. 

The ability to recover from failures has always been a central design goal in the Internet. 

IP networks are intrinsically robust, since IGP routing protocols like OSPF are designed to 

update the forwarding information based on the changed topology after a failure. This re-

convergence assumes full distribution of the new link state to all routers in the network domain. 

When the new state information is distributed, each router individually calculates new valid 

routing tables[1] –[4]. 

This network-wide IP re-convergence is a time consuming process, and a link or node 

failure is typically followed by a period of routing instability. During this period, packets may be 

dropped due to invalid routes. This phenomenon has been studied in both IGP and BGP context, 

and has an adverse effect on real-time applications. Events leading to a re-convergence have 

been shown to occur frequently. 

The IGP convergence process is slow because it is reactive and global. It reacts to a 

failure after it has happened, and it involves all the routers in the domain. In this paper we 

present a new scheme for handling link and node failures in IP networks. The cross layer 

approach is a proactive and local protection mechanism that allows recovery in the range of 

milliseconds. The Cross Layer approach allows packet forwarding to continue over 

preconfigured alternative next-hops immediately after the detection of the failure. Using MRC as 

a first line of defense against network failures, the normal IP convergence process can be put on 

hold. This process is then initiated only as a consequence of non-transient failures. Since no 

global re-routing is performed, fast failure detection mechanisms like fast hellos or hardware 

alerts can be used to trigger the proposed approach without compromising network stability. The 

proposed Cross layer approach can guarantees recovery from any single link or node failure, 

which constitutes a large majority of the failures experienced in a network. This approach makes 

no assumptions with respect to the root cause of failure, e.g., whether the packet forwarding is 

disrupted due to a failed link or a failed router. 

The Internet Protocol (IP) is the principal communications protocol in the Internet 

protocol suite for relaying datagrams across network boundaries. Its routing function 

enables internetworking, and essentially establishes the Internet.IP has the task of 

delivering packets from the source host to the destination host solely based on the IP addresses in 

the packet headers. For this purpose, IP defines packet structures that encapsulate the data to be 

delivered. It also defines addressing methods that are used to label the datagram with source and 

destination information. Historically, IP was the connectionless datagram service in the 

original Transmission Control Program introduced by Vint Cerf and Bob Kahn in 1974; the 

other being the connection-oriented Transmission Control Protocol (TCP). The Internet protocol 

https://en.wikipedia.org/wiki/Communications_protocol
https://en.wikipedia.org/wiki/Internet_protocol_suite
https://en.wikipedia.org/wiki/Internet_protocol_suite
https://en.wikipedia.org/wiki/Internet_protocol_suite
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https://en.wikipedia.org/wiki/Routing
https://en.wikipedia.org/wiki/Internetwork
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Packet_(information_technology)
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suite is therefore often referred to as TCP/IP.The first major version of IP, Internet Protocol 

Version 4 (IPv4), is the dominant protocol of the Internet. Its successor is Internet (IPv6). 

 

 

 

Figure. 1. Represents the BGP Diverse for Routing in the Best Path 

From the Figure 1, we can clearly find out that during the data transfer or routing 

between a source and destination node, there will be several intermediate nodes which will act as 

a barrier for carrying the data from the valid source node to the destination node. If the source 

node say „X‟ initially chooses a data immediately it will choose a destination node say „Y”, then 

the router will check for the best path available from the source and destination node. During this 

process the BGP acts a vital role in which if there was node node or link failure available 

between the network it will immediately identify the failure node or failure path and then it will 

immediately inform the same to other nodes. Once the BGP finds the failure node, it will then 

converge the data through an alternate path which doesn‟t have any node failures, and it will also 

check the shortest path which is available between source and destination nodes[5],[6]. 

 

II. RELATED WORK 

 

In this section we mainly discuss about the related work  like metrics that are required for 

any type of network  routing. 

A. Routing Metrics 

In this section we will discuss about some of the routing metrics that are required in order 

to establish the TCP connection. The following are the some of the main metrics that are needed 

for establishing a network connection. 

https://en.wikipedia.org/wiki/IPv4
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i) IP datagram’s  

The IP layer provides a connectionless and unreliable delivery system. It considers each 

datagram independently of the others. Any association between datagram must be supplied by 

the higher layers. The IP layer supplies a checksum that includes its own header. The header 

includes the source and destination addresses. The IP layer handles routing through an Internet. It 

is also responsible for breaking up large datagram into smaller ones for transmission and 

reassembling them at the other end. 

ii) TCP Metric 

TCP supplies logic to give a reliable connection-oriented protocol above IP. It provides a 

virtual circuit that two processes can use to communicate. With this TCP metric only the two 

nodes which are available in network can communicate with each other and transfer the data 

between each other. If the TCP protocol is not available the data can‟t be transmitted from one 

node to other. 

iii) Internet Addresses  

In order to use a service, you must be able to find it. The Internet uses an address scheme 

for machines so that they can be located. The address is a 32 bit integer which gives the IP 

address. This encodes a network ID and more addressing. The network ID falls into various 

classes according to the size of the network address. 

iv) Network Identification Address 

Generally for identifying a node that is available in the network we have derived four 

classes of network address, where each class has their individual functionality. Of all Class A 

uses 8 bits for the network address with 24 bits left over for other addressing. Class B uses 16 bit 

network addressing. Class C uses 24 bit network addressing and class D uses all 32. 

v)     Subnet Address 

Internally, the UNIX network is divided into sub networks. Building 11 is currently on 

one sub network and uses 10-bit addressing, allowing 1024 different hosts. 

vi) Host Address 

8 bits are finally used for host addresses within our subnet. This places a limit of 256 

machines that can be on the subnet. 
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 Figure. 3. Represents some of the main routing metrics that are required for 

Establishing Network Connection 

 

Along with the above metrics that was discussed in detail, the following figure 3, clearly 

represents an additional four metrics that are mainly needed to establish the network connection, 

one among the main metric is bandwidth, which is used to define the rate of transmission in 

which packets are delivered. The size of the bandwidth mainly depends on the availability of 

RAM size and in turn measured in the form of KBPS or MBPS.Next to the bandwidth another 

important metric that was used is delay which is represented by the time waited to send the data 

from valid source to destination. Hop Count is another metric in which this will define how 

many nodes are available in between the source and destination nodes and how many nodes are 

used for carrying the data from valid source node to destination node. Final metric that should be 

mostly concentrate while routing is cost I.e. in terms of weights that was given from source to 

destination. The cost function plays a major role in routing as the shortest path will be chosen 

first for sending data from source to destination that compared with the nodes having largest 

path[7]. 
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III. PROPOSED BACKUP LINK MUTUAL EXCLUSION ALGORITHM 

In this section we will mainly discuss about the proposed BLME Algorithm called as 

Backup Link Mutual Exclusion Algorithm in which this will act like a buffer in providing the 

alternate paths when a node or link failure occurs during the data communication. Also the 

BLME algorithm is mainly used in identifying the best paths which are having no node failures 

during data communication as well as the path should have low cost. Along with this BLME, we 

are using an alternate algorithm known as ISOLATE , which is a part in BLME.This ISOLATE 

algorithm mainly describe how an intruder will make a node or link isolate during the data 

transfer .The isolation can be done in two ways: One way is to restrict the node or Link 

permanently by making them to enter into disable state and Other is changing the topology 

structure by changing the weights of shortest path into a  path having high cost [8],[9]. 

 

 

The table 1 defines the notations that are used in our proposed algorithms. Hence in order 

to make it easily understand we have mentioned all the symbols and their meaning in a tabular 

way. 

 

Algorithm 1.   Backup Link Mutual Exclusion Algorithm 

The below algorithm 1 is mainly used for creating a backup facility during the data 

transfer .In this BLME algorithm we will configure all the available paths that are available 

based on shortest path as well as with no node failure or link failure. 
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Algorithm 1.   Backup Link Mutual Exclusion Algorithm 

____________________________________________________________________ 

  

 

In the above algorithm 1, it is clearly indicating that for each and every node say i= 1 to 

n, we assume that Ci as a graph with weighted configuration and Bi is treated as a backbone for 

configuring the best paths at the time of node or link failure. Here Si is treated as set defining 

isolated nodes, where if any node or link is isolated it will be marked as Si. Here „N‟ specifies 

the number of nodes that are available in the network and which is assigned with Qi.Initailly Qi 

is assigned with zero nodes I.e. value is assigned with 0. 

Initially we will take a node I as 1 from the set of nodes that are available in the list, we 

will check an condition like when we want to create a backup configuration there should be at 

least one path that should be available between valid source node and destination node ,so for 

that reason we will verify Qn not equals to zero.So once if that condition is true then we will 

assume as source node as U and A(U) is treated as best available paths that are available from 

souce node and destination nodes[10]. 

 Now we have choose a set of best paths from source node „U‟ to the available 

destination node „V‟.Here the set of possible paths will be retrieved from the backbone Bi.Here 

A(U) defines the best paths that are having from source to destination, if there was any node or 

link isolation available between the set of nodes, then we will call the Algorithm 2,so that the 



International Journal of Computer Application (2250-1797)  

Volume 5– No. 7, December 2015 

 

171 

 

isolation technique will be verified and finally the nodes which are not having any isolation 

effect will be taken into account for data communication. 

 

Algorithm 2: ISOLATE (Ci, U)  

 

 

 

 

In the above algorithm 2, it is clearly indicating that  the isolation algorithm is applied for 

the weighted graph Ci and the source node U.Where this isolation algorithm mainly concentrate 

on the nodes which are restricted or changed its topology structure based on the source point of 

view. So these all will be identified at the Isolation algorithm level [11] ,[12]. 

 

IV. IMPLEMETATION MODULES 

Implementation is the stage of the project when the theoretical design is turned out into a 

working system. Thus it can be considered to be the most critical stage in achieving a successful 

new system and in giving the user, confidence that the new system will work and be effective. 
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The implementation stage involves careful planning, investigation of the existing system and it‟s 

constraints on implementation, designing of methods to achieve changeover and evaluation of 

changeover methods. Implementation is the process of converting a new system design into 

operation. It is the phase that focuses on user training, site preparation and file conversion for 

installing a candidate system. The important factor that should be considered here is that the 

conversion should not disrupt the functioning of the organization.The implementation can be 

preceded through Socket in java but it will be considered as one to all communication .For 

proactive broadcasting we need dynamic linking. So java will be more suitable for platform 

independence and networking concepts. For maintaining route information we go for SQL-server 

as database back end. 

The application is divided into following four modules in order to minimize the routing 

delay by identifying the network failures dynamically and providing an alternate solution for 

network data re-convergence. 

a) Topology Construction 

b) Message Transmission 

c) Preventing Link Failure Using Blme 

d) Load Distribution 

 

a) Topology Construction Module  

In this module, we construct a topology structure. Here we use mesh topology because of 

its unstructured nature. Topology is constructed by getting the names of the nodes and   the 

connections among the nodes as input from the user. While getting each of the nodes, 

their associated port and ip address is also obtained. For successive nodes; the node to which it 

should be connected is also accepted from the user. While adding nodes, comparison will be 

done so that there would be no node duplication. Then we identify the source and the 

destinations. 

b) Message Transmission Module 

In this module we transmit the message from source to destination. Here we choose a 

destination and select a shortest path for that destination. Shortest path is calculated by Dijkstra 

Algorithm. It will take minimum node cost an account to find the path between a source and 

destination. The shortest path is updated in the routing table. The source obtains the shortest path 

from the routing table itself. After receiving a message the destination will send an 

acknowledgement to the corresponding source. 

c) Preventing Link Failure Using BLME  Algorithm 

Our BLME approach is three fold. First, we create a set of backup configurations, so that 

every network component is excluded from packet forwarding in one configuration. Second, for 

each configuration, a standard routing algorithm like OSPF is used to calculate configuration 

specific shortest paths and create forwarding tables in each router, based on the configurations. 
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The use of a standard routing algorithm guarantees loop-free forwarding within one 

configuration. Finally, we design a forwarding process that takes advantage of the backup 

configurations to provide fast recovery from a component failure. In our approach, we construct 

the backup configurations so that for all links and nodes in the network, there is a configuration 

where that link or node is not used to forward traffic. Thus, for any single link or node failure, 

there will exist a configuration that will route the traffic to its destination on a path that avoids 

the failed element. Also, the backup configurations must be constructed so that all nodes are 

reachable in all configurations, i.e., there is a valid path with a finite cost between each node 

pair. We distinguish between the normal configuration and the backup configurations, Ci, i > 0. 

In the normal configuration, all links have “normal” weights W0 (a) Є {1…Wmax}. We assume 

C0 that is given with finite integer weights. The BLME  is agnostic to the setting of these 

weights. In the backup configurations, selected links and nodes must not carry any transit traffic. 

Still, traffic must be able to depart from and reach all operative nodes.Isolated links do not carry 

any traffic. Restricted links are used to isolate nodes from traffic forwarding. The restricted link 

weight must be set to a sufficiently high, finite value to achieve that. Nodes are isolated by 

assigning at least the restricted link weight to all their attached links. 

d) Load Distribution  Module 

The shifting of traffic to links bypassing the failure can lead to congestion and packet loss 

in parts of the network. This limits the time that the proactive recovery scheme can be used to 

forward traffic before the global routing protocol is informed about the failure, and hence 

reduces the chance that a transient failure can be handled without a full global routing re-

convergence. Ideally, a proactive recovery scheme should not only guarantee connectivity after a 

failure, but also do so in a manner that does not cause an unacceptable load distribution. With 

this proposed cross layer approach using BLME , the link weights are set individually in each 

backup configuration. This gives great flexibility with respect to how the recovered traffic is 

routed. The backup configuration used after a failure is selected based on the failure instance, 

and thus we can choose link weights in the backup configurations that are well suited for only a 

subset of failure instances. 

  

V. CONCLUSION 

In this paper, we have finally implemented We have presented a new cross layer 

approach using BLME  as an approach to achieve fast recovery in IP networks. Cross Layer 

approach is based on providing the routers with additional routing configurations, allowing them 

to forward packets along routes that avoid a failed component. It guarantees recovery from any 

single node or link failure in an arbitrary bi-connected network. By calculating backup 

configurations in advance, and operating based on locally available information only, It can act 

promptly after failure discovery. The Proposed Approach operates without knowing the root 

cause of failure, i.e., whether the forwarding disruption is caused by a node or link failure. This 

is achieved by using careful link weight assignment according to the rules we have described. 

The link weight assignment rules also provide basis for the specification of a forwarding 

procedure that successfully solves the last hop problem... By conducting various experiments on 

our proposed paper we finally came to a conclusion that this proposed paper is best in 

minimizing the routing delay during disruption or failures that occur during data communication. 
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