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ABSTRACT  

  

In current days it is very important challenge for efficient data delivery for mobile networks. 

This is mainly due to continuous network disruption that occur in the vehicular networks, which 

in turn leads to change of topology dynamically.So in order to overcome this problem MANETS 

were proposed, where they don‟t have fixed infrastructure and topology. As manets are used for 

the mobile networks they still suffer with some major problems like network partitioning. This 

network partitioning leads a major problem for the crisis management or battlefield 

communications. In battlefield communication all the members should form as a individual 

group and scatter one among other. So this is the major problem which occurs by using mobile 

adhoc networks. So in this paper we have implemented a new concept called as AMMNET 

(Autonomous Mobile Mesh Networks), where the mobile nodes that are available in this network 

can able to organize themselves into a suitable network topology dynamically. This AMMNET is 

efficient for both intra and inter communication of mobile networks. In this paper we have 

proposed a novel algorithm like distributed client tracking algorithm which gives best solution 

for identifying the dynamic nature of client mobility and also used for dynamic adaption of new 

topology as per the requirement. As an extension we have also implemented a new algorithm like 

Multi Decision Sequential Routing Algorithm (MDSRA) for used for notifying the optimal 

routing path between source and destination, where the source node will notify the destination 

node by sending a broadcasting message. Also this algorithm mainly used to reduce the 

overlapping of mobile nodes and also minimizes the routing paths. By conducting various 

experiments on our proposed system, our Simulation results clearly tells that this is the first time 

to implement such a new system which can give counter measure quick and fast for the 

adversary nodes which reside in  mobile mesh networks. 

 

Key Words:  
            Mobile Adhoc Networks, Battlefield, Crisis Management, Dynamic Topology, 

Autonomous. 
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I. INTRODUCTION 
 

Wireless Sensor Networks (WSN)  consist of  large number of  small sensor nodes 

having limited computation capacity, restricted memory space, limited power resource, and 

short-rage radio communication device. With a widespread deployment of these devices, one can 

precisely monitor the environment. Basically, sensor networks are application dependent and 

sensor nodes monitor the environment, detect events of interest, produce data, and collaborate in 

forwarding the data toward a sink, which could be a gateway, base station, storage node, or 

querying user. A sensor network is often deployed in an unattended and hostile environment to 

perform the monitoring and data collection tasks. When it is deployed in such environment, it 

lacks physical protection and is subject to node compromise. After compromising one or 

multiple sensor nodes, an adversary may lunch various attacks to disrupt the in-network 

communication. This paper deals with two common attacks, dropping packets and modifying 

packets which can be launched by compromised nodes. 

 

A mobile ad hoc network (MANET) is a continuously self-configuring, infrastructure-

less network of mobile devices connected without wires. Ad hoc is Latin and means "for this" 

(i.e., for this purpose) [1]. Each device in a MANET is free to move independently in any 

direction, and will therefore change its links to other devices frequently. Each must forward 

traffic unrelated to its own use, and therefore be a router. The primary challenge in building a 

MANET is equipping each device to continuously maintain the information required to properly 

route traffic. Such networks may operate by themselves or may be connected to the 

larger Internet. They may contain one or multiple and different transceivers between nodes. This 

results in a highly dynamic, autonomous topology [1]. MANETs are a  kind of Wireless ad hoc 

network that usually has a routable networking environment on top of a Link Layer ad hoc 

network. MANETs consist of a peer-to-peer, self-forming, self-healing network. MANETs circa 

2000-2015  typically communicate at radio frequencies (30 MHz - 5 GHz). 

 

 
 

Figure. 1. Represents the Architecture of a Mobile Adhoc Network in a Wireless Region. 

https://en.wikipedia.org/wiki/Computer_network
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Generally in the MANETs, minimizing the network partitions plays a vital challenge in 

designing the robust MANETs. As autonomous mobile users move about in a MANET, the 

network topology may change rapidly and unpredictably over time; and portions of the network 

may intermittently become partitioned. This condition is undesirable, particularly for mission-

critical applications such as crisis management and battlefield communications. We address this 

challenging problem in this paper by proposing a new class of robust mobile ad hoc network 

called Autonomous Mobile Mesh Networks (AMMNET). 

In a general mesh network, stationary mesh nodes offer routing and relay capabilities. 

This mesh-like wireless network that permits mobile mesh users to speak with one another 

through multihop communications. Such a network is ascendible, flexible, and low in 

maintenance price. Once a mesh node fails, it will merely get replaced by a replacement one; 

and therefore the mesh network can acknowledge the new mesh node and mechanically 

reconfigure itself. The projected AMMNET has the subsequent further advantage. The quality 

of the mesh shoppers is confined to the fastened space repaired by a regular wireless mesh 

network owing to the stationary mesh nodes. In distinction, Associate in Nursing AMMNET 

could be a wireless mesh network with autonomous mobile mesh nodes. Additionally to the 

quality routing and relay practicality, these mobile mesh nodes move with their mesh shoppers, 

and have the intelligence to dynamically adapt the topology to produce best service. 

Particularly, an  AMMNET tries to forestall network partitioning to make sure property for all 

its users. This property makes AMMNET a extremely strong painter. 

 
 

Figure 2. Represents the Topology adaptation of the autonomous mobile mesh network 

Under 3  different Scenarios. 

 

 

The topology adaptation of an AMMNET is illustrated in Fig. 2 as follows: 

 

1. Fig. 2(G1): This clearly represents a mesh network with all the clients formed into a 

single group, with all the nodes position within the communication range of that 

group.The communication of all mobile client will be under the same group and they will 

not go beyond that boundary of that group. 
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2. Fig. 2(G2): In this figure we can find the mesh clients move extreme northwards and split 

into two groups. As the mesh nodes initially organize in intra group communication, once 

they are deviated they will now reorganize themselves into a new topology in order to 

facilitate intergroup communications effectively preventing a network partition. 

 

3. Fig. 2(G3): In this figure we can find the same mesh clients move southeast and form 

three sub groups. The mobile mesh nodes adapt their topology accordingly to archive full 

connectivity for all the mesh clients. 

 

From the above figure 2, let us assume that each mobile mesh node is equipped with a 

localization device such as GPS. In addition, a mobile mesh node can detect mesh clients within 

its sensing range, but does not know their exact locations. For instance, this can be achieved by 

detecting beacon messages transmitted from the clients. Alternatively, RFID has been proposed 

for location-based applications [2] - [4]. Similarly, mesh clients can be tagged with an 

inexpensive RFID and mobile mesh nodes are equipped with an RFID  reader to detect the 

presence of mobile nodes within their sensing range. Our challenges in designing the proposed 

AMMNET are  twofold. First, the mesh clients do not have knowledge of their locations making 

it difficult for the mobile mesh nodes to synthesize a global map of the user locations. Second, 

the topology adaptation needs to be based on a highly efficient distributed computing technique 

to keep up with the dynamic movement of the mobile users. These challenges are addressed in 

this paper. 

II. RELATED WORK 

 

In this section we mainly discuss about the related work that was carried out in finding 

the autonomous mobile mesh networks and also various types of adhoc networks. 

 

A. Various Types of Adhoc Networks 

In this section we will find out various types of adhoc networks that are available in the 

literature. Let us look at those various types of adhoc networks in details. 

a) Vehicular Ad hoc Networks (VANETs) 

b) Smart Phone Ad hoc Networks (SPANs) 

c) Internet based Mobile Ad hoc Networks (IMANETs) 

d) Military/Tactical Mobile Adhoc Networks (TMANETs) 

e) A Mobile Ad hoc Networks (MANETs) 

Now let us look at each of the various types of adhoc networks in a short and it is 

represented in figure 3. 
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Figure 3. Represents the various types of Ad hoc Networks  

a) Vehicular Ad hoc Networks (VANETs) 

VANETs are the wireless devices which are mainly used for communication 

between vehicles and the road side equipment. Generally they are used for sensing 

information between the vehicles and sensors that are equipped at both sides of the 

road.In this VANETs there is also an new vehicular network which work with artificial 

intelligence known as Intelligent Vehicular Ad hoc Networks (InVANETs) ,where this 

will help the vehicles to behave intelligently during vehicle to vehicle collision or at the 

time of accidents. 

b) Smart Phone Ad hoc Networks (SPANs) 

  SPANs are the novel ad hoc networks which mainly try to leverage the existing 

hardware (primarily Bluetooth and Wi-Fi) in commercially available smart phones to 

create peer-to-peer networks without relying on cellular carrier networks, wireless access 

points, or traditional network infrastructure. SPANs differ from traditional hub and 

spoke networks, such as Wi-Fi Direct, in that they support multi-hop relays and there is 

no notion of a group leader so peers can join and leave at will without destroying the 

network. 

c) Internet based Mobile Ad hoc Networks (IMANETs) 

     IMANETs are the new form of ad hoc networks which is used to link the mobile 

nodes and fixed internet gateway nodes. This is a new form of ad hoc networks which 

connects the mobile nodes directly with any internet gateways that are available within 

the region. For example, multiple sub-MANETs may be connected in a classic Hub-

https://en.wikipedia.org/wiki/Spoke-hub_distribution_paradigm
https://en.wikipedia.org/wiki/Spoke-hub_distribution_paradigm
https://en.wikipedia.org/wiki/Spoke-hub_distribution_paradigm
https://en.wikipedia.org/wiki/Wi-Fi_Direct
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Spoke VPN to create a geographically distributed MANET. In such type of networks 

normal ad hoc routing algorithms don't apply directly.  

d) Military/Tactical Mobile Adhoc Networks (TMANETs) 

     Generally the Military / Tactical MANETs are used by military units with 

emphasis on security, range, and integration with existing systems. Common waveforms 

include the US Army's SRW, Harris's ANW2 and HNW.This type of ad hoc networks are 

majorly used to transmit the terrestrial information between the two military officials in a 

secure manner. 

e) Mobile Ad hoc Networks (MANETs) 

           A mobile ad-hoc network (MANET) is an ad-hoc network, but an ad-hoc network 

is not necessarily a MANET.MANETs is used for communicating the information from 

one relay node to other through a wireless region. 

III. A NOVEL DISTRIBUTED CLIENT TRACKING ALGORITHM 

 

In this section we will mainly discuss about the novel Distributed Client Tracking 

Algorithm that was implemented in autonomous mobile mesh networks. This was implemented 

in order to find out the missing clients in a distributed network and also find out the status of 

mobile clients whether they are in active state or in inactive state. Now let us look about that 

algorithm in detail. 

 
Algorithm 1.   A Novel  Distributed Client Tracking Algorithm for Router r. 

__________________________________________________ 

 
1: for each Beacon message interval do 

2: switch mode of router r do 

3: case Intra-group 

4: if detect missing clients then  

5: Request the client list from neighboring 

intra-group routers; 

6: if all its clients are covered by neighbors then 

7: Switch to the Intergroup mode; 

8: else 

9: Assign free routers to navigate its 

coverage boundary; 

10: end if 

11: end if 

12: case Intergroup bridge 

13: Piggyback its location in the forwarded 

packets; 

14: Retrieve the locations of other bridge routers 

https://en.wikipedia.org/wiki/VPN
https://en.wikipedia.org/wiki/Joint_Tactical_Radio_System
https://en.wikipedia.org/wiki/Harris_Corporation
http://www.army.mil/article/68498/Army_networking_radios_improve_communications_at_tactical_edge
http://govcomm.harris.com/solutions/products/000056.asp


International Journal of Computer Application (2250-1797)  

Volume 5– No. 7, December 2015 

143 

 

and the identity of the intergroup routers along 

the bridge networks from the forwarded 

packets; 

15: Initiate topology adaptation if necessary 

(see Algorithm 3); 

16: case Free 

17: if receive the tracking request from intra-group 

routers then 

18: Navigate the assigned segment to detect the 

missing clients; 

19: if locate the missing clients then 

20: Switch to the intra-group mode; 

21: Request some of the free routers to follow 

this new intra-group router; 

22: end if 

23: end if 

24: end switch 

25: end for 

26: return 

________________________________________________________ 

 

In the above algorithm 1,  it is clearly indicating  that for each and every zone  there will 

be a router which will monitoring all the nodes which lie in the individual region so that the 

nodes which are in active will be taking into account for sending the data from source to 

destination. During this process some nodes may not send the Beacon Status I.e. Nodes which 

are in OFF state can‟t send the beacon status so that they will not be treated as participating 

nodes and they will be ignored during the process of communication. As our network is wireless 

sensor networks some nodes may move from one region to other region so that the nodes should 

be identified whether they were in the inter cluster or intra cluster. 

 

 
 
Figure 4(a). Client Moves into a radio range of another router that is available somewhat far  
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Figure 4(b). Free Router ri tracks the missing client that has moved out from current region 

to other region. 

  In order to achieve the missing client problem we follow the following steps like : 

initially  when the router r detects the missing client, it broadcasts a message to trigger the 

neighboring free routers to track the missing client c. Specifically, since client c moves out from 

the radio range of router r, a free router must be able to locate the client c by navigating the 

boundary of r‟s coverage, which is the circle centered at r, i.e., the red segment shown in Fig. 4b. 

Once a free router detects the missing client, it then stops navigating and switches its mode to 

become an intragroup router. We note that this new intragroup router will have connectivity to 

the rest of the intragroup routers because it is within the radio range of the original monitoring 

router r. 
 

Topology Adaption Algorithm 
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In this algorithm when the data should be transferred from one node to other it should 

communicate between nodes of different region I.e. Nodes of one region should communicate 

with nodes of other region so there should be a bridge router for connecting those two routers. 

This technique was clearly shown in this proposed algorithm. 

 

IV. MULTI DECISION SEQUENTIAL ROUTING ALGORITHM 

 

In this section we mainly discuss about the enhancement algorithm like multi decision 

sequential routing algorithm  which is used in this paper in order to eliminate the flow of data 

through non overlapping paths and this will in turn used for reducing the routing path delay (I.e it 

will transfer the data in the shortest path only). 

 

Algorithm3 
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This algorithm is used for notifying the optimal routing path between source and 

destination, where the source node will notify the destination node by sending a broadcasting 

message.I.e Initially when the nodes are started and if we treat a node X as source node it will 

send a message to all other nodes which are also available active in the network that this is 

source node and this X is going to send data to the destination node. Now a Node „Y‟ is assumed 

as destination node to which the data should be transferred. Now the message which is send from 

„X‟ will reach to all other nodes including „y‟ node so that „y‟ will receive the request message 

from source „x‟ and it will try to send an Ack as best routing path. Now in order to get the best 

path the destination node should send a continuous message periodically to the all neighbor 

nodes which are in active state during the network transfer. 

 

If any node is having weight high or large compared with other  active nodes, then it will 

be treated as discarded node and it will not be taken into account for sending the data through 

source and destination.So the nodes which are having less weight only should take as 

participating node and it can be allowed for data sending.This will be keep on continued until the 

source node reaches the destination with a valid path. Once the data is been reached the path 

finding algorithm is stopped. 

 

Architecture Diagram for the Proposed AMMNET 
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Figure. 5. Represents the architecture of the Proposed AMMNET Framework 
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From The figure 5, we can clearly find the architecture flow of proposed AMMNET 

which is implemented in the current paper. The AMMNET consists of three nodes like source, 

destination and router node. Here the source node initially browse for a file and he will choose a 

valid destination node and then click on send button to send the file to valid destination node. 

Once the source node click on send button the destination node should choose a valid path in 

which the file should be stored, so that path which is chosen by the destination node will be used 

for storing the received files. During the process of transmission of data from source to 

destination, the data will be initially send to the router, where the router will send continuous 

beacon messages to all other mobile nodes which are available within the range. By sending the 

beacon messages we will get the ack like which nodes are in active state and which nodes are in 

disable state, during this process the nodes will sometimes move from one group to other. Finally 

the router will find the missing client and it will then direct the data through the shortest path to 

the destination node. 

V. IMPLEMETATION MODULES 

 

Implementation is the stage where theoretical design is converted into a practical form by 

dividing application into following modules. The below are the 4  modules which are developed 

in this application for implementing the AMMNET protocol. 

 

a) Adapting to Intra Group Movement Module 

b) Searching Module 

i ) Finding Missing Client Module 

ii ) Join Module 

c) Non Overlapping Module 

d) Topology Adaption Module 

 

a) Adapting to Intra Group Movement Module 
 

An AMMNET is a mesh-based infrastructure that forwards data for mobile clients.  This 

is mainly divided into 2 types of routers, they are as follows : 

 

Intra-group routers: Intra-group routers that monitor the same group of clients can 

communicate with each other via multi-hop routing. Generally the intra group routers 

will communicate between each other within the communication range. 

 

 Intergroup routers: Intergroup router that can communicate with any intra-group 

routers of that group via multi-hop forwarding as the bridge router. For communicating  

with the nodes that are available in inter-group there should be a bridge router available 

in order to send the communicate with each other.(I.e. Node from an intra group and node 

available in inter group) 

 

b) Searching Module 
This searching module comprises of two sub modules in which the router will search for 

the missing clients within the individual group and if the router found the missing client it will 

join the bridge router in order to send the data from source to destination node. 
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Finding the Missing Client : First we have to find the shortest path  between source and 

destination by using multi decision sequential routing technique. In this module if the 

destination node is not available within the group having its communication range the 

router will treat that destination node as missing  client within that group, and it will then 

try to find out the missing client i.e destination node in the other group. This process will 

be continued until the router will identify its valid destination node. 

 

Joining Module: This module is mainly used to connect the mobile nodes of two 

different regions  by using connecting nodes. In this module two different groups 

establish connection with each other with the help of a bridge router that is available 

between the two regions. 

 

c) Non Overlapping Module 

 
In this module we can mainly avoid the visiting of   duplicate nodes    within the regions. 

By using this module we can avoid the duplicate paths during data transmission. In this module 

we will choose the best path as the routing path in order to transfer the data from source node to 

destination node within the same group or between the different groups that are available in the 

proposed AMMNET.During the path selection it will choose at a time only one path as best path 

from a set of different paths which are available between source and destination nodes. 

 

d) Topology Adaption Module 

Generally in this module we use a local topology adaption algorithm in which the mobile 

client splits into multiple groups periodically.Initailly all the mobile client will be formed into a 

single group before the data transmission, once if any node selects a file and choose an distinct 

node as destination node within that group in order to send the data, the nodes may randomly 

split into multiple groups of different regions. So at that time, all the mobile client should able to 

form a topology dynamically with its available neighbor nodes that are available within the 

region. So this type of dynamic formation of topology is guided by local topology adaption 

algorithm which is used in this proposed paper. 

  

VI. CONCLUSION 

In this paper, we have finally implemented a new mobile infrastructure called as 

Autonomous Mobile Mesh Network which is inturn called as AMMNET. Unlike conventional 

mobile ad hoc networks that suffer network partitions when the user groups move apart, the 

mobile mesh routers of an AMMNET track the users and dynamically adapt the network 

topology to seamlessly support both their intragroup and intergroup communications. Since this 

mobile infrastructure follows the users, full connectivity can be achieved without the need and 

high cost of providing network coverage for the entire application terrain at all time as in 

traditional stationary infrastructure. Also as an extension for this paper we have implemented a 

new algorithm called as Multi Decision Sequential Routing Algorithm in which this can avoid 

the non overlapping of nodes during message communication as well as reduces the routing path 

and delay during data transmission. By conducting various experiments on our proposed paper 
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we finally came to an conclusion that this proposed paper is best in giving counter measures for 

the adversary nodes that are available in mesh networks. 
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