
ASEC: Anonym Signcryption Scheme Based on EC operations

A. Braeken and P. Porambage

Signcryption is a very efficient cryptographic primitive that enables simultaneously encryption and signature generation on a message. We present in this paper
the ASEC scheme, which is a signcryption scheme for multiple receivers that offers anonymity to both the sender and the receivers and is resistant against the
decryption unfairness problem. In addition, also properties like unforgeability, public verifiability and non-repudiation are obtained. The scheme exploits the
elliptic curve discrete logarithm problem and uses no computationally heavy pairing operations. We also describe an application of the scheme in the development
of a mobile voting system.

Introduction: A signcryption scheme simultaneously generates encryption of a message and a corresponding signature in one single phase. As a
consequence, cryptographic properties like confidentiality, integrity, authentication and non-repudiation are more efficiently obtained compared to the
traditional approach of first encrypt and then sign the message. Recently, signcryption schemes with multiple receivers, able to establish anonymity of
sender and receivers, have gained a lot of popularity. This follows from the fact that nowadays, people pay more and more attention to personal privacy.
Therefore, it is important to derive suitable solutions allowing to hide a user’s involvement in a certain communication. Several application domains exist
for the multi-receiver signcryption schemes with receivers’ anonymity, like the e-voting systems, network conference meetings, broadcast DVD, pay-TV,
etc. For example, a service provider can broadcast a ciphertext for a TV program or DVD. Each authorised receiver who has subscribed can then use his
own private key to decrypt the ciphertext. In this situation, it is clear that the anonymity of the receiver is an essential requirement.

This paper presents the signcryption scheme ASEC, offering anonymity to sender and receivers, based on basic EC operations. The anonymity for the
receivers in our scheme is established with respect to external and internal users of the system. This means that not only attackers, but also authenticated
and intended receivers can not reveal the other intended receivers. Since the identity of the sender is encrypted, only the intended receivers can recover the
sender’s identity after correct decryption of the ciphertext. This leads to the anonymity of the sender. The scheme is also resistant against the decryption
fairness problem [1], meaning that either all authorized receivers can correctly decrypt the message or not, since the content required for decryption is
similar for all receivers.

In the second part of the paper, we show how to apply ASEC in a mobile voting application. It allows a more elegant and secure solution than the
previously proposed approach with blind signatures, where an intermediate signing party is involved.

The remainder of the paper is organized as follows. First, we provide an overview about the related work. Then the system model is explained, together
with some key definitions and assumptions used. Next, we describe the different phases of ASEC into detail. This is followed by a security analysis and
performance efficiency. Finally, we apply ASEC in a practical setting of mobile voting. The paper ends with some conclusions.

Related Work: After the introduction of the concept of public key signcryption by Zheng [2] in 1997, a lot of other schemes with different additional
cryptographic properties [3] have been proposed. More particularly, the ID-based signcryption scheme was firstly introduced in 2002 by Malone [4].
Including the property of multi-receiving to the ID-based signcryption schemes was proposed by Duan et al in [5]. Since then, several other proposals
for an ID-based multi-receiving scheme have been made in literature [3].

The property of anonymity has been most recently included in the multi-receiver signcryption systems [6]. Several other schemes have followed
[1, 7, 8, 9, 10, 11, 12]. In [13], it has been suggested that none of these systems satisfy all 4 properties of receiver anonymity, decryption fairness, sender
identity protection, and re-use of the master key simultanously. A new scheme based on bilinear operations has been proposed in [13] to offer an answer
on this problem.

The previously mentioned schemes realizing the anonymity of sender and receivers all make use of the computationally heavy operation of bilinear
pairing. Most of them are also identity-based schemes. Since the purpose of our scheme is to obtain a highly performant scheme, we will avoid these
bilinear pairing operations and restrict to basic elliptic curve (EC) operations. The property of anonymity of receivers has not yet taken into account in
the proposed EC-based signcryption schemes in literature [14].

EC-based schemes can not provide identity-based cryptography in which the public key immediately refers to the identity of the user. The most
important security feature of identity-based systems is the guaranteed link between identity and public key of a user. This link can also be obtained if
identity-related information is included any time the public key of a user occurs. However, an additional communication phase is required for obtaining
a valid pair, consisting of identity and public key. We here assume that the data containing the pairs (identity and public key of each user) is publicly
published, with a third party independently checking all changes on the content. Since storage and transmission costs are fundamentally smaller (order
of 1000) than the computation costs of pairing operations [15], even with an extra communication phase of the required public key information, we are
still able to obtain a considerable more efficient system.

There have been several proposals for mobile phone voting systems based on blind signcryption schemes [16],[17], and [18]. Blind signatures were
introduced by Chaum [19] as a mean to provide anonymity of users in applications such as e-cash. It allows users to get a signature of a message by
means of a third party, being the signer. The signer learns neither the message nor the resulting signature. However, in order to establish the complete
process, there needs to be minimum 2 transmissions between the sender and the signer. Since the cost of our signcryption scheme ASEC is already very
low, we believe that it is a valid option to be used in this context.

System Model and Assumptions: Let us denote the sender by S and the group of n different receivers by U = {U1, . . . , Un}. The scheme is based on
Elliptic Curve Cryptography (ECC) [20], since it offers lightweight public key cryptographic (PKC) solutions. In [21], [22] standardized curve parameters
are described. We denote by G the base point generator of the curve of prime order p, defined in the finite field Fq , with q prime.

Any entity in the scheme has its own private-public key pair. In particular, the sender’s S pair is represented by (dS , QS) and the receivers’ Uj pair
by (dj , Qj) for j ∈ {1, . . . , n}. The generation of these key pairs is performed by a trusted Public Key Generator (PKG) and is explained in the next
section. Further, we denote the sender’s identity by IDS and the receivers’ identity by IDj . The identities and corresponding public keys are publicly
known and can be requested any time.

Operation H is a one-way cryptographic hash function (eg. SHA2 or SHA3) that results in a number of Fq . As encryption algorithm AES or even a
lightweight crypto algorithm like PRESENT can be used. The concatenation of two messages M1 and M2 is denoted by M1‖M2. We assume that these
functions and the EC parameters, together with the EC operations, are implemented in each entity participating the scheme.

We denote by M the message send by the sender. The ciphertext C, obtained by encryption of M through a symmetric key encryption algorithm using
key K, is defined as C =EK(M). Similar, the decryption by the symmetric key K is denoted by M =DK(C). The variable P , used in the protocol,
obtains additional information for the receivers in order to derive the common shared key between the receiver and the sender.

Scheme: A signcryption scheme consists of three different phases. The first phase is the key generation of the private and public keys of the participants.
The second part handles the signcryption, executed by the sender. In the third phase, the receivers perform the operations individually, which is refererred
as the unsigncryption process.
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Key generation

The key generation is performed by a trusted PKG and involves the user identities to construct the private key of the users. Let us denote the master
private key of the scheme by dk and the master public key by Qk = dkG. This pair is used to derive the key pairs of the entities in the scheme. The
parameter r is a random value in Fq and is required to revoke the user’s credentials and issue new credentials without changing the private master key or
the identity of the user.

• The private key of the sender is determined as dS =H(H(IDS‖r)dkG), and the corresponding public key as QS = dSQk = dSdkG.
• The private key of the receiver Uj is determined as dj =H(H(IDj‖r)dkG), and the corresponding public key as Qj = djQk = djdkG. Let us

consider that U = {U1, . . . , Un} contains the intended receivers of the message.

The private keys are securely delivered to the different participants in off-line mode. The master public key is stored in each node. For each user Ui of
the system, the values (IDi, Qi, H(IDi‖Qi)) are made publicly available and are independently checked on changes by a third party.

Signcryption

The sender S selects the group of receivers U and looks up the corresponding identities IDj and public keys Qj for j ∈ {1, . . . , n}. A check on the
hash value H(IDj‖Qj) is made to guarantee the integrity and authenticity of the published data. Then the following steps are performed.

1 A random r1 ∈ F ∗
p is selected. The corresponding point ks = r1Qk is computed.

2 A random r2 ∈ F ∗
p is selected. The corresponding point R2 = r2Qk is computed.

3 ∀j ∈ {1, . . . , n}, the EC point Sj = r1H(IDj)Qj = (xj , yj) is computed.
4 S chooses a random key K.
5 S constructs the polynomial of degree n that passes through the points {(0,K), (H(x1), H(y1)), . . . , (H(xn), H(yn))} by means of Lagrange

interpolation.
6 S derives n other points P = (P1, . . . , Pn) on this polynomial.
7 The encryption C =EK(M‖IDS‖R2) is performed.
8 The hash h=H(ks‖R2‖P‖C) is computed.
9 The value s= r1 − hr2 is computed.

10 The value s2 = r1 − hds is computed.
11 This value s2 will be encrypted, C2 =EK(h‖s2)
12 The message P‖R2‖C‖C2‖h‖s is broadcasted.

Unsigncryption

Let Uj be a receiver of the message. Uj performs the following steps.

1 The EC point T = sQk + hR2 is calculated.
2 Let ks = T .
3 The hash operation h=H(ks‖R2‖P‖C) is executed. If this value corresponds with h of the transmitted message, the validity of the message is

approved and the process can be continued.
4 The EC point Sj = djH(IDj)T = (xj , yj) is calculated.
5 Uj constructs the polynomial of degree n that passes through the points {(H(xj), H(yj)), P1, . . . , Pn} by means of Lagrange interpolation.
6 The intersection of this polynomial with the Y -axis (0,K) defines the key K.
7 The decryption M‖IDS‖R2 =DK(C) is performed.
8 If the last field corresponds with the transmitted value of R2, it means that the receiver belongs to the intended group of receivers.
9 The decryption h‖s2 =DK(C2) is executed.

10 First, the same h as the received one should be obtained. Next, the identity of the sender is now checked by first requesting the public key QS

belonging to IDS . Then the equality s2Qk + hQS = ks should be checked. If so, IDS possesses the public key QS and its identity is verified.

The different steps of the signcryption and unsigncryption mode of ASEC are summarized in Table 1.

Table 1: Different steps in ASEC

Signcryption Unsigncryption

1. Choose r1, kS = r1Qk 1. T = sQk + hR2

2. Choose r2, R2 = r2Qk 2. kS = T
3. ∀j, Sj = r1H(IDj)Qj = (xj , yj) 3. H(kS‖R2‖P‖C) = h?

4. Choose K 4. Sj = djH(IDj)T = (xj , yj)

5. Construct pol through (0,K), Sj’s 5. Construct pol with Sj , P
6. Derive n other points P 6. Find K as (0,K)

7. C =EK(M‖IDS‖R2) 7. M‖IDS‖R2 =DK(C)
8. h=H(kS‖R2‖P‖C) 8. Check R2

9. s= r1 − hr2 9. h‖s2 =DK(C2)

10. s2 = r1 − hdS 9. Check ks = s2Qk + hQS

11. C2 =EK(h‖s2)
12. Send P‖R2‖C‖C2‖h‖s

Security analysis: Let us start with showing the correctness of the protocol. Next, we shortly discuss the most important security properties of the
scheme.

Correctness of the protocol

There are 3 checks to be made. One check is related with the verification of the hash, one with the derivation of the point on the polynomial, and the
last one with the identity check of the sender.
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Verification of the hash

We need to check if the determination of ks by sender and receiver corresponds to each other. Let us start from the side of the receiver and show that
we obtain the same calculation as the sender.

ks = T = sQk + hR2

= (r1 − hr2)Qk + hr2Qk = r1Qk (1)

Derivation of point on polynomial

There are 2 different computations for the EC point Sj , performed by the sender and the receiver. Again, starting from the receiver’s side, leads to

Sj = djH(IDj)T = djH(IDj)(sQk + hR2)

= H(IDj)dj((r1 − hr2)Qk + hR2)

= H(IDj)dj(r1Qk − hr2Qk + hr2Qk)

= H(IDj)r1Qj

Checking the identity of S

It should be checked if ks can be obtained in 2 different ways. We start from the receiver’s side.

ks = s2Qk + hQS

= (r1 − hdS)Qk + hdSQk = r1Qk

Other security properties

The security of ASEC is based on two principles: the Elliptic Curve Discrete Logarithm Problem (ECDLP) and solving an underdetermined system
of linear equations. The first problem is exploited to derive a common shared EC point, only known by sender and receiver. Using that point, the second
problem is used to derive a secret key shared among the group of intended receivers on the one hand and the sender on the other hand by the Lagrange
interpolation. This secret key is applied in a symmetric encryption algorithm, which allows confidentiality of the message. Finally, the ECDLP is a
second time exploited for ensuring the integrity of the message and the authentication of the sender.

Let us now shortly describe the different security properties of ASEC.

Public verifiability and non-repudiation

Thanks to the particular construction of the private and public keys of the entities, a public verifiable scheme is created. This means that any third
party without knowledge of the private key of sender or receiver(s) can validate the signcrypted message. Since anyone with knowledge of the master
public key Qk in the scheme can execute the computations as shown in (1) to derive ks. Then, anyone can also check the value of the hash h. As a
consequence, also non-repudiation, allowing any third party to validate the origin of the message, is obtained in the scheme.

Note that the scheme becomes more efficient if this property is not satisfied. The computation of h, s and R2 could then be replaced by a MAC, using
a key that is derived from the EC points shared with the receivers.

Unforgeability

The scheme is also unforgeable, which means that only the intended sender can produce a valid message-signature pair. No other entitity can send
a valid message P‖R2‖C‖C2‖h‖s, since IDS is included in C which is part of the input of the hash h. Note that s2 ensures that the identity of IDS

corresponds with the public key QS and that no other person can assume to produce a signature under another identity.
First of all, with respect to the public verifiable part of the protocol, being the check of the parameter h, it is not possible due to the ECDLP for deriving

the random values r1 or r2 in the computation of a correct value for s. Secondly, a valid value for Sj is impossible to construct without knowledge of
the private key of the receiver due to the ECDLP problem. Thirdly, also s2 can not be constructed without knowledge of the private key dS , again due to
the ECDLP. Even, when combining the knowledge on s1 and h, there are still more unknowns as equations.

The random values r1, r2 are generated in the beginning of the protocol. These values are integrated in all the steps of the protocol where the identity
or private key of the sender is involved. The first step is in the computation of the different points shared with the receivers. The second step is related to
the derivation of the parameter ks, which leads to the first validity check at the side of the receiver. The third time corresponds with the computation of
s2, which is used in the check of the sender’s identity. As a consequence, no replay attacks can be performed in order to forge a signature.

Moreover, due to the fact that H(IDi‖Qi) is published by the PKG, no other entity can claim to possess a particular identity and public key that is
generated by the PKG.

Message integrity

It is clear that the message integrity is obtained thanks to the hash h, transmitted in the message. This hash value includes information of the points P ,
the random generated value R2, the ciphertext C, and the value ks. The ciphertext C2 is not included in h, since it only requires additional information
to check the identity of the sender, and does not contribute to the content of the message. In fact, since h is required to compute s2, it is not possible to
include it in C.

Authentication

In ASEC the authentication of the identities of sender and receivers are obtained thanks to 2 measurements. First, the key pairs, generated by the PKG,
are based on the identities of sender and receiver. The identity of the user is required for the computation of the private key. The public key is derived
from the private key. In order to make the link between identity and public key visible, also the hash on both values is published.

Finally, the ciphertext C contains information about the identity of the sender. The ciphertext C2 consists of the value s2, required to prove its relation
with the corresponding public key. Consequently, this scheme satisfies the security properties of an identity-based scheme, being the establishment of
a link between the public key and the private key of the user. However, the scheme can not be called identity-based, since the public key does not
immediately correspond to the identity of the user.

3
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Forward secrecy

Even if the private key of the sender is revealed, an attacker will not be able to derive the key and to decrypt the message. The key is build using a
random value r1 (step 3 of signcryption mode). This value is deleted from the memory of the sender after completion of the protocol. It can never be
reconstructed thanks to the ECDLP.

Privacy

The anonymity of the sender is guaranteed by the fact that IDS or s2 is not transmitted and can not be derived by means of public available or
transmitted information. Only the intended receivers can derive and prove the identity of the sender by decrypting the ciphertexts.

Privacy of the receivers follows from the fact that in the transmitted message no direct information is given on the receivers. The receivers only know
after decryption if the message is intended to them, by checking the value R2. In addition, an intended receiver can not reveal the other receivers since
he is not capable of producing their points on the polynomial, which involves either a random value of the sender or the private key of the receiver.

Decryption fairness

Due to the particular construction of the private key, every intended receiver has the same probability of success on deriving the secret key from the
given set of points P . The polynomial is build using n different points, each secretly shared with one of the intended receivers. Since n other points than
these ones are derived from the polynomial, defining the set P , each intended receiver can build the polynomial adding its own derived point.

Reuse of master public key

At all places where the master public key Qk is involved, the random values r1 and r2 are used. Consequently, the master key pair can be resused in
further communications.

Efficiency: It is fair to compare ASEC with similar systems in literature offering the same security properties. The most important properties are
anonymity of sender and receivers, public verifiability, decryption fairness, and possibility of reusing the master key. As mentioned in related work, we
could find one other system in literature [13], satisfying these properties. However, it should be mentioned that in this scheme they use identity-based
cryptography. As stated before, we are also able to obtain the security consequences of an identity-based system, but without the particular form of the
public key. This leads to higher storage or an extra requesting phase for the public key and the corresponding hash value.

For the complexity analysis, we restrict us to the most costly operations in both schemes, the EC multiplication (EM), the EC addition (EA), and
the pairing (Pa) operations. The other operations, hash functions, symmetric key encryption and decryption, concatenation, and simple additions and
multiplications in Fq , have neglectable impact in the total complexity. Let n be the number of receivers in the scheme. The numbers of operations for
EM, EA and Pa are summarized in Table 2 for ASEC and compared with the ones of [13].

Table 2: Comparison of operations between ASEC and [13]

Sign Unsign
PM PA Pa PM PA Pa

[13] 5 n+ 1 n 0 2 2
ASEC n+2 0 0 5 2 0

In [15], the timings, area and energy consumption for the EC PM and EC pairing operations are realized on MiCA2 en TMote sky sensor nodes. For
binary fields, pairing operations behave almost 5 times worse than PM operations. For prime fields, the difference increases to a factor of 16. Taking into
account the numbers from [15], Figure 1 graphically presents the performance of our system compared to the one of [13] on the TMote sky for binary
fields.

Fig. 1. Comparison of energy consumption beween [13] and this protocol with respect to the number of receivers.

Mobile voting application: Electronic voting, and even more mobile voting, is emerging as significant alternative to conventional voting systems in the
delivery of reliable and trusted elections. Besides the resource limitations, several security challenges should be also taken into account [23].

• Anonymity: After casting a vote, no one should be able to link the voter to his/her vote.
• Authenticity: Only eligible voters can cast a vote.
• Integrity/accuracy: Once a voter has casted a vote, no alternation to this vote is permitted. Moreover, all valid votes must be counted, whereas all

invalid votes must be discarded. Throughout the voting process, a vote can not be changed anymore.
• Democracy: All eligible voters must be able to vote, one person - one vote and no one can vote more than once or vote for others.
• Verifiability: Voters can independently verify that their votes have been counted correctly and are included in the final tally.

4
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These properties can only be reached by using proper cryptographic techniques. We propose the following entities in the system.

• PKG: Takes care of the generation of the key pairs for all voters, following the approach explained before.
• Certificate authority (CA): Is responsible for checking the identity and the corresponding rights of the voter. In addition, the CA generates a unique

secret ticket code (TC ∈ Fq), only shared with the voter.
• Voter V : Person that wants to do a vote.
• Counters: They represent n independent counters that will extract the voting result out of the message, sent bij the voter.
• Publisher: This entity aggregates the duplicated results of the counters and publishes the unique results.

Note that the architecture of the scheme is quite similar as in [18], but with some subtle differences. First, in [18], there is one additional entity included,
being the administrator taking the role of independent signing party. This party follows from the fact that the voter uses blind signatures to publish the
vote. Another important difference is that in our scheme, we assume that there are n independent counters in order to avoid a single point of trust or
failure. The role of the publisher is introduced in our scheme for aggegregating the duplicated voting results, obtained by the different counters. The
entities and the roles are chosen in such a way that only the voter is able to do a valid vote. No entity on its own is able to link the identity of the voter
with its vote.

We now describe the voting procedure and the corresponding security and efficiency into the next paragraphs.

Voting procedure

Seven phases can be distinguished in our scheme.

1 In the first phase, a key pair is requested by the voter from the PKG. The tuple (IDv , Qv , H(IDv‖Qv)) is publicly made available by the PKG and
(dv , Qv) is securely (eg. off-line) send to the voter V .

2 In the second phase, the voter requests a TC from the CA. The CA first checks the right to vote and the validity of the credentials of the voter by
computing the hash H(IDv‖Qv). A valid TC is securely (eg. off-line) send to the voter V .

3 The third phase corresponds with the actual voting process, performed on a mobile platform by the voter. In fact, it presents an application of
our proposed signcryption scheme ASEC. The message M corresponds with the selected vote option. The same steps of the signcryption process
ASEC are executed. Here the voter selects at random m counters from the total list of authenticated n counters, with 3≤m≤ n. Denote by N =

{N1, . . . , Nm}, the list of selected counters.
The main difference is that the message to be encrypted does no longer contain a link with the identity of the user. Thus, also s2 and C2 do not

need to be computed anymore. Since the aggregator should check that a particular voter only votes once, the TC and the random value R2 is included
in the encrypted message. We also add h(N) into the encrypted message, since it allows the aggregator to check the fidelty of the counters.

As last step in this phase, the voter computes ER2 (TC) and stores it in memory. This is the value that later will be used to look up in the list of
votes.

4 The fourth phase corresponds with the unsigncryption mode of our proposed signcryption scheme ASEC. First the integrity of the transmitted message
is checked by the counter. Next, the key K is derived through Lagrange interpolation. Then, the decryption of the message is performed to derive the
message M‖TC‖H(N)‖R2. If R2 corresponds with the value of the transmitted message, the counter was elected by the voter and he can further
proceed with this vote. The last step of the original protocol can be removed since the identity does not need any check anymore.

The steps corresponding with phase 3 and 4 are summarized in Table 3, presenting the adaptation of ASEC to the context of mobile voting.

Table 3: Phase 3 for signcryption and phase 4 for unsigncryption

Signcryption Unsigncryption

1. Choose r1, kS = r1Qk 1. T = sQk + hR2

2. Choose r2, R2 = r2Qk 2. kS = T

3. ∀Nj , Sj = r1H(IDj)Qj = (xj , yj) 3. H(kS‖R2‖P‖C) = h?

4. Choose K 4. Sj = djH(IDj)T = (xj , yj)
5. Construct pol through (0,K), Sj’s 5. Construct pol with Sj , P
6. Derive n other points P 6. Find K as (0,K)

7. C =EK(M‖TC‖H(N)‖R2) 7. M‖TC‖H(N)‖R2 =DK(C)
8. h=H(kS‖R2‖P‖C) 8. Check R2

9. s= r1 − hr2
10. Send P‖R2‖C‖h‖s

5 In the fifth phase, the counters securely transmit the message M‖TC‖H(N)‖R2 to the publisher through classical cryptographic techniques. Here is
no restriction on computation power for both entities.

6 In the sixth phase, the results are checked and aggregated by the publisher. Therefore, for each received message of the counters, the publisher first
needs to do several checks.

• Every message with the same TC should be accompanied with the same random value R2. If not, it could mean that the voter has tried to vote
more than once and further investigation is required.

• The set of counters sending the message with the same TC, should satisfy h(N). If not, it means that there might be a problem with the fidelty of
the counters and further research is required to solve this issue.

• The last check is the most important one and corresponds with a check on the validity of the TC. Here, the CA is consulted. A secure communication
channel is set up between the publisher and the CA.

If all checks above related to a message with the same TC are valid, all these votes are aggregated to one final vote and included in the list of voting
results.

7 Finally, in the last phase, the voting results are published. Under each vote option, the list contains the different votes in the format ER2
(TC).

Consequently, any voter can look up his vote in the list by just querying on this number. Since the CA does not know the combination of R2, TC, it
can not link a TC with a certain voter.

This process is depicted in Figure 2.

Security and performance analysis

We now check if the predetermined security conditions for a voting scheme are realized in our setting.
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Fig. 2. The seven different steps to be performed in the voting process. Note that the messages in italic (cf. steps 1, 2, 5) are send in secure way.

• Anonymity: As we use our anonym signcryption scheme in step 3, the identity of the voter is unknown to any attacker. However, an important difference
in the voting scheme is that even the receivers (counters here) are not allowed to reveal the identity of the sender. The TC is the only identity-related
information that the counters can reveal from the voter, which is necesarry in order to check that each voter only votes once. This simplifies the original
scheme, especially at the side of the counters. On the other hand, only the CA knows the link between the TC and the identity of the voter. Since the
CA is not aware of the private keys of the counters or voters, this entity can not decrypt the message send by the voter. Consequently, the CA does not
know the link between the TC and the random value R2. This is the reason why the final voting result is published by means of ER2

(TC).
Since the PKG and the CA each give a part of the required information to make voting possible, being the private key and the TC respectively, only

the voter is able to vote.
• Authenticity: The first two steps play a crucial role in guaranteeing that only eligible voters can cast a vote. In the first phase, the PKG is responsible for

checking the authenticity of the identity. There are different means for that, requesting the identity card, a secure code, or even biometric parameters.
Also the second step in the voting procedure, being the submission of a TC by the CA, implies a strict control of the CA on the right to vote for a
certain person. The authenticity of the voter’s credetials is obtained by the check on the hash value including the identity and the public key.
• Integrity/accuracy: Since the hash value h, containing the encrypted voting result is send by the voter at the end of phase 3, it is not possible to alter

the vote afterwards. A check on this hash value is done by the counters in phase 4.
• Democracy: The check on the identity is performed by the PKG and the check on the right to vote by the CA. Each eligible voter receives exactly one

TC in a secured way from the CA. The publisher verifies that each vote made with a certain valid TC is counted only once.
• Verifiability: Since the voters store the value ER2

(TC) in the memory, they can afterwards check on the list under which voting option this value is
published.

Finally, as mentioned in [18], their voting system is highly efficient from voter’s side, where the most constrained device in the system is located.
With respect to the most compute intensive operations, only 1 PM is required there. However, we do not completely agree with this analysis since the
voter needs, due to the blind signature, two extra communication phases with the signing party to establish the vote. The communication to and from the
signing party is assumed to be secure in their scheme, since no extra measurements are taken to protect the message against integrity and authentication.
If this would be seriously taken into account, the number of PM and PA would also drastically increase. Moreover, we have an extra security protection
by considering n different counters, reducing the single point of failure probability. With respect to the most compute intensive operations for the mobile
platform in the signature process, we count n+ 2 PM (see Table 2). This corresponds with 3 PM operations for a single counter.

Conclusions: The ASEC scheme, an EC-based signcryption scheme for multiple receivers, offering anonymity to sender and receivers, is constructed in
this paper. Similar schemes presented in literature before are all identity-based schemes, requiring computationally heavy pairing operations. We show
how to link the identity of the user with its key pair, enabling the authenticity of the user given its identity and public key. In addition, the scheme offers
also decryption fairness, reuse of the master key, and public verifiability.

Finally, we show how to apply ASEC in a mobile voting application. Before, it was suggested to use blind signatures due to efficiency reasons. Since
our signcryption scheme is already very efficient, it presents a perfect alternative.
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