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Abstract-This research paper mainly focuses on 

the wireless sensing network, Zigbee Technology. 

Zigbee technology is used in wireless 

communication. It works over 802.15 standards 

for monitoring and controlling the devices. 

Zigbee is designed for smart home automation. 

Zigbee provides low cost and low power 

connectivity. It also enables self-organization and 

self-healing networks. For industry Zigbee is 

used for remote monitoring and automated 

manufacturing. 

 

Keywords- Commissioning, Intelligent 

surveillance, Remote control, Wireless network 

in space 

 

I.  INTRODUCTION 

The word Zigbee describes a wireless 

standardized protocol for Wireless Personal 

Area Network (WPAN). Zigbee is different to 

other wireless standards / specifications.  It 

was designed  to  hold  a big market  of  

applications  that require   low cost and low  

consumption with  a  more  sophisticated  

connectivity  than  previous  wireless systems.  

Different wireless technology is used to share 

information between the two devices which are 
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not physically connected. These wireless 

technologies share information with the help of 

radio frequency, infrared, frequency and 

microwave frequency.  There are various other 

technologies which works on infrared 

frequency like Wi-Fi and Bluetooth.                          

 Zigbee specification is used to focus  to a 

segment of the market  unattended  by  other   

existing  Standards   with  low  data 

transmission  and  low service  cycle  of  

connectivity .  The reason to promote a new 

protocol as suppose to a standard   is to allow 

interoperability between devices made   from 

different companies.  Zigbee is Hardware and   

Software Specification based on the Standard 

IEEE 802.15.4. The specification of Zigbee 

technology can be enhanced by adding various 

networks and security layers to the network. 

Zigbee works on 868MHz frequency in Europe 

for regional operations.  Zigbee also uses AES-

128 standard for security purpose. Zigbee 

supports multiple star topologies. 

 

 

II. CHARACTERISTICS OF ZIGBEE 

 

 Low battery consumption- A Zigbee 

device can operate up to various 

months. The battery consumption of 

zigbee devices are less as compare to 

Bluetooth and Wi-Fi devices. This 
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characteristic of Zigbee is achieved 

by continuous connection and 

intermediate connection of the 

devices. 

 

 Low data rate- The data rate of 

Zigbee device is different at different 

frequency. The data rate  is 250kbps 

@2.4 GHz , 40 kbps @915 MHz 

 And 20kbps @868 MHz 

 

 Low Cost- the cost of a Zigbee 

devices are low as compare to other 

wireless devices. 

 

 It supports up to 65000 nodes in 

single network. The network can 

access up to 64 bit addressing device. 

 

 

 It uses small packets of data  as 

compared to   Wi-Fi and Bluetooth 

 

 Zigbee can establish its network 

automatically. The channel can access 

by using Carrier Sense Multiple 

Access /collision Avoidance (CSMA-

CD). 

 

III. ZIGBEE TYPES 

 

Zigbee network can be designed in three 

different device types:- 

 

Network Coordinator  

Reduced Function Device  

Full Function Device  

 

 Network Coordinator: Network 

coordinator type Zigbee are one of the 

most complicated network devices 

which have the knowledge of overall 

network and ability to maintain the 

network as one coordinator. 
 

 
 
Figure 1 Architecture of Zigbee Nodes 

 

 

Reduced Function Device: Reduced Function 

devices are used as end devices to provide low 

cost and less complex networks. An RFD 

device must be associated with a FFD device. 

 

Full Function Device: Full Function devices 

works as a router in the network. These 

devices also support all the feature of 802.15.4 

standards. 

 

IV. HOW ZIGBEE WORKS? 

 

The standard IEEE 802.15.4 defines 27 

channels among three bands.  Due to regional 

support of 868 and 915MHz frequency .It is 

very improbable that only one network can use 

all 11 channels. However, those two frequency 

bands are considered close enough to use the 

same hardware for both of them. This way 

reduces manufacturing expenses. 2.4 GHz 

physical layer supports 16 channels between 

2.4  

And 1.4835 GHz with a wide space between 

channels 5 MHz with the aim to facilitate the 

requirements of filtering in transmission and 

reception. This standard was designed to 

implement a dynamic channel selection 

through some specific selection of algorithms 

of network layer. The MAC layer includes 

search functions which follow step by step in a 

permitted channels list looking for a guide 

signal. The physical  layer  contains several 

functions such as detection of  level of  

received energy , link quality indicators .Those 

functions  are  used  by the  network  to  

establish  a  initial channel  operation  and  

change  channels  in  response to a long pause. 

 

 

V. ARCHITECTURE OF ZIGBEE 

 

Physical Layer –Physical layer is used to 

perform the   modulation on   the outgoing 

signals and demodulation on the incoming 

signals. The physical layer works on a 

frequency band of 868.3 MHz with the data 

rate of 20 KBPS. 

 

 Medium Access Control (MAC) layer - 

MAC layer works on the principle of Carrier-

sense multiple access /carrier detection 

(CSMA/CD). This layer is responsible for 

transferring the synchronized beacon frames 

for transmission.  
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Network Layer- Network layer is used to 

perform various function like routing the 

whole network by managing the end devices. 

 

Application support sub layer (APS) – 

Application support sub layer is used to 

provide interface between the network layer 

and various data, management services. These 

services are providing with the help of 

application objects and Zigbee device objects.  

 

          Application object: An application 

object is same as an endpoint in the network. It 

is used to define the various inputs and outputs 

of application support sub layer. There are 240 

application objects in each network. 

 

 

          Zigbee Device Object (ZDO): ZDO are 

used to perform the various management tasks. 

This includes security management, network 

management and binding management. It is 

also useful to define the type of devices which 

are used in the network. 

 

 

 
 

              Figure 2 Architecture of Zigbee 

 

VI. SERVICES OF HOME AUTOMATION 

 

Home Automation is defined as to control the 

various household activities. In recent years 

the popularity of home automation increases 

due to the simplicity and affordability of these 

devices. Home automation is closely related to 

the concept of “Internet of Things”. It can 

integrate various electrical and electronic 

devices with each other. These devices can be 

controlled by personal computer or by remote 

access with the help of these home automation 

network. Home automation techniques are also 

used in building automation as well. Radio 

waves or infrared signals are used to provide 

communication between these networks. This 

system can easily sense various movements 

and can be controlled by various controllers. 

There is various application of home 

automation system and can be mentioned as:-  

 

 

 

Security- With the help of wireless home 

automation system it become possible to 

monitor the gas leak, water flooding and other 

things in a home from the remote location. A 

microcontroller and a Zigbee chip MC 13192 

can be used in security alarming system. By 

configuring the LCD panel A Zigbee network 

can also configured the web interfaces.   

 

 

Intelligent Surveillance- Intelligent 

Surveillance wireless home automation system 

is used to monitor the various activities at 

home. The system consists of three 

components for monitoring from the remote 

location. These components are indoor 

position system Monitor, Infrastructure and 

Gateway. This type of Zigbee wireless home 

automation system performs better than other 

wireless system. 

 

 

Digital Living Alliance Network- To control 

the digital home appliances DLNA network is 

connected to Zigbee technology with the help 

of Gateway. With the help of DLNA we can 

connect a low rate wireless home network with 

the Internet from a remote location. 

 

 

Power monitoring System- Zigbee based 

power monitoring system is used to control the 

electrical and electronics appliances at home. 

For monitoring the appliances power 

management system also uses the Digital 

Signal Processing and Web Services. Digital 

signal processing is used to compute the 

various real time power parameters. Web 

services are used to communicate across the 

networks. 
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Intelligent Self-Adjusting Sensors- 

Intelligent Zigbee based self-adjusting sensor 

networks are implemented with the help of 

hardware and middleware layers. This type of 

event driven self-adjusting networks is helpful 

in reducing the power consumption at home. 

 

Wireless Network in Space 

Zigbee networks are also used in Exo-brake 

circuits by the NASA scientist. Exo-brake 

circuit is parachute like device which is used to 

collect sensor information. This circuit is used 

on space craft for safely landing of different 

delicate instruments on different planets like 

MARS. 

 

Assistive Application-Zigbee based 

Wireless home automation system is used to 

assist the old and physically disabled person at 

home. This type of Zigbee networks works on 

Speaker-Independent Automatic Speech 

Recognition system. 

 

 

 

 
 

Figure 3 Services of Zigbee in Home 

Automation 

 

 

VII.SECURITY 

 

The security procedure of the Zigbee is 

supported by the Application Support Sub 

Layer (APS) and Network layer. The security 

procedure include key management, key 

transport and frame protection. The security 

suite of the Zigbee technology consists of 128 

bit symmetric key block cipher algorithm. This 

algorithm makes the Zigbee secure same as 

perform a specific task known as 

Commissioning. Commissioning produces a 

multi-vendor environment in the network. 

Trust centre of the Zigbee network decide the 

entrance of new device in the network. When a 

new device connected with the network, the 

Trust centre shifted to the new network key 

after broadcasting the new key with the old 

network key. Trust centre also plays an 

important role of Trust Manager, Network 

Manager, and Configure Manager. It is also 

very useful from user perspectives. The 

operation of this process is done through the 

interaction of hand-held appliances or a phone 

call from the services centre. Thus any device 

which is connected through the Zigbee 

network should made aware of device 

identifier number and security information to 

the network. The security service of the zigbee 

technology includes several types of security 

suite. These security suites are AEM-CCM 

with 32, 64,128 bit MAC. To make an efficient 

network it is very important to make a network 

which is secure from all the possible attacks. 

There are various types of Zigbee attacks. 

These are physical attack, key attack and reply 

and injection attack. The main function of the 

security keys is to provide three basic security 

issues:- 

1. Transmit the data securely through 

the entire network. 

2. Enable the preconfigured encryption 

key. 

3. Control the access of whole network. 

 

Security Modes- Zigbee PRO offers two 

security modes in the network. These are:- 

 

Standard Security Mode 

 

High Security Mode 

 

   In Standard security mode Trust Center is 

responsible for maintaining the master keys, 

link keys and network keys of the system. The 

requirement of memory in standard security 

mode is very less as compare to high security 

mode.  High security mode - The large number 

of devices can be connected in high security 

mode thus require more memory space. The 

high security mode Zigbee network can be 

used in various applications of industrial plant, 

utility grid and commercial building.  

 

             



International Journal of Computer Application (2250-1797)  

Volume 5– No. 5, August 2015 
 

20 

 

   COMPARISON OF VARIOUS 

WIRELESS TECHNOLOGIES 

 

 

   

 

 
 

 

 

Wi-

Fi 
 

 

 

Bluetoo

th  
 

 

 

Zigbee  
 

 
PROPERTI

ES 

 

Physical/M

AC layers 

IEEE 

802.1

1b 

IEEE 

802.15.1 

IEEE 

802.15

.4 

  
 

Frequency 

bands  
 

2.4G

Hz 
2.4GHz  
 

2.4 GHz, 

868 

MHz, 

915MHZ 

 

Number of 

Channels 
 

13 19 16 
 

Current 

Consumpt

ion 
 

400m

A 

60mA 25-

35mA 
 

Data rate 11 

MBP

S 

1 MBPS 250 

KBPS 

Interference 

Avoidance 

Technique 

DSSS FHSS DSSS 

 

 

 

 

Table 1.1 shows a comparison between 

Wi-Fi, Bluetooth and Zigbee Wireless 

Technology 

 
 

VIII. CURRENT PROBLEMS 

 
 

 Economic Problems 

 

HAS have been a very expensive technology 

since the beginning a luxury for a few people. 

This software is very specific so the cost of 

production is higher than in the case of general 

purpose software.  

 

Besides software, hardware is also very 

expensive. 

It is also very specific one and should be 

designed for every residence individually. To 

call a HAS company to make the installation in 

your home can be extremely expensive. 

 

 

 Infrastructure Problems 

 

Until now, HAS is a very static technology, 

and it comes integrated into equipped homes. 

Installing a HAS is really difficult cause you 

have to almost rebuild your house or residence, 

sometimes wiring or installing devices and 

plugs. Old houses are not built to support a 

HAS due to their distribution, organization and 

other factors. There are also physical 

limitations when you wire a place. 

 

Another problem related with the 

infrastructure is the proprietary software. If 

you want to install a HAS you have to contract 

a company. Different companies’ products are 

incompatibles among them. Even  though  now 

a days  it is  more common  to find  HASs  in 

normal  home  there are still several big 

problems around this technology, because of 

technical limitations and others.  

 

 

We will face two big problems. The first one is 

the Economic limitation and the second one is 

related to Distribution limitation. 

 

 

IX.FUTURE SCOPE 

 

             In the world of modern communication Zigbee 

plays an important role in home automation. 

Due to the low power output, Zigbee devices 

are able to work on the small battery for many 

years, making them ideal for small household 

systems. In Zigbee mesh networks, router 

nodes must be powered on at all times which 

can limit the lifetime of battery-powered 

Zigbee networks. Power saving mechanisms 

need to be implemented to increase the lifetime 

of the nodes. The future scope of the Zigbee 

Technology is to use the devices in unwired 

application so that it can reduce the cost of 

development of these network devices. Low 

complexity and high mobility of Zigbee 

network motivate large number of people to 

develop lightweight wireless networking 

hardware in future.  

 

 

IX. CONCLUSION 

 

As the population increases gradually from last 

two decades, this wireless network becomes 

very popular to provide better life. Wireless 

home automation system is becoming very 

popular these days as many new researches are 

on-going in this field. The main effort of these 

researches is to provide low cost home 

Figure 4                                      
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automation devices such that it becomes 

affordable for large number of population. A 

lot of work still required in this field to design 

a robust home automation system. With the 

more advancement of technology these WHAS 

becomes common in every home just like 

Television and Computer. 

A tree type topology and Peer-to-Peer 

topology of the Zigbee network can make the 

network more efficient. 

 

REFRENCES 

 

[1]: J. A. Gutierrez, “Wireless Medium Access 

Control (MAC) and Physical Layer (PHY) 

Specifications for Low Rate Wireless Personal 

Area Networks (LR-WPANs), (IEEE Stan 

darted for Information Technology802.15.4.),” 

Institute of Electrical & Electronics, 2003. 

 

[2]: Zigbee Alliance, Zigbee Specification. 

Version 1.0 Zigbee Document 053474r06, 

December 14th, 2004.  

 

[3]: http://www.zigbee.org/organizations-

around-the-globe-use-xbee-zigbee-networks-

to-solve-problems-and-change-lives/ 

 

[4]: 

http://www.creativeworld9.com/2011/04/zigbe

e-technology-abstract.html 

[5]:https://www.cooperatingobjects.eu/fileadm

in/dissemination/2009-thesis-

award/severino.pdf 

http://www.zigbee.org/organizations-around-the-globe-use-xbee-zigbee-networks-to-solve-problems-and-change-lives/
http://www.zigbee.org/organizations-around-the-globe-use-xbee-zigbee-networks-to-solve-problems-and-change-lives/
http://www.zigbee.org/organizations-around-the-globe-use-xbee-zigbee-networks-to-solve-problems-and-change-lives/
http://www.creativeworld9.com/2011/04/zigbee-technology-abstract.html
http://www.creativeworld9.com/2011/04/zigbee-technology-abstract.html

