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Abstract—In this paper we focus on outlier detection using 

unsupervised and semi-supervised method. In high dimensional 

data the outlier detection process faces challenges from curse of 

dimensionality. Means due to the distance concentration the 

distances in high dimensional data becomes indiscernible. 

Because of that outlier detection techniques, which uses distance 

base methods to detect outliers, labels all points as good outliers. 

So to detect outliers on high dimensional data effectively ,we 

proposed unsupervised and semi-supervised learning method 

using IQR,Greedy, KNN with Antihub for outlier detection.  

Keywords—outlier detection, unsupervised learning, semi-

supervised learning, high dimensional data. 

 INTRODUCTION  

Outlier detection or anomaly detection means detecting 

data patterns that do not conform or distant from other 

observations. Outliers can have many anomalous causes.to 

normal behavior. Outliers arise due to changes in system 

behaviour, fraudulent behaviour, human error, instrument 

error or simply through natural deviations in 

populations.Outliers may contain critical and actionable 

information in fraud detection, intrusion detection and medical 

diagnosis. Outlier detection is applicable in a variety of 

domains, such as intrusion detection, fraud detection, fault 

detection, system health monitoring, event detection in sensor 

networks, and detecting Eco-system disturbances There are  

three categories of outlier detection exist. Unsupervised 

outlier  detection techniques detect outliers in an unlabeled 

test data set. Supervised outlier detection techniques require a 

data set that has been labeled as normal and abnormal .Semi-

supervised outlier detection techniques construct a model 

representing normal behavior from a given normal training 

data set.  

We examine (1) point anomalies, where each data instance 

individually considered as outliers without taking into account 

contextual attributes or collective data instances, (2) semi-

supervised and unsupervised learning and (3) outlier score 

assigning methods to each instance, producing list of outliers 

as output by ranking their scores. Our study is the focus on 

most outlier-detection research based on nearest neighbors 

considers that outliers appear far from their closest neighbors.  

In Section 3 shows the architecture of proposed work , in 

which discuss the functionality of  modules ,section 4 discuss 

the proposed approaches for semisupervised and unsupervised 

learning methods,relationship between hubs and antihubs. 

 In Section 5 we explore the algorithms 

IQR,Greddy,Antihub1,Antihub2 using k-occurrence 

information for expressing the outlierness of points with 

unsupervised learning and semi-supervised learning . 

Finally, in Section 6 we describe experiments with synthetic 

real data sets, the results of which illustrate the impact of 

factors such as dimensionality, cluster density and antihubs on 

outlier detection, demonstrating the benefits of the methods, 

and the conditions in which the benefits are expected. 

http://en.wikipedia.org/wiki/Intrusion_detection
http://en.wikipedia.org/wiki/Fraud_detection
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RELATED WORK  

Methods based on nearest neighbors ,assume that outliers 

appear far from their closest neighbors. Such methods 

depends on distance or similarity measure to find the 

neighbors, with Euclidean distance. Neighbor based methods  

defining the outlier score of a point as the distance to its kth 

nearest neighbor or sum of distances to the k nearest 

neighbors. 

A mostly used density based method LOF[2] assign a 

degree to instance of being an outlier, that degree is called 

local outlier factor of an data instance. The local means that 

degree depends on data instance is isolated with surrounding 

neighbor instances. If  data instance LOF score is equal to the 

ratio of average local density of k nearest neighbor of instance 

and for local density of data instance itself, that instance is 

considered belongs to normal class else categorized as 

outlier.LOF uses threshold to differentiate outliers from 

normal instances. 

Influence outlier detection [3] proposed on a symmetric 

neighborhood relationship measure considers both neighbors 

and reverse neighbors of an object when estimating its density 

distribution .Uses   when outliers are in the location where the 

density distributions in the neighborhood are significantly 

different.  

The angle-based outlier detection (ABOD) [4] technique 

detects outliers in high-dimensional data by considering the 

variances of a measure over angles between the difference 

vectors of data objects. ABOD uses the properties of the 

variances to actually take advantage of high dimensionality 

and appears to be less sensitive to the increasing 

dimensionality of a  data set than classic distance-based 

methods. 

Local Distance-based Outlier Factor (LDOF)  [5], detect 

outliers in scattered datasets. In this uses the relative distance 

from an object to its neighbors to measure how much objects 

deviate from their scattered neighborhood.  The higher 

contravention in degree of an instance has, the mostly instance 

is an outlier. 

Local density based outlier detection method(LoOP) [6] 

providing an outlier score in the range of [0; 1] that is directly 

interpretable as a probability of a data object for being an 

outlier. 

SODRNN [7] gives a data stream outlier detection 

algorithm based on reverse nearest neighbor. In this  queries 

are performed in order in the current window to detect outlier. 

In [8] propose a outlier ranking based on the objects 

deviation in a set of relevant subspace projections. It do not 

include irrelevant projections showing no clear difference 

between outliers and the relevant objects and find objects 

which deviates in multiple relevant subspaces. 

The study in [9] distinguishes three problems occurred  by 

the “curse of dimensionality” in the context of data mining, 

searching and indexing applications like poor inequity of 

distances caused by concentration, presence of irrelevant and 

redundant attributes, all of which make difficult the usability 

of traditional similarity and  distance  measures.  

Parameter-free outlier detection algorithm [10] to  compute 

Ordered Distance Difference Outlier Factor. Formulate a new 

outlier score for each instance by considering  the difference 

of ordered distances. Then  use this value to compute an 

outlier score. 

 

PROPOSED ARECHITECTURE DESIGN 

A. Description of the  Proposed  System Architecture  

Fig.1 show the architecture of proposed system design, the 

description is given below, 

 Data collection and  preprocessing 

: 

The input data for this system will be collected from 

standard dataset. Data is preprocessed such data before 

forwarding for future steps. Data mining techniques such as 

data integration, cleaning, transformation will be used to 
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preprocess large dataset contents and to generate required 

clean data. 

 Partition Module: 

In this module, the preprocessed data is divided into 

number of datasets as per the data size. This partitioned data 

then processed for outlier detection. 

 Outlier detection with proposed methods: 

The technique proposed for identifying outliers will be applied 

initially at distributed data using IQR. i.e inter quartile range 

approach, which is Descriptive data summarization techniques 

used to identify the properties of data and focus which data 

values should be treated as noise or outliers before working 

with data pre-processing. For finding data dispersion at initial 

level include quartiles Inter quartile range(IQR) approach 

used and variance and detected outliers would be collected for 

final stage computation of outliers. For final outlier detection 

semi-supervised and unsupervised approach used ,in which 

proposed algorithm greedy ,antihub and antihub1 applied on 

initial outliers. we proposed  antihub and antihub1 Algorithm 

for unsupervised method and greedy approach for semi-

supervised outlier detection. The approach with proposed 

method based on outlier detection techniques based on nearest 

neighbor. 

 Performance and Results: 

Performance is evaluated based on the evaluation 

parameters. The performance evaluation provides details 

about implemented system performance, constraints and 

metrics for future work. The system execution will be made 

more understandable and explorative for its evaluators with 

proper visualization of results. 

 

 

Fig1. Proposed  System Architecture 

 

PROPOSED APPROCHES  FOR OUTLIER 

DETECTION 

 

 

A. Outlier Detection Using Unsupervised and  semi-

supervised Learning 

I. IQR(Inter-Quartile – Range) for initial outlier 

detection:   

The technique proposed for identifying outliers will be 

applied  at distributed data using IQR. i.e inter quartile range 

approach, which is Descriptive data summarization techniques 

used to identify the properties of data and focus which data 

values should be treated as noise or outliers before working 

with data pre-processing. 

outlier calculation using IQR: 

1. Data arranged in order. 

2. Calculate first quartile data (Q1) 

3. Calculate third quartile data (Q3) 

4. Calculate inter quartile data  range (IQR)=Q3-Q1 

5. Calculate lower boundary values = Q1-(1.5*IQR) 

6. Calculate upper boundary values = Q3+(1.5*IQR) 

7. Anything outside the lower and upper boundary value  is an 

outlier. 
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II. Outliier Detection using Greedy algorithm for 

semisupervised outlier detection: 

 Entropy: 

Entropy is the measure of uncertainty of a random 

variable.S(X) the set of values that X can take and p(X) 

the probability function  of  X ,the entropy  E(X) function 

shown in Equation 1. 

 

          (1) 

The Entropy of multivariable vector x={X1……Xm} 

shown in Equation 2. 

 

                                                                         (2) 

The problem to solve given as follows  given a dataset D 

of  n points p1…pn,where each point is multidimensional 

vector of m categorical attributes i.e p1=(pi,…,pi),and 

given a integer k,we would like to find a subset o⊂D with 

size k,in such a way that we minimize the entropy of 

D-O.That is 

                                               (3) 

In this problem we need to compute the entropy of a 

set of records using Equation(2).To make 

computation more efficien,we make simplification in 

the computation of entropy of a set of records.We 

assume the independence of the record,transforming 

Equation(2) into Equation (4).That is,the joint 

probability of combined attribute values becomes the 

product of the probabiliteies of each attribute,and 

hence the entropy can be computed as the sum of 

entropies of the attributes. 

(4) 

 

 The Greedy Algorithm 

1. Overview 

Our greedy algorithm takes the number of desired 

outlies(supposed to be –k) as input and selects points 

as outliers in a greedy manner.Initialy,the set of 

outliers(denoted by OS) is specified to be empty and 

all points are marked as  non-outlier.Then,we need k 

scans over the dataset to select k points as outliers.In 

each scan,for each point labeled as non-outlier,it is 

temporally removed from the dataset as outlier and 

the entropy object is reevaluated.A point that achives 

maximal entropy impact,i.e,the maximal decrease in 

entropy experienced by removing this point,is 

selected as outlier in current scan and added to 

OS.The algorithm terminates when the size of OS 

reaches k. 

2. Data structure 

Given a dataset of n points p1….pn,where 

each point is a multidimensional vector of m 

categorical attributs,we need m corresponding hash 

tables as our basic data structure.Each hash table has 

attribute values as keys and the frequencies of 

attribute values as reffered values.Thus,in O (1) 

expected time,we can determine the frequency of an 

attribute value in corresponding hash table. 

3. The algorithm 

In the initialization phase of the greedyAlgo,each 

record is labeled as non-outlier and hash tables for 

attributes are also constructed and updated(step 01-

04). 

In the greedy procedure ,we need to scan over 

dataset,we read each record t that is labeled as 
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nonoutlier,its label is changed to outlier and the 

changed entropy value is computed.A record that 

achieves maximal entropy impact is selected as outlier 

in current scan and added to the set of outliers(step 

05-13) 

In this algorithm,the key step is computing 

the changed value of entropy.With the use of hashing 

technique,I o(1) expected time ,we candetermine the 

frequency of an attribute value in corresponding hash 

table.Hence,we can determine the decreased entropy 

value in o(m) expected time since the changed values 

is only dependent on the attribute values of the record 

to be temporally removed. 

 

 

III. Outliier Detection using Antihub and Antiihub2 

for un- semisupervised outlier detection: 

The hubness,which affects the k occurrences means  the 

number of times point x appears among the k nearest 

neighbors of all other points in the data set. Hubness is 

manifested with the increase of the dimensionality of data, 

causing the distribution of k-occurrences to become skewed, 

also having increased variance. As a consequence, some 

points i.e hubs very frequently become members of k-NN lists 

and, at the same time, some other points i.e antihubs become 

infrequent neighbors. 

k-occurrences: Let D ⊂ Rd be a finite set of n points. For 

point x ∈ D and a given distance or similarity measure, the 

number of k-occurrences, denoted Nk(x), is the number of 

times x occurs in the k nearest neighbors of all other points in 

D. Equivalently, Nk(x) is the reverse k-nearest 

Neighbor count of x within D. 

Hubs: For q ∈ (0, 1), hubs are the [nq] points x ∈ D with 

the maximum values of Nk(x).  antihubs:For p ∈ (0, 1), p < 1 

− q, antihubs are the [np] points x ∈ D with the minimum 

values of Nk(x). 

The ODIN method used outlier scoring based on Nk 

counts. Without using threshold parameters  and we are 

applying outlier scores normalization, by  reformulate this as 

AntiHub, function  Nk(x)  which defines the outlier score for 

point x from data set D.Which shown in Algorithm Antioutlier 

1. The properties of the AntiHub and propose a refinement 

ODIN method by considering factors: 

 Hubness :Due to high dimensionality problems 

scores discriminating  may occured, though the majority of 

data points will have similar low Nk values,  means  in low 

dimensions the outlier scores driven by the AntiHub method 

can still be meaningful when k ≪ n. 

 Locality and globality: AntiHub can be used both as 

a local and global scoring method, by adjusting the value the k  

parameter. But in “local mode” when k ≪ n can cause 

problems with scores discrimination in high-dimensional 

settings. 

 Discreteness of scores: AntiHub produced scores are 

inherently discrete regardless of dimensionality and hubness  
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 Varying density: Effectively detect outliers in 

clusters of different densities without explicitly modeling 

density  

 Computational complexity. AntiHub method in  

global mode with using high values of k can be 

computationally expensive, since nearest neighbor indexing 

and searching methods typically assume that k ≪ n.  

Weakness of AntiHub method hubness and inherent 

discreteness to add more discrimination one approach is to 

raise k, possibly up to some value comparable with n. we will 

explore this option, but the approach raises two concerns with 

increasing k the  outlierness moves from local to global, if 

local outliers are there and interesting can be missed and k 

values comparable with n raise issues with computational 

complexity  For these reasons we propose  method AntiHub2, 

which refines outlier scores produced by the AntiHub method 

by considering the Nk scores of the neighbors of x with Nk(x) 

Itself. For each point x, AntiHub2 adds (1 - α) • Nk(x) to α 

times the sum of Nk scores of the k nearest neighbors of x, 

where α ∈ [0, 1].  Summation used to aggregate the neighbors 

scores, The proportion α is determined by maximizing 

discrimination between outlier scores of the strongest outliers, 

and controlled by two user provided parameters i.e. the ratio 

of strongest outliers and step size.  

Algorithm1 Antihub(D, k)  

Input:  

• Distance measure dist  

• Ordered data set D = (x1, x2. . . xn),  where xi ∈R
d
, for i ∈ {1, 

2, . . . , n}  

• No. of neighbor’s k ∈ {1, 2 . . .} 

Output:  

• Vector s = (s1, s2. . . sn) ∈R
n
, where si is the outlier score of 

xi, for i ∈ {1, 2, .. , n}  

Temporary variables:  

• t ∈R 

Steps:  

1) For each i ∈(1, 2, . . . , n)  

2) t := Nk(xi) computed w.r.t. dist and data set D\xi  

3) si := f(t) 

Algorithm 2 Antihub2dist(x,k,p,step)  

1)a := Algorithm1(D, k) 

2) For each i ∈ (1, 2, . . . , n) 

3) anni := Σj∈NNdist (k,i) aj , where NNdist (k, i) is the set of 

indices of k nearest neighbors of  xi  

4) disc := 0 

5) For each  α∈ (0, step,. . . , 1) 

5) For each i ∈ (1, 2, . . . , n) 

6) cti := (1 -  α) · ai +  α · anni  

7) cdisc := discScore(ct, p) 

8) If cdisc > disc 

9) t := ct, disc := cdisc  

10) For each i ∈ (1, 2, . . . , n) 

11) si := f(ti) 

EXPERIMENTAL SETUP AND RESULTS 

A. System Requirement 

 Our algorithms have performed on  high dimensional 

dataset that is Cover Type dataset from UCI machine learning 

Repository The experiment were performed on an Intel  core 

i5 CPU at 2.53 GHz and RAM 4 GB  , having a windows 

7(64-bit) as its operating system. The algorithms were 

implemented in Java to process data instances in high 

dimensional data. 

Results 

The figure 2 shows the data insertion time required in five 

datasets and figure 3 shows the comparative study of outlier 

detection rate with existing and proposed algorithms for 

outlier detection.  
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Fig 2: Data insertion time required 

 

Figure 3:Outlier detected 
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CONCLUSION  

In this paper, we concerning problems in reverse nearest 

neighbor counts in unsupervised and semi-supervised outlier 

detection , focusing on the effects of high dimensionality on 

unsupervised and semi-supervised outlier-detection methods 

and the hubness phenomenon, extending the previous 

examinations of (anti)hubness to large values of k, and 

exploring the relationship between hubness and data sparsity. 

Based on the analysis, we formulated the 

IQR,Greedy,AntiHub method for semi-supervised and 

unsupervised  outlier detection, discussed its properties and 

proposed a derived method which improves in terms of speed 

and accuracy, reducing the false positive and false negative 

rate and improve the efficiency of density based outlier 

detection. 

REFERENCES 

[1] V. Chandola, A. Banerjee, and V. Kumar, “Anomaly detection: A survey,” 

ACM Comput Surv, vol. 41, no. 3, p. 15, 2009. 

[2] M. M. Breunig, H.-P. Kriegel, R. T. Ng, and J. Sander, “LOF: Identifying 

density-based local outliers,” SIGMOD Rec, vol. 29, no. 2, pp. 93–104, 2000. 

[3] W. Jin, A. K. H. Tung, J. Han, and W. Wang, “Ranking outliers using 

symmetric neighborhood relationship,” in Proc 10th Pacific-Asia Conf on 

Advances in Knowledge Discovery and Data Mining (PAKDD), pp. 577–593, 

2006. 

[4] H.-P. Kriegel, M. Schubert, and A. Zimek, “Angle-based outlier detection 

in high-dimensional data,” in Proc 14th ACM SIGKDD Int Conf on 

Knowledge Discovery and Data Mining (KDD), 2008, pp. 444–452. 

[5] K. Zhang, M. Hutter, and H. Jin, “A new local distance-based outlier 

detection approach for scattered real-world data,” in Proc 13th Pacific-Asia 

Conf on Knowledge Discovery and Data Mining (PAKDD), pp. 813–822. 

2009. 

[6] H.-P. Kriegel, P. Kr ¨oger, E. Schubert, and A. Zimek, “LoOP: Local 

outlier probabilities,” in Proc 18th ACM Conf on Information and Knowledge 

Management (CIKM), 2009, pp. 1649–1652. 

[7] C. Lijun, L. Xiyin, Z. Tiejun, Z. Zhongping, and L. Aiyong, “A data 

stream outlier delection algorithm based on reverse k nearest neighbors,” in 

Proc 3rd Int Symposium on Computational Intelligence and Design (ISCID), 

pp. 236–239, 2010. 

[8] Emmanuel Milller, Matthias Schiffer , Thomas Seidll,”Statistical 

Selection of Relevant Subspace Projections for Outlier Ranking”,IEEE, ICDE 

Conference,pp. 434 - 445 ,2011. 

 [9] A. Zimek, E. Schubert, and H.-P. Kriegel, “A survey on unsupervised 

outlier detection in high-dimensional numericaldata,” Statistical Analysis and 

Data Mining, vol. 5, no. 5, pp.363–387, 2012. 

[10] Buthong, Arthon Luangsodsai, Outlier Detection Score Based on 

Ordered Distance Difference,IEEE,2013  

 

0

50

100

150

200

250

300

DB1 DB2 DB3 Db4 DB5

Inserion

Extraction

0

20

40

60

80

100

Unsuperwised Semisuperwised

Existing

Proposed


