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ABSTRACT  

 

Cloud computing is emerging technology. Cloud offers several applications to users. Cloud 

computing use the basic fundamental infrastructure is help full for coming model of service 

that has the several benefit of decreasing cost by sharing computing and storage resources. 

Without appropriate privacy solution for cloud become a large failure. There is a lot of research 

techniques made to provide security. Privacy means that the person to be free from all 

interference. Privacy control allows the person to maintain a degree of intimacy. Privacy is the 

protection for the truthful use of personal information of cloud user. Security problems have 

become very challenge one in an cloud computing environment. So we use several techniques 

to solve the problems. 
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1. INTRODUCTION 
 

Cloud computing has made a drastic changes in IT field. Cloud computing service is a most 

recently used in IT area which offers different model. Cloud computing is emerging 

technology. Cloud offers several application to user which consist of existing techniques 

combining with new technology. Such technology shared different resources like hardware, 

software and some important information‟s provided to users and other people on internet 

whenever needed. Increasing population using emerging technology along with privacy and 

security in cloud because most of user having high sensitive data while sharing those data user 

needs privacy, providing such secure and privacy-preserving of data services is the big 

challenge. Security and privacy protection may be impeding the functionality and data services 

performance. This aims to covered the some common security and privacy threat and the 

crucial research, while focusing on the works that protect confidentiality data and query access 

privacy for sensitive data to stored and probe in cloud[1]. In the continuous development of 

cloud computing technology. Preserving for the privacy of user, his data and identity in the 

cloud is very compulsory. The increase popularity of cloud computing, the concerned about 

privacy preserving are also getting more increased. But reaching the peak in providing and 

assurance the privacy-preserved data access in cloud is still in progress and needs much 
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attention to the goal. Addressing of all these issues and designed of system which couldn‟t be 

compromised by the attackers would mark a success of Cloud Computing. 

 
2. BACKGROUND 

 
As development and extension of Cloud Computing technology and component of cloud 

computing. 

 

2.1 CLOUD COMPUTING 

 
Cloud computing can be defined as the aggregation ofcomputing as a utility and software as a 

service, infrastructure as service, platform as service Where the applications are fork out  

asservices over the internet  and systems software can provide the  datacenters for those 

services. Also called as „on demandcomputing‟, „utility-grade computing, the concept behind 

cloudComputing is to of computer data computation remote resourceproviders[2].Cloud 

computing system is not only storing data on thecloud servers but also shared the multiple 

users. 

 

 
 
           Fig: framework of cloud computing 
 

2.1.1 INFRASTRUCTURE AS SERVICE LAYER (IAAS) 

 

It includes resources of computing and storage. This is a bottom layer of the framework, and 

it‟s having the physical devices and hardware, such as servers and storages are virtualized as a 

resource syndicate to provide computing storage and network services users, in directive to 

install procedure system and run software application so it is denoted by Infrastructure as a 

Service [7]. Typically services in this layer have such as Elastic Computing Cloud of Amazon. 

 

2.1.2 PLATFORM AS SERVICE LAYER(PAAS)  
 

Platform as service layer is conceive as a core layer in the cloud computing system, which 

including the environment of parallel programmed designing ,storage distributed and 

management system for structured mass data, distributed file system for mass data, and 

different management system  tools forcloud computing. Programmers are the major clients of 

the platform as service layer.All Platform resources like a program testing, running and 
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Maintenance are provided by the platform service directly but not to the end users. so, this type 

of services in a platform layer  is Called as  Platform as a Service. The typical services such as 

Google App Engine and Azure from Microsoft. 

 

2.1.3 APPLICATION LAYER 

 

 This layer can provide simple software and applications, as well as customer interfaces to end 

users. So, this type of services in the application layer as Software as a Service. Users can use 

client software or providers can call service as browser through the Internet. 
 

3. SECURITY RISKS IN CLOUD COMPUTING 
 

Security risks play a foremost part in the cloud computing environment. There are several 

security factors that should be consequence on cloud, such as Data intrusion, confidentiality, 

Data integrity and service availability [5]. 

 

3.1 DATA INTEGRITY  

 

Data integrity is an issue related to cloud security risks. Whenever the data is stored in cloud it 

may have chances to crash the data or it may be hackers will get the data during the 

transmission from cloud to user. There are two attacks types such as inside attack and outside 

attack. This is the risk of cloud provider, such as the recently attacked Red Hat Linux‟s 

distribution servers. Further examples giving details of attacks can be read in although this 

protocol solves the problem from a cloud storage perception. As a solution, using RSA,AES 

Algorithms to provides beneficial solution to providers. 

 

3.2 DATA INTRUSION 

 

Another one security risk that may arise with a cloud provider, such as the Amazon cloud 

service, is a chopped password or data incursion. If anyone accumulation access to an Amazon 

account password, they will be capable to access all of the account‟s instances and capitals. 

Thus the appropriated password allows the hacker to remove all the information inside any 

virtual machine instance for the appropriated user account, change it, or even spike its services. 

Furthermore, there is a opportunity for the user‟s email (Amazon user name) to be chopped, 

and since Amazon permits a missing password to be change by email, the hacker may restful be 

able to log in to the account after receiving the new change password. 

 

3.3 CONFIDENTIALITY 

 

Only authorized user can access the data from cloud storage. Ill-fated access to customer 

penetrating data by cloud personnel is one more risk that can stance impending threat to cloud 

data. Guarantees should be providing to the clients and proper practices and security policies 

and procedures that should be in place to guarantee the cloud users of the data protection. The 

cloud inquirer should be confident that data hosted on the cloud will be confidential. 

  

3.4 SERVICE AVAILABILITY 

 

Another important security risk outfitted in cloud services is service availability. Amazon 

indications in its permitting contract that it is possible that the service might be absent from 

time to time. The user‟s web service may drop for any cause at any time if any user‟s files 
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breakdown the cloud storage policy. In addition, if any loss arises to any Amazon web service 

and the service flops, in this situation there will be no trust to the Amazon Company for this 

disaster. Companies pursuing to safeguard services from such disaster need measures such as 

holdups or use of various providers. Both Google Mail and Hotmail skilled service down-time 

newly. If a interval marks expenditures from users for cloud storage, the users may not be 

capable to access their data. Due to a system administrator fault, ofkept client data was 

misplaced in Connections as a cloud storage provider. 

 
4. SECURITY ALGORITHMS 

 

4.1 RSA- 

 

RSA is an algorithm for public key cryptography, includes a public key and a private key. The 

public key can be acknowledged to everybody and is used for encoding messages. Messages 

encoded with the public key and the private key used for only decryption purpose. User data 

comprise encryption earlier to storage, user authentication procedures earlier to storage or 

reclamation, and construction protected channels for data transmission In this authentication 

scheme, the server tools public key authentication by validation a unique message with its 

private key, thus creating what is called digital signature. Then that signature is returned to the 

client. Then it authenticates using the server‟s well-known public key. RSA is a chunk cipher, 

in which each message is drawn to an integer. RSA entails of Public-Key and Private-Key. In 

our Cloud environment, Pubic-Key is well-known to all, whereas Private-Key is recognized 

only to the user who originally owns the data[6]. Thus, encryption is completed by the Cloud 

service provider and decryption is completed by the Cloud user or customer. 

RSA algorithm involves three steps: 

1. Key Generation 

2. Encryption 

3. Decryption 

 

1. Key Generation 

 

 Previously the data is encoded, Key generation should be completed. This process is 

completed between the Cloud service provider and the customer. 

 Steps: 

 Select two different primary numbers a and b. For safety purposes, the integers a and b 

should be selected at accidental and should be of parallel bit length. 

 Calculate n = a * b. 

 Calculate Euler‟s totient function, Ø(n) = (a-1) * (b-1). 

 Select an integer e, such that 1 < e < Ø(n) and highest communal divisor of e , Ø(n) is 1. 

Now e is out as Public-Key exponent. 

 Now conclude d as follows: d = e-1(mod Ø(n)) i.e., d is multiplicate inverse of e mod 

Ø(n). 

 d is kept as Private-Key constituent, so that d * e = 1 mod Ø(n).  

 The Public-Key entails of modulus n and the public exponent e i.e., (e, n). 

 The Private-Key entails of modulus n and the private exponent d, which must be 

reserved secret i.e., (d, n). 
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2. Encryption 

 

Encryption is the process of transfiguring original plain text (data) into cipher text (data). 

Steps: 

 Cloud service user should provide or convey the Public-Key (n, e) to the user who want to 

keep the data with him or her. 

 User data is now drawn to an integer by using an approved upon adjustable protocol, known 

as stuffing scheme. 

 Data is encoded and the resulting cipher text (data) C is C = me (mod n). 

 This cipher text or encoded data is now kept with the Cloud service user. 

 

3. Decryption: 

 

Decryption is the process of transfiguring the cipher text (data) to the original plain text (data). 

Steps: 

 The cloud user desires the Cloud service user for the data. 

 Cloud service user verifies the truthfulness of the user and provides the encoded data 

i.e., C. 

 The Cloud user then decrypts the data by calculating = Cd (mod n). 

 Once m is gained, the user can acquire posterior the original data. By withdrawing the 

stuffing scheme. 

 

4.2 AES-ADVANCED ENCRYPTION STANDARD (AES) 

 

There are diverse methods of using keys with the AES encryption method. These diverse 

methods are called “modes of process”. The NIST states six modes of procedure that can be 

used with AES encryption: 

 

 Electronic code book (ECB) 

 Cipher block chaining (CBC) 

 Counter (CTR) 

 Cipher feedback (CFB) 

 Output feedback (OFB) 

 Galois Counter Mode (GCM) 

Each mode uses AES in a diverse way. For example, ECB encrypts every block of data 

self-reliantly. CTR Outline to AES Encryption by Townsend Security© 2010 Townsend 

Security It is a symmetric-key encryption standard. It uses 10, 12, or 14 disks. Each of the 

ciphers has a 128-bitblock size, with the key sizes of 128, 192 and 256 bits, correspondingly. 

It guarantees that the hash code is encrypted in a extremely protected manner. Its algorithm 

steps are as follows: 

 

1. Key Expansion 

  2. Initial round 

  3. Add Round Key 
   4. Rounds 

   5. Sub Bytes 



  

   6. Shift Rows 

   7. Mix Columns 

   8. Add Round Key 

   9. Final Round 

   10. Sub Bytes 

   11. Shift Rows 

   12. Add Round Key. 
 

5. CONCLUSION 
 

Cloud Computing is emerging technology releases wider range of uses and increases the ease 

of usage by giving accessing through any kind of internet connection. Security problems have 

become very challenging one in an cloud computing environment. So we use several 

techniquesmeans use the Algorithms and to protect the user confidential data or information‟s. 
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