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ABSTRACT 

The usability of Internet has been wide-spread immensely and subsequently augmented its 

essential to reduce spamming and security risks. Completely Automated Public Turing test to tell 

Computers and Humans Apart (CAPTCHA) has been introduced mainly to pinpoint the focus of 

the end-user as a human or bot‟s (automated scripts) for palliating retreating and safekeeping 

risks. Majority of websites use CAPTCHA for registering new stakeholders with its well-

established benefits utilized in the present scenario. The cornerstone of this paper is to present a 

hardback CAPTCHA technique that is based on matching images. The images are toned to be 

identified for humans matching the mightily challenging CAPTCHA breaker software. The stake 

holders communicate with the preceded solution provider to match the corner points from a 

deformed image. Corner Detection algorithm is used for corner detection by collating it with the 

original image.  

Key words: CAPTCHA, Noise, Spammers, Transformation matrix, Corners, 
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INTRODUCTION 

CAPTCHA 'Completely Automated Public Turing Test to tell Computers and Humans 

Apart'. CAPTCHA is a type of challenge-response test used in computing to determine whether 

the user is a human or a bot (automated scripts). It is a trade mark for Carnegie Mellon 

University. Luis von Ahn, Manuel Blum, Nicholas J. Hopper of Carnegie Mellon University, and 

John Langford of IBM forged the term in 2000. CAPTCHA‟s are by definition completely 

automated, requiring a bit of human maintenance or involvement in administering the test [1]. 

This has ease in reliability and cost. According to definition, the algorithm used to create 

CAPTCHA must be made public, though it may be covered by a patent. This is done to 

demonstrate that breaking it requires the solution to a difficult problem in the field of artificial 

intelligence (AI), rather than just the discovery of (secret) algorithm obtained through reverse 
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engineering or other means. Alan Turing, known as the father of AI, developed a seminal test 

that was later called the “Turing Test” [2]. Turing test is usually administered by a human 

targeting a computer. However, CAPTCHAs are administered by computers targeting humans, 

which have resulted in CAPTCHA to be described as a Reverse Turing Test. The main intention 

of CAPTCHA systems is to distinguish humans from software robots by providing challenges 

that are easily solved by humans but are too hard for computers. 

LITERATURE REVIEW  

Formerly users will have to think before giving an answer hence image-based CAPTCHA 

techniques are a bit difficult. The techniques are discussed in the subsequent sub-sections.  

A. SEMAGE 

SEMAGE, i.e. Semantically Matching images is an image-based CAPTCHA that capitalizes 

on the human ability to define and comprehend image content and to establish semantic 

relationships between them. SEMAGE has two-factor design, where in order to pass a challenge 

the user is required to figure out the content of each image and then understand and identify 

semantic relationship between a subset of them. SEMAGE does not suffer from limitations of 

traditional image-based approaches such as lack of customization and adaptability. Unlike the 

current text-based systems SEMAGE is also very user-friendly with a high fun factor Fig.1 (a) 

depicts a case of SEMAGE CAPTCHA. Limitation of SEMAGE involves users to semantically 

relate the images from a given set. Sometimes the images can be a bit hard to relate [3]. 

 
 

Fig 1. (a) SEMAGE                                        Fig.1 (b) an example of Scene Tagging Problem 

 

B. Scene Tagging CAPTCHA 

      Scene tagging CAPTCHA depends on tagging image. User is asked to identify the object 

shown in an image that has been confused by the image tagger. Also by exploring scene tagging 

we expand upon image tagging. Scene tagging is similar to image tagging, in image tagging the 

user is asked to identify an object shown within a picture. Unlike in image tagging, a scene 

tagging problem consists of multiple objects within a single picture. And it asks the user to 

identify those objects or the understanding relationship between the numbers of objects. See 

Fig.1 (b). The drawback for scene tagging is that the answer needs to be entered in a textbox. 

And users are catechized to tell the correlation between several objects in the image. Limitation 

in scene tagging involves user to answer the relationship between several objects in an image. 

And the answer is to be entered in a textbox. [4] 
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PROPOSED SYSTEM 

In our system we start by picking a random image (a) and its copy image (b). Image (a) 

comprises of random colors with random geometrical shapes. For computation of random 

homography transformation Hab, 8 points are selected (4 points from each of the two images). 

At the end we will add scaling and noise to the deformed image i.e image (b), in order to produce 

the final image.The flow of the proposed system is illustrated in fig 2. The proposed image 

matching CAPTCHA “Completely Automated Public Turing Test to tell Computers and Humans 

Apart” is performed by displaying initial image to the user, i.e. image (a) with four corners 

highlighted and the deformed image, i.e. image (b). Figs 3(a) and 3(b) demonstrates the original 

image and the deformed image respectively. User are asked to match the highlighted corner (call 

it p) from image (a) with its corresponding corner (call it  'p  ). The two points are 

corresponding if they satisfy following equation: 

'p =Habp 

      Where, “p” is the one of the highlighted corners, “ 'p ”is the corresponding corner 

selected by user and Hab is the transformation matrix. If this equation is satisfied, then user is a 

human otherwise a software robot or program. “p” and “ 'p ” are the points from image (a) and 

image (b) respectively. Both are related through transformation matrix. So, using that 

information, we can conclude, whether the corner selected by user is a match with its 

corresponding highlighted corner. 

 

 
Fig. 2 (a) Original Image [i.e. image (a)]                       Fig.2 (b) Deformed Image [i.e. image (a)]  

 

3.1 Singular Value Decomposition 

      In our proposed system, we are going to use a transformation matrix, which will be 

based on Singular Value Decomposition algorithm.In linear algebra, the singular value 

decomposition (SVD) is a factorization of a real or complex matrix, with many useful 

applications in signal processing and statistics.Formally, the singular value decomposition of an 

m×n real or complex matrix M is a factorization of the form 

                                                                       M=U Σ V*             (1) 

Where, U is an m×m real or complex unitary matrix, Σ is an m×n rectangular diagonal 

matrix with non-negative real Numbers on the diagonal, and V*(the conjugate transpose of V, or 

simply the transpose of V if V is real) is an n×n real or complex unitary matrix. The diagonal 
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Entries Σ i, i of   Σ   are Known as   the singular values of M. The m columns of U and the n 

columns   of V are called the left-singular vectors and right-singular vectors of M, respectively 

[5]. The singular value decomposition and the Eigen decomposition are closely related. Namely: 

- The left-singular vectors of M are eigenvectors of MM*.  

- The right-singular vectors of M are eigenvectors of M*M.  

- The non-zero singular values of M (found on the diagonal entries of Σ) are the                                                                                     

square roots of the non-zero Eigen values of both M*M and MM*.  

 Shi-Tomasi Corner Detection Algorithm  

      Shi-Tomasi  and Stephens  improved upon Moravec's corner detector by considering the 

differential of the corner score with respect to direction directly, instead of using shifted patches. 

(This corner score is often referred to as autocorrelation, since the term is used in the paper in 

which this detector is described. However, the mathematics in the paper clearly indicate that the 

sum of squared differences is used)[6]. Without loss of generality, we will assume a grayscale 2-

dimensional image is used. Let this image be given by I. Consider taking an image patch over the 

area (u, v) and shifting it by (x, y). The weighted sum of squared differences (SSD) between 

these two patches, denoted S, is given by: 

                (2) 

 

 I(u + x, v +y) can be approximated by a Taylor expansion. Let Ix and Iy be the partial 

derivatives of , such that 

             (3) 

This produces the approximation 

           

             (4) 

which can be written in matrix form: 

            (5) 

where A is the structure tensor, 

 

 

            (6) 

 

 

This matrix is a Shi-Tomasi matrix, and angle brackets denote averaging (i.e. summation 

over (u, v)). If a circular window (or circularly weighted window, such as a Gaussian) is used, 

then the response will be isotropic. 
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Fig.3 System Flow Chart 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                     

 Fig3: System Flow Chart 

 

GENERATE A RANDAOM IMAGE,  
IMAGE „A‟ AND IT‟S COPY IMAGE „B‟. 

SELECT 8 POINTS (4 FROM EACH) FROM 

BOTH IMAGES 

CREATE TRANSFORMATION MATRIX 

FROM THOSE POINTS USING SVD ALGO, 

AS „Hab‟ 

ADD NOISE ADD SCALING TO IMAGE „B‟ 

DISPLAY IMAGE „A‟ WITH SOME 

HIGHLIGTED CORNERS &DEFORMED „B‟ 

TO THE USER  

ASK USER TO SELECT A CORNER PONT 

(CALL IT „P‟) FROM IMAGE „A‟ 

THEN ASK USER TO MATCH A PONT „P‟ 

WITH IT‟S CORRESPONDING PONTS 

(CALL IT „P‟) FROM IMAGE „B‟ 

Start 

         IF 
P=Hab^-1 p‟ 

SUCCESS 

NO 
Y

E

S 



International Journal of Computer Application                 (Special issue- Issue 5, Volume 2 (January 2015)                   

Available online on http://www.rspublication.com/ijca/ijca_index.htm                             ISSN: 2250-1797 

CONFERENCE PAPER 

 

National level conference on 

 "Advances in Networking, Embedded System and Telecommunication 2015(ANEC-2015)" 

On 6-8 Jan 2015 organized by 

                   " G.H.Raisoni College of Engg. &   Management, Wagholi, Pune, Maharashtra, India."  
Page 263 

 

CONCLUSION & FUTURE DIRECTIONS 

      Diverse CAPTCHA techniques are evolving continuously, and this race will continue as 

more bots will evolve as time passes. The concept to tell human and machine apart is still worth 

to be discovered for several reasons. CAPTCHA‟s are using AI- hard problems to ensure the 

security of web applications. The advantage of our technique is the approach we are using is 

based on images. We have made use of OPENCV to generate random images. Predominantly 

under additive noise it is complex for computer software to match two points of the images of 

same scene in nature whereas it is very much intuitive for humans. The technique reduces 

weaknesses of previous CAPTCHA techniques. We are using algorithms like SVD algorithm 

and Corner Detection algorithm. Implementation of OPENCV is essential as our proposed 

technique lies under Image Processing domain. 
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