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Abstract—SMS messages are one of the popular ways of communication. Sending of any 

message is very easy. When user sends any confidential data through message it is very difficult 

to protect it from SMS security threats like man-in-middle attack or DOS attack. The project 

report describes solution to how it supports secure sending any kind of data through internet 

messaging. This application will provide an ultra-encryption technique to secure the data. The 

proposed techniques encrypt the SMS in AES (Advanced encryption technique).The proposed 

application will not have any limitation on the size of sending data. The application will ensure 

encryption at both client side as well as server side.  

  

 

 
INTRODUCTION 

 
SMS is a text messaging component of a phone, web or mobile communication systems. SMS 

allow the short text messages between fixed line or mobile phone devices.Users can use SMS to 

send or receive from a single person, or several persons, personal messages, email notification, 

information services, job dispatches, and also stock alerts.SMS is now more and more common 

among mobile phone users. The security protection of SMS messages is not yet that 

sophisticated and difficult to implement in practice. Our work the rapid development in mobile 

communication has transformed SMS as widespread tool for business and social messaging. 

SMS services are growing day by day. With SMS, people can easily share personal and official 

messages in a cost effective manner. SMS enables the transmission of up to 1120 bits 

alphanumeric messages between mobile phones and external systems. It uses SMS center (SMS-

C) for its routing operation in a network and can be transmitted into another network through the 

SMS gateway. SMS usage is threatened with security concerns, such as eavesdropping, 

interception and represents the description of design and implementation of the application for 

mobile phones, which encrypts and signs SMS using RSA(server encryption) and AES(client 

encryption) algorithm. 
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OUR CONTRIBUTIONS 
In the current messaging system , the basic problem is that it can be hacked, broken down or 

cracked easily by a third party or an unwanted intruder. In this paper, we study how to make 

encryption at the client side as well as server side and provide decryption key. Specifically, our 

problem statement is –  

• ―Ensure secure data transmission by protecting information and information systems 

from unauthorized access‖. 

User ‗A‘ wants to send data to User ‗B‘ in encrypted format . The client-side mechanism 

encrypts the file using AES algorithm and  password. 

1. This encrypted file is sent to the server for storage. 

2. Server maintains the sharing database table where it has 

 

3. When the user ‗B‘ login into his account, he 

finds his own files. 

4. Along with this, the sharing database table on 

server is also updates, this facilitates the server 

to visible the shared files of user ‗A‘ to user 

‗B‘. 

5. Now user ‗A‘ sends private key to user ‗B‘ using secured email, sms, etc. 

6. As user ‗B‘ gets notify by user A‘s shared files, user ‗B‘ clicks on it and enter the private 

key and decrypt the files on client side and download the file. 

 

Server side Responsibility: 
1. Authentication 

2. Secure encryption 

3. Data storage service 

4. Ultra secure encryption 

Client side Responsibility (sender): 
1. Sign up 

2. Sign in 

3. Search user 

4. Write message 

5. Encryption 

6. Transmission 

Client side Responsibility (receiver): 
1. Sign up 

2. Sign in 

3. View inbox 

4. Download message 

5. Decryption 

USER SEND 

TO 

FILE 

INDEX 

A B 1,2,3 
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6. View message 

 

KEY GENERATION 

RSA is a asymmetric algorithm that includes private key and a public key. The public key is 

known to everyone and is used for encrypting master key. Master key is encrypted with the 

public key and it can only be decrypted with the use of private key. The algorithm for generating 

shared key is as follow: 

1. Randomly select any two distinct prime number p and q and must be of similar bit-length. 

2. Calculate n=pq where n is used as the modulus for both the public and private keys. Its 

length, usually expressed in bits, is the key length. 

3. Compute φ(n) = φ(p)φ(q) = (p − 1)(q − 1) = n - (p + q -1), where φ is Euler‘ totient 

function. 

4.  Choose an integer e such that 1 <e<φ(n) and gcd(e, φ(n)) = 1; i.e., e and φ(n) are co-

prime.  

o e is released as the public key exponent. 

o e having a short bit-length and small Hamming weight that leads to  more 

efficient encryption – most commonly 2
16

 + 1 = 65,537. However, much smaller 

values of e (such as 3) have been shown to be less secure in some settings. 

5. Determine d as d ≡ e
−1

 (mod φ(n)); i.e., d is the multiplicative inverse of e (modulo φ(n)). 

 This is more clearly stated as: solve for given d⋅e ≡ 1 (mod φ(n)) 

 This is often computed using the extended Euclidean algorithm. Using the 

pseudocode in the Modular integers section, inputs a and n correspond to e and 

φ(n), respectively. 

 d is kept as the private key exponent. 

A. Encryption through AES (Advanced Encryption Standard) 

AES is based on a design principle known as a substitution-permutation network, and is fast in 

both software and hardware. Unlike its predecessor DES, AES does not use a Feistel network. 

AES is a variant of Rijndael which has a fixed block size of 128 bits, and a key size of 128, 192, 

or 256 bits. By contrast, the Rijndael specification per se is specified with block and key sizes 

that may be any multiple of 32 bits, both with a minimum of 128 and a maximum of 256 bits. 

AES operates on a 4×4 column-major order matrix of bytes, termed the state, although some 

versions of Rijndael have a larger block size and have additional columns in the state. Most AES 

calculations are done in a special finite field. The key size used for an AES cipher specifies the 

number of repetitions of transformation rounds that convert the input, called the plaintext, into 

the final output, called the ciphertext. The number of cycles of repetition are as follows: 

• 10 cycles of repetition for 128 bit keys. 

• 12 cycles of repetition for 192 bit keys. 

• 14 cycles of repetition for 256 bit keys. 
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Each round consists of several processing steps, including one that depends on the encryption 

key itself. A set of reverse rounds are applied to transform cipher text back into the original 

plaintext using the same encryption key. 

There are four steps in AES algorithm: 

1 Sub bytes step 

2 Shift rows 

3Mix columns 

4 Add round keys 

B. Decryption 

A can recover m from c by using her private key exponent d via computing. Given m, B can 

recover the original message M by reversing the padding scheme. (In practice, there are more 

efficient methods of calculating c
d
 using the pre-computed values below.) 

m Ξ C^d (mod n) 

RELATED WORK : 

The field of cryptography can be divided into several techniques of study. There are two types of 

techniques in cryptography which are asymmetric key algorithm and symmetric key algorithm. 

Asymmetric key algorithm or sometimes called public key algorithm is usually based on 

complex mathematical problems. Symmetric key algorithm can be broadly grouped into block 

ciphers and stream ciphers, Other symmetric key algorithms are cryptographic hash functions 

and Message 

 
             Author             Algorithm 

Lisonek&Drahansky 

 

RSA 

Toolani&Shirazi DES, 3DES, AES and 

RSA 

Toolani&Shirazi ECDLP 

Authentication Codes (MACs). 

 

In the literature as shown in Tab. 1, many authors have used different cryptography algorithms in 

the SMS encryption application to provide confidentiality in sending and receiving messages. 

Even though there are several authors (2 out of 8) used DES, 3DES and AES block cipher 

algorithms in their works but most of these works are asymmetric key encryption techniques. 

Therefore it is advisable that can develop SMS Encryption using symmetric key encyption. 

 
Table 1. Review on 

SMS EncryptionZhao 

et al 

identity-based 

Harb et al 3DES 

Sonam elliptic curve 

Hosain et al A5 
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Owning from suggestion of Garza-Saldana & Diaz-Perez that symmetric encryption could 

provide confidentiality to SMS, this paper perform an evaluation of three block cipher symmetric 

encryption techniques. This is done in order to find the most suitable block cipher symmetric 

encryption technique for securing SMS transmitted messages. 

 

 

V. Advantages 
 Enhances the security of data on cloud 

 Reliable 

 Secured transaction 

 Efficient memory management 

 Good performance  

 Web-based product 

 Double security 
 

 

CONCLUSION 
The application we are building will meet the requirements for speed and compactness . It can be 

installed into a mobile phone working on Android platform. We will make sure that the user 

interface simple and straight forward to use. In applications, where access control is vital, our 

application can be used to authenticate the sender of a message. The messages containing 

delicate information are stored securely and remain undisclosed even when the device is 

accessed by an adversary 

 

. 
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