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ABSTRACT  

 

 Data sharing is an important functionality in cloud storage. In this paper, we are going to 

describe, how efficiently, and flexibly we can share data in cloud storage. We are generating a 

master key for this purpose. The relief is that one does not need to remember all the keys as they 

are common for a single user. This is the actual key in which we are interested, and the other 

encrypted files outside the set remain secure. The master key is converted into shared key using 

RSA algorithm that makes it even more secure. This consolidated key can be handily sent to the 

other party through any secure medium. We provide formal security analysis of our schemes in 

the standard model. 

Keywords: - Cloud storage, data sharing, Cryptography  

 

 

 

INTRODUCTION  

Cloud storage is gaining popularity recently. In enterprise has been an abrupt rise in 

demand for data outsourcing, which serves in the strategic management of corporate data. All 

free accounts for email, photo album are based on cloud system providing workspace size more 

than 25GB. With the wireless technology, one can access with an ease all their files and emails 

through any network based devices whether it is mobile or computer. In a shared-tenancy cloud 
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computing environment, things become even worse. Data reside on a single physical machine. 

Data in a target VM and could be stolen by instantiating another VM co-resident with the target 

one. Due to this, cloud users may not hold a good trust that there data on the cloud server is 

secure from interloper. Here users are allowed to encrypt their data on the client side with their 

own keys before uploading them to the cloud. Data sharing is an important functionality in cloud 

storage. For example, one can upload his/her data and let their friends view the shared files can 

be their private documents etc. Organization may grant her employees to have an access over the 

shared sensitive data. The main concern is how to share those encrypted data. One can download 

the shared encrypted data from the server and can decrypt them, and can forward them to others 

for sharing, but it puts load into the cloud server. So, an effective and secure way need to be find 

that may give a secure way to share partial data in cloud storage is not trivial. 

 

RELATED WORK  

Cloud systems can be used to enable data sharing capabilities and this can provide an 

abundant of benefits to the user. There is currently a need for IT organizations to increase their 

data sharing efforts. According to a survey by Information Week, nearly all organizations shared 

their data somehow with 74 % sharing their data with customers and 64 % sharing with 

suppliers. A fourth of the surveyed organizations consider data sharing a top priority. The 

benefits organizations can gain from data sharing are higher productivity and flexibility. 

 Advance cryptography algorithm for improving data security- Information security is the 

process of protecting information. It protects its availability, privacy and integrity. Access to 

stored information on computer databases has increased greatly. More companies store business 

and individual information on computers than ever before. Much of the information stored is 

highly confidential and not for public viewing. In this paper we have developed a new 

cryptography algorithm which is based on block cipher concept. In this algorithm we have used 

logical operation like XOR and shifting operation. Experimental results have shown that the 

proposed algorithm is very efficient and secured. 

 Design and Mathematical Model of Hybrid Cryptographic Algorithm- A3D Algorithm, 

with the advent of network technology, internet attacks are also versatile and skilled. So, the 

traditional encryption algorithms (single data encryption) may not suffice in securing the 

information over network. The alternative is to design an algorithm that addresses the urgent 

need of security with less computational effort. This paper presents complete mathematical 

model required for designing a cryptographic algorithm that integrates point curve in Jacobian 

symbol. The encryption process is based on a secured multilevel pseudo random number 

generator that helps in obscuring key generation process. 

 Key-Aggregate Cryptosystem for Scalable Data Sharing in Cloud Storage- Data sharing 

is an important functionality in cloud storage. In this article, we see how to securely, flexibly, 

and efficiently share data with others in cloud storage. We describe a new public-key 

cryptosystems which produce constant-size cipher texts such that efficient delegation of 

decryption rights for any set of cipher texts are possible. The novelty is that one can aggregate 

any set of secret keys and make them as compact as a single key, but encompassing the power of 
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all the keys being aggregated. In other words, the secret key holder can release a constant-size 

aggregate key for adaptable choices of cipher text set in cloud storage, but the other encrypted 

files outside the set remains confidential or hidden. 

 Secure Authentication Technique for Data Aggregation- in Wireless Sensor Networks 

(WSN), serious security threat is caused by node capture attacks where an adversary gains full 

control over a sensor node through direct physical access. This creates a high risk to data 

confidentiality. The aggregator aggregates and encrypts the data with the shared secret key of the 

sink and forwards it to the sink. In the second round of aggregation, the set of nodes is reselected 

with new set of authentication keys. By simulation results, we show that the proposed approach 

rectifies the security threat of node capture attacks. 

   

 

EXISTING SYSTEM 

 

1. Cryptographic Keys for a Predefined Hierarchy 

Utilizing a tree structure, a key for a given branch can be used to derive the keys of its 

subset nodes. Just granting the parent key implicitly grants all the keys of its descendant 

nodes. The concept can be generalized from a tree to a graph. Most of these schemes 

produce keys for symmetric-key cryptosystems, even though the key derivations may 

require modular arithmetic assumed in public-key cryptosystems, which are generally more 

expensive than symmetric-key operations” such as pseudorandom function. 

 

 

2. Compact Key in Symmetric-Key Encryption 

Motivated by the same problem of supporting flexible hierarchy in decryption power 

delegation (but in symmetric-key setting), presented an encryption scheme which is 

originally proposed for concisely transmitting large number of keys in broadcast scenario. 

The construction is simple and we briefly review its key derivation process here for a 

concrete description of what are the desirable properties we want to achieve. The derivation 

of the key for a set of class .This approach achieves similar properties and performances as 

our schemes. However, it is designed for the symmetric-key setting instead. The encryptor 

needs to get the corresponding secret keys to encrypt data, which is not suitable for many 

applications. Since their method is used to generate a secret value rather than a pair of 

public/secret keys, it is unclear how to apply this idea for public-key encryption scheme. 

Finally, we note that there are schemes which try to reduce the key size for achieving 

authentication in symmetric-key encryption. 

 

3. Compact Key in Identity-Based Encryption 

Identity-based encryption (IBE) is a type of public-key encryption in which the public-key 

of a user can be set as an identity-string of the user (e.g., an email address). There is a 

trusted party called private key generator (PKG) in IBE which holds a master-secret key and 
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issues a secret key to each user with respect to the user identity. The encryptor can take the 

public parameter and a user identity to encrypt a message. The recipient can decrypt this 

cipher text by his secret key. 

 

4. Attribute-based encryption 

Attribute-based encryption (ABE) allows each cipher text to be associated with an attribute, 

and the master-secret key holder can extract a secret key for a policy of these attributes so 

that a cipher text can be decrypted by this key if its associated attribute conforms to the 

policy. For example, with the secret key for the policy, one can decrypt cipher text tagged 

with class. However, the major concern in ABE is collusion-resistance but not the 

compactness of secret keys. Indeed, the size of the key often increases linearly with the 

number of attributes it encompasses, or the cipher text -size is not constant. Using PRE just 

moves the secure key storage requirement from the delegate to the proxy. It is thus 

undesirable to let the proxy reside in the storage server. That will also be inconvenient since 

every decryption requires separate interaction with the proxy. 
 

PROPOSED SYSTEM 
In currently running cryptographic systems, a basic problem is that they can be broken down or 

cracked easily. In this paper, we study how to make encryption and decryption key more 

powerful without increasing its size. Specifically, our problem statement is – 

“To design an efficient and secured cloud storage by implementing Symmetric and 

Asymmetric Approach”. 

 User „A‟ wants to store data on cloud, so he uploads the file using browser. The client-side 

mechanism encrypts the file using symmetric algorithm and master password. 

1. This encrypted file is sent to the server for storage. 

2. Server maintains the sharing database table shown in fig.1 where it has- 

 

 

 

 

 

 

                                                                       Fig.1. Sharing Table 

3. When the user „B‟ login into his account, he finds his own files as well as shared files. 

4. User „A‟ shares some files with user „B‟, now, it generates a new share using B‟s public 

RSA-4096 key and user A‟s maser key. And key is generated called shared key. 

5. Along with this, the sharing database table on server is also updates, this facilities the 

server to visible the shared files of user „A‟ to user „B‟. 

6. Now user „A‟ sends shared key to user „B‟ using secured email, sms, etc. 

7. As user „B‟ gets notify by user A‟s shared files, user „B‟ clicks on it and enter the shared 

key and decrypt the files on client side and download the file as this decrypt can be done 

in two steps: 

USER SHARED 

WITH 

FILE INDEX 

A B 1,2,3 
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Step 1: Shared key is decrypt with the private of user „B‟ and the master key of user „A‟ 

is retrieved. 

Step 2: This master key is used decrypt the content of file. 

 
Fig.2 System Architecture 

 

CONCLUSION AND FUTURE WORK 

 

This system is to be implemented by considering file security and key security of utmost 

importance. Our system will provides far better security on Cloud that enhances a bond or a 

trust on which a user can rely. In this system, one does not need to worry about his /her 

confidential data because every file that exists on the cloud is in encrypted format. Gone are 

those days when user has to remember each and every key for various distinct files. So, this 

obsolete concept is eliminated from the picture now user has to deal all his files with a single 

master key which makes this proposed system more simple and reliable, as the master key is 

converted into shared key using RSA algorithm that makes it more secure. In order to access 

the original file, one has to decrypt the shared key that makes it complex process for any 

interloper. It solves the problem of data redundancy that provides an efficient way of memory 

management and retrieval of data. 
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