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ABSTRACT  

In the 21
st
 century, today‟s smart environment needs secure information i.e. packet 

transferred from source to destination node in distributed wireless sensor networks. As 

compared to wire networks distributed wireless sensor network are more susceptible to 

security attacks due to the shortage of a (1) limited battery lifetime (2) trusted centralized 

authority (3) processing capability (4) memory and bandwidth etc. In this paper, we 

present a proposed idea for a secure packet delivery with help of cryptographic technique 

in wireless sensor networks.In this paper we present the challenges and have proposed an 

integrated comprehensive security that will provide security services for all services of 

distributed sensor network. The sensing technology united with dispensation power and 

wireless transmission makes it cost-effective for being utilized in more quantity in future.  
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INTRODUCTION 

In the 21century a Wireless sensor network is new technology used in computer 

science field. A wireless sensor network consists of some autonomous sensor used to monitor 

various physical or environmental activities like temperature, sound vibration, pressure etc. 

Sensor nodes gather data from natural activities and send it to central processing location or 

gateway called sink [4, 5].Now a day‟s wireless sensor networks are increasingly being used 

to improve industrial business processes model, web services application, defense sector. 

From a wireless communication networking point of view, the most basic problem of 

wireless sensor networks is more vulnerable to a variety of security attacks. Most of the 

research work considered to improve security mechanism in WSN‟s for packet delivery. But 

WSN‟s there is common problem occurred like when sensed information transferred from 

multiple source to multiple sink the attacker try to injecting fake routing control packets into 

network to get the packet for their goal. 
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In this paper, my aim to deign model for WSN‟s is to transmit data packet secure 

manner with help of cryptography technique. The deployment of this model is based on RSA 

encryption or decryption technique in order to make secure data packet transmission while 

dealing with communication between source nodes to sink node to enhance the overall 

security of WSN‟s.The rest of the paper is ordered as follows: A survey of different technique 

to packet delivery in wireless sensor network is present in related work and different attacks 

in wireless sensor network are explained in security attacks. The details digital encryption 

and Security based on asymmetric cryptographic algorithm are describedand finally 

conclusion and future work isconcluded. 

 

RELATED WORK  

There is high demand of data security in terms of commercial or military applications. 

Network coding technique is used to improve wireless sensor network throughput. XOR 

technique is used to improve the performance of wireless sensor network [8, 10]. Network 

coding achieves the network better bandwidth utilizations communications of channels while 

transmitting multiple data packet to a single sink node and multiple sink nodes [11, 12]. As 

sensor node broadcasting his sense data packet in network, network traffic increases which 

causes congestion to the network or central processing stations like sink node.  

In [9] the author of R.R Rout addresses the above problems by using of network 

coding to optimize data aggregation and decrease the number of transmitted messages in 

wireless sensor network. 

Arun Kumar Dubey and Jain, Rahman gain a superior dynamic source routing 

method using network coding to reduce the total number of transmitted of messages in 

sensornetwork[4]. They defined f binomial function at aggregate node to apply network 

coding or not which computes the significant difference between two data values. The 

author argues that better bandwidth utilization and also provides significant energy saving at 

sensor node. 

SECURITY ATTACKS 

A sensor network can be measured as a highly scattered Surface and the deployment 

area. Sensor network offer unique chances of communication between computer systems and 

their wireless surroundings. 

Wireless sensor network is a very interesting target because it offers a 

bulkyoutsidedeployment of nodes and an interesting playground for creative attacks ideas. 

Many sensor networks routing protocols are simple and easy to understand. Due to this 

reason attacks on routing in wireless sensor network are occurred. From wireless 

communication networking point of view, the most important factor is routing performance is 

significant factor. The wireless sensor network most of the time network layer 

attackscategories as follows 

1. Spoofed, replayed routing Information 

The most direct attack in opposition to a routing protocol is to intention the routing 

messages exchanged between nodes. By modified messages routing information, adversaries 

might be capable to create routing loops,increases network traffic, extend or near path  routes, 

produce false error messages, partition the network, raise end-to-end latency etc. 
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2. Selective forwarding 

 In a selective forwarding attack, malicious nodes may reject to pass certain messages and 

simply crash them, ensuring that they are not transmitted any further.  

 Multi hop model is widespread in WSN.  

 It is considered that nodes authentically forward received messages.  

 Compromised node might reject to onward packets, however neighbors might start 

using an additional path. 

 More risky: compromised node forwards chosen packets. 

 

3. Sinkhole attacks 

The attacker creates metaphorical sinkhole by advertising for examples high quality 

route to base station. Laptop class attacker can actually offer this kind of route linking all 

nodes to real sink and then selectively crash packets. Approximately all traffic is going to the 

false sinkhole. Wireless sensor network are highly susceptible to type of attack because of 

thetransmission pattern. The majority of the traffic is send toward sink-single point of failure. 

 

4. Sybil attacks 

A single node pretends to be present in unlike parts of the network. Mostly affects 

geographical routing protocols. A single node represents multiple copies to other nodes in the 

networks. The Sybil attack can considerably reduce the usefulness of fault-tolerant schemes 

such as scattered storage, disparity and multipath routing, and topology security. Replicas, 

storage partitions, or routes assumed to be using disjoint nodes could in reality be using a 

single oppositionto presenting multiple identities. 

Sybil attacks also create animportant threat to earthly routing protocols. Location 

aware routing frequently requires nodes to replacematch up information with their neighbors 

to professionally route geographically addressed packets. It is only practically to expect a 

node to recognize but a single set of coordinates from each of its neighbors, anenemy can be 

attack more than one places at once with help of Sybil attack. 

 

5. Wormhole attacks 

 A wormhole attack: where an attacker collects packets at one place in the network, 

tunnels and then replays them at another remote location in the network. The route request 

can be tunneled to the target area by the attacker through wormholes. Thus, the sensor nodes 

in the target area build the route through the attacker. Later, the attacker can tamper the data, 

messages, or selectively forward data messages to disrupt the functions of the network. 

6. HELLO Flood attacks 

HELLO messages are used in number of routing protocols by nodes that wish for to 

broadcast their presence and nearness to their places. Almost all of these protocols rely on the 

hypothesis that a node A is within the radio transmission range of another node B if A is able 

to accept messages from B. In a HELLO flood attack, a spiteful node may attempt to put out 

a message with an unusually high power so as to make all nodes judge that it is their 

neighbor. 
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DIGITAL ENCRYPTION 

RSA is an algorithm for asymmetric cryptography that is based on the 

acknowledgedtrouble of factoring great integers, the factoring crisis. RSA stands for Ron 

Rivest, Adi Shamir and Leonard Adleman, who first publicly described it in 1978[1].  

In RSA technique user can selects and make theirmultiplication of two large prime 

numbers, along with asupplementary value, while their public key. The prime factors must be 

kept top secret. Any person can apply the public key to encrypt a message, but with at 

presentavailable methods, if the public key is a sufficient amount, only someone with 

awareness of the prime factors can crediblydecipher the message. Whether breaking RSA 

encryption is as tough as factoring is an open problem known as the RSA problem [2]. 

 

 
 

Fig 1: Plain text to cipher text conversion 

 

RSA OPERATION 

 The RSA algorithm contains three steps: key generation, encryption and decryption. 

A. Key generation 

 RSA working is depending upon thepublic keyand private key.  The public key can be 

well-known to everyonefor encrypting plaintext.The result of encryption performed 

on plaintext using an algorithm, called a cipher.The cipherwith the public key can only be 

decrypted using the private key. The keys for the RSA algorithm are created the following 

manner. 

1)  Select two different prime numbers p and q. 

 For safety purposes, the integer‟s p and q should be preferred at random, and should 

be of comparable bit-length.  

 

2)  Calculate n = p*q. 

 nis used as the modulus for in cooperation the public and private keys 

3) Calculateφ (n) = (p – 1) (q – 1). 

 Where φ is Euler's totient function. 

 

4) Select an digit e such that 1 < e <φ (n) and most common divisor of (e, φ (n)) = 1;  

 eis deliver as the public key exponent. 

5)  Decide d as:d =e
-1

(mod φ (n)) i.e. d is the multiplicative opposite of e mod φ (n). 

http://en.wikipedia.org/wiki/Plaintext
http://en.wikipedia.org/wiki/Encryption
http://en.wikipedia.org/wiki/Plaintext
http://en.wikipedia.org/wiki/Cipher
http://en.wikipedia.org/wiki/Cipher
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B. Encryption 

Sensor node transmits his public key (n, e) to sink node and keeps the private key 

secret. Sink node then wishes to send message M to sensor node. He primary turns M into an 

integer m, such that 0<m<n by using an agreed-upon reversible protocol known as a padding 

scheme. He then manipulate the cipher text corresponding to i.e. C = m
e 
(mod n). 

 This can be done rapidly using the technique of exponentiation by squaring. Sensor 

node then passes C to sink node. Note that at the minimumnine values of m could give up a 

cipher text c identical to m but this is very doubtful to occur in practice. 

C. Decryption 

 Sink node can pick up message m from ciphermake use of her private key exponent d 

via calculatingi.e. M = c
d 

(mod n). 

PROPOSED SCHEME 

 In this section we will talk about system model, planned algorithm for proposed 

scheme. 

 

1. System Model 

 In this work we have consider sensor nodes are deployed in systematic manner to 

achieve efficient packet delivery. These node senses data from the surroundingsand passes to 

sink node. The proposed model these nodes are categorizedinto three parts. A sensor node, 

who senses data and broadcast, some relay nodes who simply promote the data packet to sink 

node in wireless dynamic source routing. It also provides security from link breakdown to 

many-to-many network flows from various sensor nodes to sink nodes.  

 To get better performance we have considered sensor nodes are deploy in a systematic 

manner in Fig 2. We have to made sum assumptions as follows.    

 

 First steps nodes are only a sink and relay nodes and we can say first level L0. 

 First steps L1 consists of (r +q) nodes where r is number of sensor nodes q is relay 

nodes.  

 Now step L2 can be acquired by 2 (r+q) nodes. 

 This recursive scheme continues to acquire a large sensor networks and makes 

network structure scalable. 

 
 

Fig 2: Wireless sensor network topology 
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2. Security based on asymmetric cryptographic algorithm. 

 In asymmetric key cryptography, both sender (sensor node) and receiver (sink node) 

of the information must have a key. In practice, one key is called the private key and the other 

is called the public key. The sensor node uses the public key to encrypt the packet and sends 

the Encrypted packet to the sink node [3]. The sink node applies the private key to decrypt 

the message and recover the packet. With this form of cryptography, the key must be well-

known to both the sensor node and the sink node. 

All the motes in the WSN will be embedded with public and private keys 

respectively. The entire sensor nodes encrypt the packet for transmission by using the 

Algorithm 1. It adds route id & signature in the packet header field. Simply relay node 

transmit packet towards sink node. After receiving the packet by a sink node, it will decrypt it 

the Algorithm 3. After decryption, sink node will accept the packet if it is coming from the 

legitimate mote. Otherwise create data acknowledgement send to the source node. The source 

node checks the packet route id & signature if verification successful then accepts it 

otherwise source node will drop the packet. 

 

Table1. Algorithm 

Algorithm 1: for Sensor Node Algorithm 2: for Relay Node 

 

 

Step 1: Send any packet X 

 

Step 2: Change the Header field 

add id into Route column 

add Digital signature into signature column 

 

Step 3: Broadcasts packet X 

 

Step 4: If (received X packet) 

{ 

If (acknowledged packet = = Data_Ack) 

{ 

Check the signature in the header field 

Check the Route in the header field 

If (confirmation successful) 

{ 

Broadcasts packet 

} 

Else 

{ 

Drop the packet 

} 

} 

} 

 

Step 1: If (acknowledged packet X)  

            {   

             Broadcasts packet X to sink node 

            }  

 

Algorithm 3: for Sink Node 

 

Step 1: If (acknowledged packet X)  

             {  

 Check the signature in the header field  

Check the Route in the header field  

   If (confirmation successful)  

{  

acknowledged packet  

 }  

Else  

     {  

Create Data_Ack packet  

add columns Route and _signature in  

Data_Ack 

add id into Route column  

add Digital signature into signature  

column  

           }    } 
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CONCLUSION 

 The deployment of sensor nodes in ascattered environment makes the networks 

susceptible. Wireless sensor networks are progressively more being used in military, 

environmental, health and commercial applications. Sensor networks are intrinsically 

different from conventional wired networks as well as wireless ad-hoc networks. Security is 

asignificantattribute for the deployment of Wireless Sensor Networks.This paper summarizes 

the attacks in wireless sensor network. For secure packet delivery in wireless sensor network 

has become an essential part of research in present circumstances. In the proposed scheme 

there will be no need for specific hardware and for clock synchronization due to use of the 

packet encryption and decryption concepts like digital signature and also helpful for the 

defense against several attacks such as re-send, eavesdropping, tampering, and multiple 

identity attacks etc. 
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