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ABSTRACT  
A cookie is a small piece of data module sent from a website and stored in a user's browser 
while the user is browsing that website. Every time the user loads the website, the browser 
sends the cookie back to the server to notify the website of the user's previous activity. 
Cookies re used for both identification and authentication, hence becoming one of the major 
target for any potential attacker. Cross-site Scripting (also known as XSS) is generally  
believed to be one of the most common application layer hacking techniques, which aims for cookies 

in the browser’s database. In this paper, we introduce a new security technique called “Dynamic 

Cookies Rewriting”, which aims to render the cookies useless for XSS attacks. 
Our technique is implemented in a web proxy where it will automatically rewrite the cookies  
that are exchanged between the users and the web applications. With our technique in place, the 
cookies at the browser’s database now are not valid for the web applications; therefore the 
XSS attack will not be able to access data of the users using stolen cookies. 
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INTRODUCTION 

 
In this area where Internet has captured the world, level of security that this Internet 
provides has not grown as fast as the Internet application. Internet has eased the life of 
human in numerous ways, but the drawbacks like the intrusions that are attached with the 

 
Internet applications sustains the growth of these applications. One such intrusion is the 
SQL Injection attacks (SQLIA). Since SQLIA contributes 25% of the total Internet attacks, 
much research is being carried out in this area. 

 

Now-a-days application-level vulnerabilities have been exploited with serious 
consequences: E-commerce sites are tricked by attackers and they lead into shipping goods 
for no charge, usernames and passwords have been cracked, and confidential and important 
credentials of users have been leaked. SQL Injection attacks and Cross-Site Scripting 
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attacks are the two most common attacks on web application. 

 
Cross-Site  Scripting  also  known  as  XSS  is  another  very  harmful  attack  type  of  code 
injection attack. This flaw occurs mainly due to the lack of input validation and encoding.  
XSS allows attackers to execute script in the victim’s browser, which can hijack user 
 
sessions, deface web sites, change cookies, insert hostile content, and conduct phishing attacks. 
Any scripting language supported by the victim’s browser can also be a potential 
target for this attack. All web application frameworks are vurnerable to XSS. 

 
There is no standardized classification of the XSS attacks, obviously there are two well-
known types of the XSS attacks: Non-persistent, and Persistent. 

 

1) Non-persistent (or reflected) XSS: The non-persistent (or reflected) cross-site scripting 
vulnerability is by far the most common type. These holes show up when the data 
provided by a web client, most commonly in HTTP query parameters or in HTML form 
submissions, is used immediately by server-side scripts to parse and display a page of 
results for and to that user, without properly sanitizing the request. The malicious code 
is not persistently stored in a vulnerable server, but it is immediately echoed by the 
vulnerable server back to a victim.   

2) Persistent (or stored) XSS: The persistent (or stored) XSS vulnerability is a more 
devastating variant of a cross-site scripting flaw: it occurs when the data provided by the 
attacker is saved by the server, and then permanently displayed on "normal" pages   
returned to other users in the course of regular browsing, without proper HTML 
escaping. The malicious code is persistently stored in a server’s storage, and may 
later be embedded in an HTML page sent to the victim.  

 

RELATED WORK 
 
 
It is only possible by disabling cookies. But totally disabling the use of cookies may cause the 
web servers denying to work without the cookies. So instead of disabling the cookies these 
common solutions can be used to protect the cookies from the attacks. 

 
1) IP Mapping: The web server maps IP addresses of the users with the cookies and denies 
any access that comes from invalid IP addresses. This helps to mitigate the problem but it 
does not work where the users access the Internet through the web proxy. 

 
2) HttpOnly Attribute: HttpOnly attribute is a Microsoft extension, it can also be included in 
the cookies before being sent to the browser. With the HttpOnly attribute, the browser will 
deny scripting languages to access those cookies. The HttpOnly attribute is originally not a 
part of the HTTP; the browsers that are not aware of this attribute will ignore it and will 
consequently remain vulnerable.  

 
3) Secure Cookies: Secure cookies mean that the clients and the web servers only send the 
cookies via the SSL connections. When using the SSL, all requests and responses are 
encrypted including the cookies. This can protect the cookies from sniffing whenever they 
are sent across the network; however this cannot protect the cookies on the browser itself.  
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Contextual output encoding/escaping of string input 
 
The primary defense mechanism to stop XSS is contextual output encoding/escaping. There 
are several different escaping schemes that must be used depending on where the untrusted 
string needs to be placed within an HTML document including HTML entity encoding, 
JavaScript escaping, CSS escaping, and  URL encoding. Most web applications that do not 
need to accept rich data can use escaping to largely eliminate the risk of XSS in a fairly 
straightforward manner.  
 

 

Safely validating untrusted HTML input 
 
Many operators of particular web applications (e.g. forums and webmail) wish to allow users 
to utilize some of the features HTML provides, such as a limited subset of HTML markup. 
When accepting HTML input from users (say, <b>very</b> large), output encoding (such as 
&lt;b&gt;very&lt;/b&gt; large) will not suffice since the user input needs to be rendered as 
HTML by the browser (so it shows as "very large", instead of "<b>very</b> large"). 
Stopping XSS when accepting HTML input from users is much more complex in this 
situation. Untrusted HTML input must be run through an HTML policy engine to ensure that 
it does not contain XSS. 
 

 

Disabling scripts 
 
While  Web 2.0 and  Ajax designers favor the use of JavaScript, some web applications are 
written to (sometimes optionally) operate completely without the need for client-side scripts. 
This allows users, if they choose, to disable scripting in their browsers before using the 
application. In this way, even potentially malicious client-side scripts could be inserted 
unescaped on a page, and users would not be susceptible to XSS attacks. 
 
 
 
EXISTING SYSTEM 

 

No such great progress has been made on this topic. Some companies offer a periodic scan 
service, essentially simulating an attack from their server to a client's in order to check if the 
attack is successful. If the attack succeeds, the client receives detailed information on how it 
was performed and thus has a chance to fix the issues before the same attack is attempted by 
someone else. A  trust seal can be displayed on the site that passes a recent scan. The scanner 
may not find all possible vulnerabilities, and therefore sites with trust seals may still be 
vulnerable to new types of attack, but the scan may detect some problems. After the client 
fixes them, the site is more secure than it was before using the service. For sites that require 
complete mitigation of XSS, assessment techniques like manual code review are necessary. 
Additionally, if JavaScript is executing on the page, the seal can be overwritten with a static 
copy of the seal. 

 

PROPOSED SYSTEM 
 
We propose a technique called “Dynamic Cookie Rewriting” which is then implemented as 

a part of our web proxy. With this technique in place, the web proxy will automatically rewrite 

http://en.wikipedia.org/wiki/Percent-encoding
http://en.wikipedia.org/wiki/Web_2.0
http://en.wikipedia.org/wiki/Ajax_(programming)
http://en.wikipedia.org/wiki/Trust_seal
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the value of the name attribute in the cookie with the randomized value before sending the cookie 

to the browser, so the browser will keep the randomized value in its database instead of the 

original value sent by the web server. The returned cookie from the browser will also  
be rewritten back to the original value at the web proxy before being forwarded to the web 

server. As the browser’s database does not store the original values of the cookies, so even 

the XSS attacks can steal the cookies from the browser’s database, the cookies cannot be used 
later to impersonate the users. 

Architecture 
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Scope 

 

Algorithms: 
 

1. Data Cleansing Algorithm  

a. SQL Injection Pattern Detection Algorithm  

b. XSS Detection Algorithm   
2. MD5 algorithm  

 

a. SQL Injection Pattern Detection Algorithm:  
 

The SQL statement is extracted from the HTTP request and the query is tokenized.      
The tokenized query is then compared with the prototype document. A prototype   
document consists of all the SQL queries from the Web application. The query tokens 
are transformed into XML format. The XSL’s pattern matching algorithm is used 
to find the prototype model corresponding to the received Query.  
 

• XSL’s Pattern Matching:The query is first analyzed and tokenized aselements. 

The prototype document contains the query pertained to that particular application. 

 

b. XSS Detection Algorithm: 
 
The XSS statement is extracted from the HTTP request and the statement is tokenized. The 
tokenized statement is then compared with the prototype document. Aprototype document 
consists of all the forbidden tags .The statement tokens are transformed into XML format. The 
XSL’s pattern matching algorithm is used to findthe prototype model corresponding to the 
received statement. 

 

2.  MD5 algorithm: 
 
The MD5 message-digest algorithm is a widely used cryptographic hash function 

producing a 128-bit (16-byte) hash value, typically expressed in text format as a 32 digit 

hexadecimal number. MD5 has been utilized in a wide variety of cryptographic 

applications, and is also commonly used to verify data integrity  

 

CONCLUSION AND FUTURE WORK 

 

In this paper we have presented the Dynamic Rewriting Cookie technique which aims to 
disarm the attackers from impersonating the users. This technique was implemented as a 
part of our web proxy and then was evaluated with three scenarios. The results showed 
that our new technique worked well with both versions 0 and version 1 cookies, and has 
showed no errors with any real world websites. Currently we are doing more researches 
on how to program our web proxy to intercept the HTTPs. Nearly all ecommerce websites 
today send the cookies over the SSL connections. Based on this we will be trying to insert 
Data Analysis inside this project to make it more reliable as the future work. 
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