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ABSTRACT: 

Cloud computing security is the set of control-based technologies and policies designed 

to adhere to regulatory compliance rules and protect information, data applications and 

infrastructure associated with cloud computing use. Because of the cloud's very nature as a 

shared resource, identity management, privacy and access control are of particular concern. With 

more organizations using cloud computing and associated cloud providers for data operations, 

proper security in these and other potentially vulnerable areas have become a priority for 

organizations contracting with a cloud computing provider. Cloud computing has rapidly become 

a widely  adopted paradigm for delivering services over the internet. Therefore cloud service 

provider must provide the trust and security, as there is valuable and sensitive data in large 

amount stored on the clouds.  
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INTRODUCTION: 

Cloud computing technology is a new concept of providing dramatically scalable and 

virtualized resources, bandwidth, software and hardware on demand to consumers. Consumers 

can typically requests cloud services via a web browser or web service. Cloud computing is 

model which uses combine concept of “software-as-a-service” and “utility computing”, provide 

convenient and on-demand services to requested end users. Security in Cloud computing is an 

important and critical aspect, and has numerous issues and problem related to it. Cloud service  

provider and the cloud service consumer should make sure that the cloud is safe enough from all 

the external threats so that the customer does not face any problem such as loss of data or data 

theft. 

SECURITY RISKS ASSOCIATED WITH CLOUD COMPUTING: 

 There are a number of security risks associated with cloud computing that must be 

adequately addressed: 

• Loss of governance. For public cloud deployments, consumers necessarily giveup 
control to the cloud provider over a number of issues that may affect security. At the 
same time, cloud service level agreements (SLA) may not offer a commitment to 
provide such capabilities on the part of the cloud provider, thus leaving gaps in security 
defenses.  

http://searchunifiedcommunications.techtarget.com/definition/identity-management
http://searchdatamanagement.techtarget.com/definition/privacy
http://searchsecurity.techtarget.com/definition/role-based-access-control-RBAC
http://searchcloudcomputing.techtarget.com/definition/cloud-computing
http://searchcloudprovider.techtarget.com/definition/cloud-provider
http://searchsecurity.techtarget.com/definition/security
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• Responsibility ambiguity. Given that use of cloud computing services spans across the 

consumer and the provider organizations, responsibility for aspects of security can be 
spread across both organizations, with the potential for vital parts of the defenses to be 

left unguarded if there is a failure to allocate responsibility clearly. The split of 
responsibilities between consumer and provider organizations is likely to vary depending 

on the model being used for cloud computing (e.g. Iaas versus SaaS).  

• Isolation failure. Multi‐tenancy and shared resources are defining characteristics of 

public cloud computing. This risk category covers the failure of mechanisms separating 
the usage of storage, memory, routing and even reputation between different tenants 

(e.g., so‐called guest‐hopping attacks).  

• Vendor lock‐in. Dependency on proprietary services of a particular cloud provider could 

lead to the consumer being tied to that provider. Services that do not support portability 
of applications and data to other providers increase the risk of data and service 
unavailability.  

• Compliance and legal risks. Investment in achieving certification (e.g., industry 

standard or regulatory requirements) may be put at risk by migration to use cloud 

computing if the cloud provider cannot provide evidence of their own compliance with 

the relevant requirements or if the cloud provider does not permit audit by the cloud 

consumer. It is the responsibility of the cloud consumer to check that the cloud provider 

has appropriate certifications in place, but it is also necessary for the cloud consumer to 

be clear about the division of security responsibilities between the consumer and the 

provider and to ensure that the consumer's responsibilities are handled appropriately 

when using cloud computing services.  
• Handling of security incidents. The detection, reporting and subsequent 

management of security breaches is a concern for consumers, who are relying on 
providers to handle these matters.   

• Management interface vulnerability. Consumer management interfaces of a public 
cloud provider are usually accessible through the Internet and mediate access to 
larger sets of resources than traditional hosting providers and therefore pose an 
increased risk, especially when combined with remote access and web browser 
vulnerabilities.   

• Data protection. Cloud computing poses several data protection risks for cloud 
consumers and providers. The major concerns are exposure or release of sensitive data 

but also include loss or unavailability of data. In some cases, it may be difficult for the 
cloud consumer (in the role of data controller) to effectively check the data handling 

practices of the cloud provider and thus to be sure that the data is handled in a lawful 
way. This problem is exacerbated in cases of multiple transfers of data, e.g., between 

federated cloud services.   
• Malicious behavior of insiders. Damage caused by the malicious actions of insiders 

working within an organization can be substantial, given the access and authorizations 
they may have. This is compounded in the cloud computing environment since such 
activity might occur within either or both the consumer organization and the provider 
organization.   

• Business failure of the provider. Such failures could render data and applications 
essential to the consumer's business unavailable.   

• Service unavailability. This could be caused by a host of factors, from equipment or 
software failures in the provider's data center, through failures of the communications 
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between the consumer systems and the provider services.   
• Insecure or incomplete data deletion. Requests to delete cloud resources, for example, 

when a consumer terminates service with a provider, may not result in true wiping of the 
data. Adequate or timely data deletion may also be impossible (or undesirable from a 

consumer perspective), either because extra copies of data are stored but are not 
available, or because the disk to be deleted also stores data from other clients. In the case 

of multi‐tenancy and the reuse of hardware resources, this represents a higher risk to the 

consumer than is the case with dedicated hardware.  

 

HOW  TO MANAGE THE SECURITY OF  CLOUD ENVIRONMENT: 

This section provides a prescriptive series of steps that should be taken by cloud consumers to 

evaluate and manage the security of their cloud environment with the goal of mitigating risk 

and delivering an appropriate level of support. The following steps are discussed in detail: 
 

1. Ensure effective governance, risk and compliance processes exist  
 

2. Audit operational and business processes  
 

3. Manage people, roles and identities  
 

4. Ensure proper protection of data and information  
 

5. Enforce privacy policies  
 

6. Assess the security provisions for cloud applications  
 

7. Ensure cloud networks and connections are secure  
 

8. Evaluate security controls on physical infrastructure and facilities  
 

9. Manage security terms in the cloud SLA  
 

10. Understand the security requirements of the exit process 

STEP 1: ENSURE EFFECTIVE GOVERNANCE, RISK AND COMPLIANCE      

               PROCESSES EXIST   
Most organizations have established security and compliance policies and procedures 

that are used to protect their intellectual property and corporate assets especially in the IT space. 

These policies and procedures are developed based upon risk analyses to the organization 

considering the impact of having these assets compromised. A framework of controls and further 

procedures are established to mitigate risk and serve as a benchmark for the execution and 

validation of compliance. These principles and policies, the enterprise security plan, and the 

surrounding quality improvement process represent the enterprise security governance, risk 

management, and compliance model. 

 
Security controls in cloud computing are similar to those in traditional IT environments. 

However, because of the cloud service and operational models employed with the implied 
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organizational division of responsibilities and the technologies used to enable cloud services, 

cloud computing may present different risks to an organization than traditional IT solutions. As 

part of the transition to cloud computing, it is critical that consumers understand their level of 

risk tolerance and focus on mitigating the risks that the organization cannot afford to neglect. 
 
The primary means a consumer of cloud service has to ensure their cloud hosted applications 

and data will be secured in accordance with its security and compliance policies is to verify 

that the contract between the consumer and the provider, along with an associated service level 

agreement (SLA), contain all their requirements. It is vital for a consumer to understand all the 

terms related to security and to ensure that those terms meet the needs of the consumer. If a 

suitable contract and SLA is not available, then it is inadvisable for an organization to proceed 

with the use of cloud services. 

 
Often it is not understood that the type of service model being offered by the provider (i.e. IaaS, 

PaaS or SaaS) has significant impact on the assumed "split of responsibilities" between the 

consumer and the provider to manage security and associated risks. For IaaS, the provider is 

supplying (and responsible for securing) basic IT resources such as machines, disks and 

networks. The consumer is responsible for the operating system and the entire software stack 

necessary to run applications, plus the data placed into the cloud computing environment. As a 

result, most of the responsibility for securing the applications themselves and the data they use 

falls onto the consumer. In contrast, for SaaS, the infrastructure, software and data are primarily 

the responsibility of the provider, since the consumer has little control over any of these features 

of the service. These aspects need appropriate handling in the contract and SLA. 

 
From a general governance perspective, cloud providers should notify consumers about the 

occurrence of any breach of their system, regardless of the parties or data directly impacted. The 

provider should include specific pertinent information in the notification, stop the data breach as 

quickly as possible, restore secure access to the service as soon as possible, apply best‐practice 

forensics in investigating the circumstances and causes of the breach, and make long‐term 

infrastructure changes to correct the root causes of the breach to ensure that it does not recur. 

Due to the high financial and reputational costs resulting from a breach, consumers may want the 

provider to indemnify them if the breach was their fault. 

 
A fundamental design premise in cloud computing is that, as a consumer, your data can be 

stored by, processed on and transmitted to any of the servers or devices the cloud service 

provider operates. In some instances, servers hosting consumer data may be located in multiple 

datacenters within different jurisdictions, either because the service provider has 

multi‐jurisdictional operations or has subcontracted services to providers that operate in other 

jurisdictions. This means that it may be difficult at any particular point in time to know where 

your data actually resides, which regulators have jurisdiction and what regulations apply. This 

matters since some regulations restrict the allowable locations for data. 
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The jurisdictional issue directly influences the protection of personally identifiable information 

(PII) and the law enforcement access to this data. 
3
 There is divergence across countries in the 

laws on investigation and enforcement, including access to encrypted data and investigation of 

extraterritorial offences. A court can only hear a matter if it has jurisdiction over the parties and 
the subject matter of the action, while law enforcement agencies can only exercise their powers 

within their authorized jurisdictions. 
 
Before migrating services to a cloud computing environment, it is important to understand 

precisely the specific laws or regulations that apply to the services and what are the relevant 

duties or obligations imposed (e.g. data retention, data protection, interoperability, medical file 

management, disclosure to authorities). This allows consumers to identify the legal issues and 

the related legal risks, and consequently the impact these will have on the services being 

migrated to cloud computing. 

 
One useful approach to the security challenges of cloud computing is for a cloud provider to 

demonstrate that they are compliant with an established set of security controls. Certification of 

the provider gives more confidence in that provider to prospective consumers. There are a 

number of different certifications which can be useful for cloud computing services ‐ which one 

is most appropriate depends to some extent on the cloud service model (IaaS, PaaS, SaaS) and 

also depends on your regional and industry requirements. 

 
The most widely recognized international standard for information security compliance is 

ISO/IEC  which includes national variants and well developed certification regimes. ISO is 

currently developing new standards, ISO/IEC "Security in Cloud Computing" and ISO/IEC  

"Privacy in Cloud Computing", which will specifically address cloud security and privacy 

considerations that build upon ISO/IEC . 

 

Step 2: Audit operational & business processes  
Companies understand the importance of auditing the compliance of IT systems, which 

host their applications and data, to assess effectiveness in enforcing their corporate, 

industry or government requirements and policies. 
 
As a baseline, consumers should expect to see a report of the cloud provider's operations by 

independent auditors. Unfettered access to essential audit information is a key consideration 

of contracts and SLA terms with any cloud provider. As part of any terms, cloud providers 

should offer timely access to and self management of audit event, log and report 

information relevant to a consumer's specific data or applications. 

 
Security compliance tends to be a significant element of any compliance framework. There 

are three significant areas where the consideration of security methods for cloud computing 

are of particular interest to cloud consumers and to auditors: 
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1. Understanding the internal control environment of a cloud provider, including risks, 
controls and other governance issues when that environment touches the provision of 
cloud services.  

 
2. Access to the corporate audit trail, including workflow and authorization, when the 

audit trail spans cloud services.  
 

3. Assurance of the facilities for management and control of cloud services made available 
to cloud consumers by cloud providers and how such facilities are secured.  

 
Key controls that relate to cloud computing services include those which 
 

• Ensure isolation of consumer applications and data in shared, multi‐tenant environments  
 

• Provide protection of consumer assets from unauthorized access by the provider's staff  
 

Auditors may be employed by the consumer or they may be employed by the provider ‐ but the 

key element is that they should be independent. Auditors require access to information about 

the policies and procedures of a cloud provider which relate to security controls. Auditors also 

require access to logs and records which show whether the policies and procedures are being 

followed correctly ‐ and in some cases, the auditors may require specific testing to take place to 

demonstrate compliance with the prescribed policies and procedures. 

 

Step 3: Manage people, roles and identities  
Consumers must ensure that their cloud provider has processes and functionality that governs 

who has access to the consumer's data and applications. This ensures access to their cloud 

environments is controlled and managed. 

Organizations manage dozens to thousands of employees and users who access their cloud 

applications and services, each with varying roles and entitlements. Cloud providers must 

allow the cloud consumer to assign and manage the roles and associated levels of 

authorization for each of their users in accordance with their security policies. These roles and 

authorization rights are applied on a per resource, service or application basis. For example, a 

cloud consumer, in accordance with its security policies, may have an employee whose role 

permits them to generate a purchase request, but a different role and authorization rights is 

granted to another employee responsible for approving the request. 

 
The cloud provider must have a secure system for provisioning and managing unique 

identities for their users and services. This Identity Management functionality must support 

simple resource accesses and robust consumer application and service workflows. A key 

requirement for moving a consumer application to the cloud is assessing the provider's ability 

to allow the consumer to assign their user identities into access groups and roles that reflect 

their operational and business security policies. 
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Any user access or interaction with the provider's management platform, regardless of role 

or entitlement, should be monitored and logged to provide auditing of all access to 

consumer data and applications. 

 

Step 4: Ensure proper protection of data and information  
Data are at the core of IT security concerns for any organization, whatever the form of 

infrastructure that is used. Cloud computing does not change this, but cloud computing does 

bring an added focus because of the distributed nature of the cloud computing infrastructure 

and the shared responsibilities that it involves. Security considerations apply both to data at 

rest (held on some form of storage system) and also to data in motion (being transferred over 

some form of communication link), both of which may need particular consideration when 

using cloud computing services. 

 
Essentially, the questions relating to data for cloud computing are about various forms of risk: 

risk of theft or unauthorized disclosure of data, risk of tampering or unauthorized modification 

of data, risk of loss or of unavailability of data. It is also worth remembering that in the case of 

cloud computing, "data assets" may well include things such as application programs or 

machine images, which can have the same risk considerations as the contents of databases or 

data files. 
 
The general approaches to the security of data are well described in specifications such as the 

ISO 27002 standard ‐ and these control‐oriented approaches apply to the use of cloud computing 

services, with some additional cloud‐specific considerations as described in the ISO 27017 

standard (currently under development). Security controls as described in ISO 27002 highlight 

the general features that need to be addressed, to which specific techniques and technologies can 

then be applied. 

 

Table 1. Controls for securing data in cloud computing 
Controls Description 

Create a data asset catalog •  A key aspect of data security is the creation of a data 

asset catalog,identifying all data assets, classifying 

those data assets in terms of criticality to the business 

(which can involve financial and legal considerations, 

including compliance requirements), specifying 

ownership and responsibility for the data and 

describing the location(s) and acceptable use of the 

assets. 

•  Relationships between data assets also need to be 

cataloged. 

•  An associated aspect is the description of responsible 

parties and roles, which in the case of cloud computing 

must span the cloud service consumer organization and 

the cloud service provider organization. 
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Apply identity and access management  
 

• Identity and access management is a vital aspect of 

securing data (refer to “Step 3: Manage people, 

roles and identities” on page 13) with appropriate 

authorization being required before any user is 

permitted to access sensitive data in any way.  

 

• Related to this is the requirement for logging and 

security event management (e.g. the reporting of 

any security breaches) relating to the activities 

taking place in the cloud service provider 

environment.  

 

• Following from this is the need for a clear set of 

procedures relating to data forensics in the event of 

a security incident. Note that the logs and reporting 

mechanisms are also in need of appropriate security 

treatment, to prevent a wrongdoer from being able 

to cover their tracks.  

 

Most of the security techniques and technologies involved are not new, although cloud 

computing can create new considerations. For example, if encryption is used on some data, how 

are the encryption keys managed and used? In addition, the way in which security is applied will 

most likely depend on the nature of the cloud service being offered. For IaaS, much of the 

security responsibility is likely to lie with the consumer. For SaaS, much more responsibility is 

likely to be placed onto the provider, especially since the data storage facilities may be opaque as 

far as the consumer is concerned. 

 

Step 5: Enforce privacy policies  
Privacy is gaining in importance across the globe, often involving laws and regulations, 

relating to the acquisition, storage and use of personally identifiable information (PII). 

Typically, privacy implies limitations on the use and accessibility of PII, with associated 

requirements to tag the data appropriately, store it securely and to permit access only by 

appropriately authorized users. This requires appropriate controls to be in place, particularly 

when the data is stored within a cloud provider’s infrastructure. The ISO 27018 standard (in 

preparation) addresses the controls required for PII. 

 
When data is transferred to a cloud computing environment, the responsibility for protecting 

and securing the data typically remains with the consumer even if in some circumstances, this 

responsibility may be shared with others. When an organization relies on a third party to host 

or process its data, the data controller remains liable for any loss, damage, or misuse of the 

data. It is prudent, and may be legally required, that the data controller and the cloud provider 

enter into a written (legal) agreement that clearly defines the roles, expectations of the 

parties, and allocates between them the many responsibilities that are attached to the data at 

stake. 
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It is critical that privacy issues are adequately addressed in the cloud contract and service level 

agreement (SLA). If not, the cloud consumer should consider alternate means of achieving 

their goals including seeking a different provider, or not putting sensitive data into the cloud 

computing environment. For example, if the consumer wishes to place HIPAA‐covered 

information into a cloud computing environment, the consumer must find a cloud service 

provider that will sign a HIPAA business associate agreement or else not put that data into the 

cloud computing environment. 

 
Enterprises are responsible for defining policies to address privacy concerns and raise 

awareness of data protection within their organization. They are also responsible for ensuring 

that their cloud providers adhere to the defined privacy policies. Consumers have an ongoing 

obligation to monitor their provider’s compliance with its policies. This includes an audit 

program covering all aspects of the privacy policies including methods of ensuring that 

corrective actions will take place. 

 

Step 6: Assess the security provisions for cloud applications  
Organizations need to proactively protect their business‐critical applications from external 

and internal threats throughout their entire life cycle, from design to implementation to 

production. Clearly defined security policies and processes are critical to ensure the 

application is enabling the business rather than introducing additional risk. 
 
Application security poses specific challenges to the cloud provider and consumer. 

Organizations must apply the same diligence to application security as they do for physical 

and infrastructure security. If an application is compromised, it can present liability and 

perception issues to both the cloud provider and the consumer, especially if the ultimate end 

users of the application are customers of the consumer rather than employees. 

 
In order to protect an application from various types of breaches, it is important to 

understand the application security policy considerations based on the different cloud 

deployment models. Table 3 highlights the impact of cloud deployment on application 

security. All of these considerations are in addition to those outlined in this whitepaper 

(facilities, network, data, etc). 
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Deployment type Application security Policy considerations 

Infrastructure as a service •  A key aspect of data security is the creation of a data 

asset catalog,identifying all data assets, classifying 

those data assets in terms of criticality to the business 

(which can involve financial and legal considerations, 

including compliance requirements), specifying 

ownership and responsibility for the data and 

describing the location(s) and acceptable use of the 

assets. 

•  Relationships between data assets also need to be 

cataloged. 

•  An associated aspect is the description of responsible 

parties and roles, which in the case of cloud computing 

must span the cloud service consumer organization and 

the cloud service provider organization. 

 

Platform as a Service 
•  The consumer has responsibility for application 

deployment and for securing access to the application 

itself. 
•  The provider has responsibility for properly securing 

the infrastructure, operating system and middleware. 
•  The consumer should focus on audit, authorization, 

and authentication considerations as outlined in this 

document. 
•  Appropriate data encryption standards .should be 

applied. 
•  In a PaaS model, the consumer may or may not have 

knowledge of the format and location of their data. It is 

important that they are knowledgeable of how their 

data may be accessed by individuals with 

administrative access. 
Software as a Service 

•  Application tier security policy constraints are mostly 

the responsibility of the provider and are dependent 

upon terms in the contract and SLA. The consumer must 

ensure that these terms meet their confidentiality, 

integrity and availability requirements. 
•  Important to understand provider’s patching 

schedule, controls of malware, and release cycle. 
•  Threshold policies help to identify unexpected spikes 

and reduction of user load on the application. 

Thresholds are based on resources, users and data 

requests. 
•  Typically, the consumer is only able to modify 

parameters of the application that have been exposed 

by the provider. •  The consumer must understand the 

data encryption standards which are applied to data at 

rest and in motion. 
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Step 7: Ensure cloud networks and connections are secure  
A cloud service provider must attempt to allow legitimate network traffic and drop 

malicious network traffic, just as any other Internet‐connected organization does. However, 

unlike many other organizations, a cloud service provider will not necessarily know what 

network traffic its consumers plan to send and receive. Nevertheless, consumers should 

expect certain external network perimeter safety measures from their cloud providers. 

 

To use the analogy of a hotel, we expect the hotel to provide some limited amount of perimeter 

security not allowing anyone into the building without a key card during certain times of night, 

for example, or challenging obviously dangerous persons – even though we should not expect 

the hotel to deny access to every dangerous person. 

 

Cloud computing includes a number of resources that are not shared in a traditional data 

center. One of these resources is the cloud provider's internal network infrastructure, such as 

the access switches and routers used to connect cloud virtual machines to the provider's 

backbone network. 
 
Internal network security differs from external network security in that we postulate that any 

attackers have already made it through the external defenses, either via an attack or, more 

commonly, because the attackers are legitimately authorized for a different part of the 

network. After a user is allowed access to a portion of the cloud service provider's network, 

the provider has a number of additional responsibilities with respect to internal network 

security. 
 
The primary categories of internal network attacks that consumers should be concerned with 

include: 
 
1. Confidentiality breaches (disclosure of confidential data)   
2. Integrity breaches (unauthorized modification of data)  

3. Availability breaches (denial of service, either intentional or unintentional)  

 

Step 8: Evaluate security controls on physical infrastructure and facilities  
An important consideration for security of any IT system concerns the security of physical 

infrastructure and facilities. In the case of cloud computing, these considerations apply, but it 

will often be the case that the infrastructure and facilities will be owned and controlled by the 

cloud service provider and it is the responsibility of the cloud consumer to get assurance from 

the provider that appropriate security controls are in place. 
 
Assurance may be provided by means of audit and assessment reports, demonstrating 

compliance to such security standards as ISO 27002. 

 
A brief description of the security controls that should apply to the physical infrastructure and 

facilities of a cloud provider includes: 
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• Physical Infrastructure and facilities should be held in secure areas. A physical security 

perimeter should be in place to prevent unauthorized access, allied to physical entry 

controls to ensure that only authorized personnel have access to areas containing 

sensitive infrastructure. Appropriate physical security should be in place for all offices, 

rooms and facilities which contain physical infrastructure relevant to the provision of 

cloud services.  

 
• Protection against external and environmental threats. Protection should be provided 

against things like fire, floods, earthquakes, civil unrest or other potential threats 

which could disrupt cloud services.  

 
• Control of personnel working in secure areas. Such controls should be applied to 

prevent malicious actions.  

 
• Equipment security controls. Should be in place to prevent loss, theft, damage or 

compromise of assets.  

 

• Supporting utilities such as electricity supply, gas supply, and water supply should have 

controls in place. Required to prevent disruption either by failure of service or by 

malfunction (e.g. water leakage). This may require multiple routes and multiple utility 

suppliers.  

 
• Control security of cabling. In particular power cabling and telecommunications 

cabling, to prevent accidental or malicious damage.  

 
• Proper equipment maintenance. Should be preformed to ensure that services are not 

disrupted through foreseeable equipment failures.  
 

• Control of removal of assets. Required to avoid theft of valuable and sensitive assets.  

 

• Secure disposal or re‐use of equipment. Particularly any devices which might contain 

data such as storage media.  

 
• Human resources security. Appropriate controls need to be in place for the staff 

working at the facilities of a cloud provider, including any temporary or contract staff.  

 
• Backup, Redundancy and Continuity Plans. The provider should have appropriate 

backup of data, redundancy of equipment and continuity plans for handling equipment 

failure situations.  
 
Effective physical security requires a centralized management system that allows for 

correlation of inputs from various sources, including property, employees, customers, the 

general public, and local and regional weather. 
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Step 9: Manage security terms in the cloud SLA  
Since cloud computing typically involves two organizations ‐ the service consumer and the 

service provider, security responsibilities of each party must be made clear. This is typically 

done by means of a service level agreement (SLA) which applies to the services provided, and 

the terms of the contract between the consumer and the provider. The SLA should specify 

security responsibilities and should include aspects such as the reporting of security breaches. 

SLAs for cloud computing are discussed in more detail in the CSCC document "Practical Guide 

to Cloud Service Level Agreements, Version 1.0". 

 
One feature of an SLA relating to security is that any requirements that are placed on the cloud 

provider by the SLA must also pass on to any peer cloud service providers that the provider may 

use in order to supply any part of their service(s). 
 
It should be explicitly documented in the cloud SLA that providers must notify consumers about 

the occurrence of any breach of their system, regardless of the parties or data directly impacted. 

The provider should include specific pertinent information in the notification, stop the data 

breach as quickly as possible, restore secure access to the service as soon as possible, apply 

best‐practice forensics in investigating the circumstances and causes of the breach, and make 

long‐term infrastructure changes to correct the root causes of the breach to ensure that it does not 

recur. Due to the high financial and 

reputational costs resulting from a breach, consumers may want the provider to indemnify 

them if the breach was their fault. 
 
Metrics and standards for measuring performance and effectiveness of information security 

management should be established prior to subscribing to cloud services and should be 

specified in the cloud SLA. At a minimum, organizations should understand and document 

their current metrics and how they will change when operations make use of cloud computing 

and where a provider may use different (potentially incompatible) metrics. 

 

Step 10: Understand the security requirements of the exit process  
The exit process or termination of the use of a cloud service by a consumer requires careful 

consideration from a security perspective. From a security perspective, it is important that 

once the consumer has completed the termination process, "reversibility" or "the right to be 

forgotten" is achieved ‐ i.e. none of the consumer's data should remain with the provider. The 

provider must ensure that any copies of the data are wiped clean from the provider's 

environment, wherever they may have been stored (i.e. including backup locations as well as 

online data stores). Note that other data held by the provider may need "cleansing" of 

information relating to the consumer (e.g. logs and audit trails), although some jurisdictions 

may require retention of records of this type for specified periods by law. 

Conclusion: This paper provides an actionable, practical road map to managers wanting to 
adopt the cloud paradigm safely and securely. 
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