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Abstract- Dependable and secure computing 

involves the authorization of access to the data in a 

network. It is controlled by the network 

administrators. To protect the information from 

loss and make it to be delivered to its destination 

properly. The Mobile Ad hoc Networks are still 

vulnerable under passive statistical traffic analysis 

attacks. How to discover the communication 

patterns without decrypting the captured packets, 

to present a novel statistical traffic pattern 

discovery system. It can be discovered Hidden 

traffic patterns in good accuracy by  using the 

STARS, even without the number of actual 

sources, and destinations, and end-to-end 

communication relations known to the traffic 

analyzers. The JAMMER is used to Anonymous 

communication technique, using false  

data(dummies) mixed with the true data. The 

probability of each node to be a message source or 

destination, and the end-to-end link probability 

distribution,. The each pair of nodes to be an end-

to-end communication pair.To Construct a point-

to-point traffic matrices we using the time-slicing 

techniques, and then we  derive the end-to-end 

traffic matrix with a set of traffic filtering rules. To 

Apply a heuristic approach We can identify the 

actual source nodes and destination nodes, and 

then Match the source nodes with their 

corresponding destinations nodes 

Key  terms:-MANETs,Statistical Pattern 

Analysis,JAMMER, Anonymous Comunication 

I INTRODUCTION 

A Mobile ad hoc network (MANET) is 

generally defined as a networks that has many free or 

autonomous nodes, often composed of mobile 

devices or other mobile pieces, it can arrange 

themselves in various ways and operate without strict 

top-down network administration. A mobile ad hoc 

network (MANET) is a continuously self-

configuring, and its infrastructure-less networks of 

mobile devices connected without wires. Ad hoc is 

Latin and means "for this purpose". 

In MANET Each device is free to move 

independently in any direction, and it can frequently 

change its links to other devices.The primary 

challenge in building a MANET is equipping each 

device to continuously maintain the information 

required to properly route traffic. In  Such a networks 

may be operate by themselves or it  may be 

connected to the larger Internet. It may contain one or 

moe multiple and different transceivers between 

nodes. This results in  highly dynamic, and 

autonomous topology. 

MOBILE ad hoc networks  are originally 

designed for  military tactic environments. The 

Communication anonymity is a critical issue in 

MANETs, its consists of the following aspects: 

Source/destination anonymity- In network flows it's 

difficult to identify whether the sources or the 

destinations. End-to-end relationship anonymity- it is 

difficult to identify the end to- end communication 

pairs. To achieve anonymous MANET 

communications, many anonymous routing protocols 

are ANODR , MASK , and OLAR. A variety of 

anonymity enhancing techniques like onion routing 

and mix-net are utilized, these protocols mostlyused 

in the  rely on packet encryption to hide sensitive 

information from the adversaries.These passive 

signal detectors are still eavesdrop on the wireless 

channels, intercept the channel transmissions, and 

then to perform the traffic analysis attacks. The 

traffic analysis models have been widely investigated 

for static wired networks.The simplest approach to 

track a message to enumerate all possible links to a 

message could traverse. Recently, the  statistical 

http://en.wikipedia.org/wiki/Ad_hoc
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traffic analysis attacks have attracted broad interests 

due to their passive nature,the  statistical traffic 

analysis to perform analysis quietly without changing 

of  the network behavior the  attackers needs to 

collect the information(such as injecting or 

modifying packets). The two representatives attacks  

are predecessor attacks and disclosure attacks.To 

analyze MANET traffic all these previous approaches 

are do not work well because of the three natures of 

MANETs.The broadcasting nature:a point-to-point 

message transmission usually has only one possible 

receiver In wired networks. While in wireless 

networks, a message is broadcasted, and it can have 

multiple possible receivers. The ad hoc nature:The 

each mobile node can serve as both a host and a 

router.it  is difficult to determine the role of a mobile 

node to be a source, and  destination, or just a relay. 

The mobile nature: Most of the traffic analysis 

models do not take into consideration of the mobility 

to communications, which make the communications 

among the  mobile nodes are more complex in the 

mobile nature. 

 

Fig I Wireless ad hoc Networks 

II LITERATURE SURVEY 

 

Due to the nature of radio transmissions, 

communications are easy to capture and analyze the 

information In the wireless networks.The privacy 

enhancing techniques are proposed for wired 

networks such as the Internet often cannot be applied 

to mobile ad hoc networks (MANETs). In this paper 

we present a novel anonymous on demand routing 

scheme for MANETs. To identify a number of 

problems  previously proposed works and propose an 

efficient solution that provides anonymity in a 

stronger adversary model. 

MANETs are more vulnerable to both active and 

passive attacks. Wireless network transmissions are 

easy to capture remotely and undetected.  the lack of 

central management and monitoring to make a  

network nodes susceptible to active attacks. 

Providing security for MANETs is a challenging 

task, and many researchers have engaged in 

designing protocols for diverse security related task 

such as key management, authentication, 

confidentiality,Data Integrity etc. The researchers 

have also tackled the problem of anonymity in 

wireless networks. To providing anonymity in ad hoc 

networks is important for users may wish to hide the 

fact that they are accessing some service or 

communicating with another user.[10] 

The open wireless medium in a mobile ad-

hoc network (MANET) enables malicious traffic 

analysis to dynamically infer the network traffic 

pattern in hostile environments.  In a MANET the 

disclosure of the traffic pattern and its changes is 

often devastating. A number of anonymous routing 

protocols have been recently proposed as an effective 

countermeasure against traffic analysis in MANETs.  

A novel traffic inference algorithm(TIA), 

which enables a passive global adversary to 

accurately infer the traffic pattern in an anonymous 

MANET without compromising any other node. TIA 

works on existing on-demand anonymous MANET 

routing protocols.  Our results in this paper highlight 

the necessity for cross-layer designs to defend a 

MANET against traffic analysis.  

Traffic Inference Algorithm  works well on 

on-demand anonymous  routing protocols. It is also  

investigate the  anonymous proactive  routing 

protocols and compare  with them to  on-demand 

ones with regard to the  against traffic analysis. We 

also envision a few possible defences against TIA, 

such as cross-layer design, hiding routing frames, 

frame mixing, dummy packets and information-

theoretic approaches. It is important and challenging 

to compare their effectiveness against TIA and the 

related overhead in consideration of the resource 

constrains and unique features of MANETs.[9] 
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Many proposed low-latency anonymous 

communication systems have used various flow 

transformations such as traffic padding, adding cover 

traffic , packet dropping, flow mixing, flow splitting, 

and flow merging to achieve anonymity. This flow 

transformations would be effectively disguise the  

network flows, and  thus achieve good anonymity.  

The flow transformations do not necessarily provide 

the level of anonymity people have expected or 

believed.  

The packet flow watermarking attack is 

based on the packet timing correlation between the 

original packet flow and the anonym zed packet flow. 

Since no practical low-latency anonym zing system 

could remove all the mutual information from the 

packet timing domain, our flow watermarking attack 

is applicable to all practical low-latency anonymous 

communication systems. It is an open research 

problem to determine whether and to what extent we 

can practically achieve good anonymity through low-

latency anonymous communication systems in the 

presence of active adversary.[4] 

III METHODOLOGY 

 

3.1 EXISTING METHODOLOGY 

Communication anonymity is a critical issue 

in MANETs It is difficult to identify the sources or 

the destinations of the network flows.End-to-end 

relationship anonymity :It is difficult to identify the 

end-to-end communication relations.Brute force 

approach to track a message is to enumerate all 

possible links a message could traverse.Statistical 

traffic analysis attacks have attracted broad interests 

due to their passive nature (i.e)attackers only need to 

collect information and modifying packets.The 

scheme fails to address several important constrains 

when deriving the end-to-end traffic from the one 

hop evidences.  

In evidence-based statistical traffic  analysis 

model each captured packet is treated as 

evidence.These packets are supporting a point-to-

point  transmission between the source and 

destination. To create a sequence of point-to-point 

traffic matrices is  used to derive end- to-end 

relations. This approach provides a practical 

attacking framework against mobile ad hoc network 

but still leaves substantial information about the 

undiscovered communication patterns . These 

systems can be achieving very restricted 

communication anonymity. 

The  statistical traffic analysis attacks have 

attracted broad interests due to their passive 

nature,the  statistical traffic analysis to perform 

analysis quietly without changing of  the network 

behavior the  attackers needs to collect the 

information(such as injecting or modifying packets). 

The two representatives attacks  are predecessor 

attacks and disclosure attacks. the  all these 

approaches do not work well to analyze MANET 

traffic. The scheme fails to address several important 

constrains when deriving the end-to-end traffic from 

the one hop evidences. It does not provide a method 

to identify the actual source and destination nodes (or 

to calculate the source/destination probability 

distribution). Most of the previous approaches are 

partial attacks in the sense that they either only try to 

identify the source (or destination) nodes or to find 

out the corresponding destination (source) nodes for 

given particular source (destination) nodes.Difficult 

to determine the role of a mobile node to be a source, 

a destination, or just a relay.Communication relations 

among mobile nodes are more complex because of 

not consider the mobility of communication peers . 

3.2   PROPOSED SYSTEM 

          Statistical Traffic  Pattern Discovery System 

is basically an attacking system, This System only 

needs to capture the raw traffic from the PHY/MAC 

layer without looking into the contents of the 

intercepted packets. It aims to derive the possibility 

of each node to be a message source or destination 

and  end-to-end communication pair.JAMMER is 

used to Anonymous communication technique, 

using false data (dummies) mixed with the true 

data.To achieve its goals, STARS includes two 

major steps:  

• To Construct a point-to-point 

traffic matrices using the time-slicing techniques, 

and then to derive the end-to-end traffic matrix with 

a set of traffic filtering rules. 
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• To Apply a heuristic approach to 

identify the actual source and destination nodes, and 

then match the source nodes with their 

corresponding destinations.  

 

 

 

 

 

 

 

 

Fig 3.2.1 Architecture Diagram 

 

Statistical Traffic  Pattern Discovery System is 

basically an attacking system, These System only 

needs to capture the raw traffic from the PHY/MAC 

layer without looking into the contents of the 

intercepted packets. It aims to derive the possibility 

of each node to be a message source or destination 

and  end-to-end communication pair.JAMMER is 

used to Anonymous communication technique, 

using false data (dummies) mixed with true data.and 

then uses a heuristic data processing model to reveal 

the hidden traffic patterns from the end-to-end 

matrix. To Propose a novel statistical traffic pattern 

discovery system , This system  to derive the source 

or destination probability distribution, that is the  

each node to be a message source/destination, and 

then end-to-end link probability distribution, that is 

the each pair of nodes to be an end-to-end 

communication pair 

The attacker can take advantages of STARS to 

perform traffic analysis as  Divide the entire 

network into multiple regions geographically, 

Deploy sensors along the boundaries of each region, 

To monitor the cross-component traffic, Treat each 

region as a super node and use STARS to figure out 

the sources, destinations, and end-to-end 

communication relations  and Analyze the traffic 

even when nodes are close to each other by treating 

the close nodes as a super node. 

 

IV  CONCLUSION 

Statistical Traffic Patterns are basically an 

attacking system, this system  needs to capture the 

raw traffic from the PHY/MAC layer without looking 

into the contents of the intercepted packets. From the 

captured packets, Statistical system constructs a 

sequence of point-to-point traffic matrices to derive 

then end-to-end traffic matrix, and then uses a 

heuristic approach in data processing model to reveal 

the hidden traffic patterns from the end-to end matrix. 

Mesh networks are the“ self configuring;" the 

network is Dynamic routing .In case of  the 

JAMMER  is unavailable , choose the next 

alternative jammer  for secure data transfer.  

In Generalized STARS(GSTAR) ,divide the 

entire network into multiple regions geographically  

and deploy sensors along the boundaries of each 

region to monitor the cross component traffic. The 

traffic inside each super node can be ignored, and it 

will not affect the inter-region of the traffic patterns. 

To perform GSTARS, the adversaries only need to 

monitor the nodes beside the boundaries. friendly 

jammer should always choose the node that provides 

the high utility and it's Maximize the packet transfer 

rate, secrecy rates, and less jammer cost, power 

consumption. 
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