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ABSTRACT  

 This paper discusses about Android platform fast becoming a target of malicious hackers, 

application security is no longer an add-on, but a crucial part of the developer’s job. This paper 

provides the knowledge you need to design and implement robust, rugged and secure apps for 

any android device. How to identify and manage the risks inherent in your design and work to 

minimize a hacker’s opportunity to compromise your apps and steal user date.  
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1. Introduction 

Android is a software platform and operating system for mobile devices, based on the Linux 

kernel, and developed by Google and later the Open Handset Alliance. It allows developers to 

write managed code in the Java language, controlling the device[1] via Google-developed Java 

libraries In today’s world, application security knowledge is one thing that can differentiate 

developers. Like it or not, you will be releasing applications into a high-threat environment. 

Although the Android platform is still pretty new and offers lots of great opportunities, it is also 

routinely targeted by malicious hackers who want to compromise mobile applications—your 

mobile applications—for their own gain Security[2], in the context of information technology, 

refers to things like firewalls, intrusion detection systems, antivirus programs, and things like 

that Imagine that you write apps to help busy people manage their schedules, and that you take 

advantage of cloud services to make that information available to your customers on their 

Android smartphones and tablets anywhere they go you write a really cool app that allows 

people to access many of their social media accounts all from one place. Android phones are 

extremely popular and new models seem to come out every couple of days. There are thousands 

upon thousands of apps in the Android Market and the Java-based development model is 

appealing to lots of developers some examples of malicious Android apps, discovered and 

removed from the Market, is: 

• Super Guitar Solo 

• Photo Editor 

• Advanced Currency Converter 

People will try all sorts of things, making their malicious code look like all varieties of legitimate 

apps, in order to get unsuspecting users to install and run them. The permissions model[3] also 
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provides users with better information about the real behaviour of the applications they are 

installing, and combined with user reviews and feedback through the Android Market[1] (and 

other sources), users can research to detect malicious applications Security: Risk = Vulnerability 

+ Threat + Consequences Security[2] is all about managing risk. You will never ever have a 

perfectly secure system there are three primary components of risk: vulnerability, threat, and 

consequences. A threat is something, or someone, that can take advantage of vulnerability. Why 

Applications Matter the Most One who practices security has to worry about a great number of 

things. The fundamental field generally focuses on providing three services: confidentiality, 

integrity, and availability. Attackers want to do bad things—steal, alter, or block access to—that 

data. When a user chooses to use your app, they trust you with all of the data they supply. They 

also trust that your application is written correctly so that none of the other data stored on their 

device will be com- promised by letting your app run on it as well. 

 

2. Zygote process 

The Zygote process takes care of starting up a virtual machine instance and preloading and pre-

initializing any core library classes that the virtual machine requires. Then, it waits to receive a 

signal for an application start up. The Zygote process is started up at boot time and works in a 

manner similar to a queue. Any Android device will always have one main Zygote process 

running. When the Android Activity Manager receives a command to start an application, it calls 

up the virtual machine instance that is part of the Zygote process. Once this instance is used to 

launch the application, a new one is forked to take its place. The repository part of the Zygote 

process will always make the set of core libraries available to applications throughout their life 

cycles.  
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Figure: How application use Zygote’s repository of core libraries. 

 

 

Zygote heap 
(shared dirty, 

copy-on-

write; rarely 

written) 

Core library 

dex files 

(mmap()ed) 

―live‖ core 

libraries 
(shared dirty; 

read-only) 

Maps dex file 

(mmap()ed) 

Maps live code 
and heap 

(private dirty) 

Shared from 

zygote 

Browser 

dex file 
(mmap()e

d) 

Browser live 
code and 

heap (private 

dirty) 

 

Shared from 

zygote 

 

Home.dex 

file 
(mmap()ed) 

 

Home live 

code and 
heap 

(private 

dirty) 

 

Shared from 

zygote 

 



International Journal of Computer Application (2250-1797)  

Volume 5– No. 3, April 2015 

163 

 

2.1. Understanding the Permissions Architecture 

Applications running on the Android operating system all run with their own set of user and 

group identifiers (UID and GID, respectively). The constrained manners in which applications 

execute make it impossible for one application to read or write data from another. To facilitate 

information sharing and inter process communication among applications, Android uses a system 

of permissions[3][4]. By default, an application has no permissions to perform any types of 

activities that would cause damage or drastically impact other applications on the device. It also 

has no ability to interact with the Android operating system, nor can it call any of the protected 

APIs to use the camera, GPS, or networking stacks. Finally, a default application does not have 

the ability to read or write to any of the end user’s data. The Linux kernel handles this task. 

2.2. Checking Permissions 

A validation mechanism will handle permission checks within the Android operating system. 

When your application makes any API call, the permission validation mechanism will check if 

your application has the required permissions to complete the call. If a user grants 

permission[2][3][4][5], the API call is processed; otherwise, a Security Exception is thrown. API 

calls are handled in three separate steps. First, the API library is invoked. Second, the library will 

invoke a private proxy interface that is part of the API library itself. Finally, this private proxy 

interface will use inter process communication to query the service running in the system process 

to perform the required API call operation.  

3. Data Storage and Cryptography 

When you consider mobile applications, you’re faced with an even tougher task due to the 

limited resources available AES is a symmetric key algorithm or block cipher. As we saw, this 

means that there is only one key used in encryption and decryption. Algorithms work to encrypt 

or decrypt data. How this data is processed gives rise to a further division of symmetric 

algorithms. For instance, we can process a fixed number of data bits at a time, known as a block 

of data; or we can process data one bit at a time, known as a stream. This distinction gives us 

block ciphers and stream ciphers. Generally, AES is considered a block cipher that operates on 

groups of data 128 bits long. A block of plaintext 128 bits long will have a resulting block of 

cipher text of the same length. AES allows for a key size from 0 to 256 bits. A good rule of 

thumb that I use is to always pick the maximum key size of an algorithm. When I test it, then I 

reduce my key size to the next smaller one. In cryptography, you will always want to use the 

largest possible key size for your algorithm. The reason for this is to make it harder to perform 

brute-force attacks on your key. To illustrate, let’s suppose you picked a key size of 16 bits. This 

means an attacker has to try a combination of 1s and 0s a total of 216 or 65,536 times. If, 

however, you picked the full 256-bit key size, then the attacker has to make 2256 or 11.677 

(1.16e77) attempts to crack your key, which will take him several years to achieve. Of course, 

this duration can be reduced with the progression of computing power, but this is true in all areas 

of cryptanalysis. Thus, the large key sizes and strong algorithms ensure that an attacker cannot 

easily compromise your cipher text.  

3.1. Data Storage with Encryption 

An Android to ensure that our data is not read by unauthorized applications, but what if a brand 

new virus is released into the wild next week?  This virus affects only Android phones and is 

able to bypass the SQLite database permissions[5][6][7] to read all databases present on the 

device. Now you’re only hope of keeping your data private has been compromised and all your 

data is vulnerable to being copied off your device. They are indirect because the virus does not 

go after your application directly. Instead, it goes after the Android OS. The aim is to copy all 
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SQLite databases in the hopes that the virus author can copy any sensitive information stored 

there. If you had added another layer of protection, however, then all the virus author would see 

is garbled data. 

 

 Uses symmetric algorithms: Our library will use a symmetric algorithm, or block 

cipher, to encrypt and decrypt our data. We will settle on AES, although we should be 

able to modify this at a later date. 

 Uses a fixed key: We need to be able to include a key that we can store on the device that 

will be used to encrypt and decrypt data. 

 Key stored on device: The key will reside on the device. While this is a risk to our 

application from the perspective of direct attacks, it should suffice in protecting us 

against indirect attacks. 

4. Android License Verification Library 

Google has provided the Android LVL[3][5][7][9] (License Verification Library) to help 

developers protect their apps from indiscriminate distribution. You add LVL to your application 

build path and use APIs from it to check and verify user licenses. LVL interfaces with the 

Android Market App Based on the response you receive, you can choose whether to permit or 

deny further application use. When your app receives a response from the Android license 

server, it will need to store information about this response locally, on the device. Leaving the 

response data in plain text form will only mean that an attacker can read and tamper with this 

information. To prevent this from happening, LVL allows us to obfuscate the information before 

storing it on the device. The AES Obfuscator class does just this. The unique identity ensures 

that the data can only be read from the device with this matching identity. In your own code, you 

will want to build this identity string from as many sources of information as possible. In this 

case, I am using the ANDROID_ID and OS Build serial number. One of the key mechanisms 

that you can use to customize your licensing process is the licensing policy. Android LVL ships 

with two default policies: 

 Strict Policy 

 Server Managed Policy 

 

Google recommends that you use the Server Managed Policy because, among other things, it 

also handles caching of the server response. This is often useful because Google enforces limits 

on the number of times your application can query its servers.  

The Strict Policy will always make a query to the server; and while this can be more secure by 

the fact that it prevents local device data tampering, it may lock your end-user out if the Google 

server refuses to give you a response because you reached your limits. 

5. Malware and Spyware 

Malware is defined as any piece of malicious software that lives on a user’s computer or 

smartphone[10][11][12] whose sole task is to cause destruction of data, steal personal 

information, or gain access to system resources in order to gain full control of the device it is on. 

Malware is written with the sole intent of causing harm; and usually, malware authors will write 

the malware to target a specific weakness in an operating system or platform. Often, the malware 

author will want to maximize the spread of her malware and will look to implement a mechanism 

where his software can copy itself to other, similar devices. Spyware[13] is a term used to refer 

to malware that accesses and exfiltrates personal or private information from a device. For 

instance, in the case of mobile phone malware, the application may be after an end user’s e-mail 
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messages, contact list, SMS messages, or even photos.  Spyware generally needs to be stealthy 

and stay on the device for long periods. 

Four Stages of Malware 

I.  Infection 

This is the stage where the malware is introduced to the device. The holy grail of infection is one 

where no end-user interaction is involved. This occurs when malware can be copied to a device 

by something as harmless as sending a user an SMS message or compromising the device when 

it is on a wireless network. 

The second method of infection is through a partially assisted action. The user is asked to click a 

link in a malicious website. Once he does this, the malware will copy itself to the device. An 

attacker sends this link to a user in an SMS or e-mail message. While effective, this requires user 

intervention; in most cases, diligent users will always be suspicious about clicking random links 

sent to them. The last form of infection occurs when an attacker will physically copy the 

malware to the device, either through a USB port or via browsing to a website.  

II.  Compromise 

In this context, I am using the word compromise to describe how the malware is able to gain 

super-user access to the device. As a result, the malware can make changes to the device 

configuration in any manner it chooses to do so—and without requiring device-owner 

interaction. Programs running on Android will require a user to grant it explicit permissions to 

access facilities like the Internet or read e-mail messages. During the compromise stage, the 

malware will use a weakness in the operating system to circumvent the permission granting 

process, thereby allowing it to execute any function without the user being aware. 

III. Spread 

Unless specifically targeted at an individual, a malware author will typically want to infect a 

large number of users. He may want to control an army of devices or just access private 

information from many different people. The Zeus Trojan will spread using weaknesses found in 

the operating system. Its sole purpose is to collect a user’s keystrokes and collect credentials to 

banking and social networking websites. 

IV.  Exfiltration 

Malware will often target personal or confidential information. It may log keystrokes to try to 

capture usernames or passwords to websites like online banking and e-mail. However, simply 

collecting this information is insufficient. The attacker needs to have access to this information, 

so malware will find a way of ―phoning home‖ or communicating with a remote server, either to 

receive new instructions or to upload the captured information. This stage is called exfiltration. 

 

6. Understanding Mobile Application Security Models 

To many smartphone users[1][2][3], security is probably the last feature on their minds. Indeed, 

when consumers decide which phone to buy, they probably care more about applications, the 

display, battery life, wireless signal strength, and multimedia experiences. The user is likely to 

wonder why security is even important. Many will think that security is something that security-

obsessed people worry about, but that doesn’t matter in the real world. Android also adopts the 

sandbox concept[8] to better support mobile[5][7][9] security. A basic Android application 

doesn’t have any permissions associated with it and therefore can’t access data from other 

applications or the system. If you want to share information between applications, the application 

code must explicitly declare corresponding permissions in the AndroidManifest.xml file.  
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If the system can’t authenticate the application signature, or the user chooses not to grant the 

permission, the system will deny any request to access the requested resources, without 

prompting the user. The Android security model keeps the user informed about what an 

application can access and lets the user decide what information the application can use.  

7. Conclusion  

The Android message passing system promotes the creation of rich, collaborative applications; it 

also introduces the potential for attack if developers do not take precautions. We examine inter-

application[4][5] communication in Android and present several classes of potential attacks on 

applications. Outgoing communication can put an application at risk of Broadcast theft including 

eavesdropping and denial of service, data theft, result modication, and Activity and Service 

hijacking. Incoming communication can put an application at risk of malicious Activity and 

Service launches and Broadcast injection. Developers can use to and these kinds of 

vulnerabilities. Android has a core set of mechanisms that handle application isolation and 

security[1][2][3]. Each application will run in its own isolated space with unique user and group 

identifiers. Applications are not allowed to exchange data unless they explicitly request 

permissions from the user. Content providers store and allow access to data. They behave similar 

to databases. Intents are messages sent between applications or the system process to invoke or 

shut down another service or application. 
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