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Abstract - Cyber espionage is a form of cyber warfare that involves using unethical ways or 
means to acquire valuable information or secrets between different countries. It can also be 
called cyber spying. The information can be acquired or stolen by unauthorized users if it is 
stored in digital formats, IT networks and computers. Cyber espionage operations can take the 
form of unauthorized copying and viewing of data files. Most cyber espionage operations attacks 
make use of malware that is planted in networks or systems that create backdoors for skilled 
programmers such as hackers to exploit the vulnerabilities.  In order to protect the information 
asset within organization there is need to safeguard data confidentiality, data integrity and 
availability of data. The aim of this paper is to highlight how cyber espionage is a threat to 
Information security and the reasons for using this method. 
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1. INTRODUCTION 
 

Cybercrime involves the issue of committing an incidence through the use of a computer or on 
the internet. It takes many forms such as cyber warfare, cyber espionage. Cyber espionage 
operations affecting many countries are being uncovered mainly by Kaspersky, McAfee labs and 
coalitions. In most cases it is done by skilled programmers such as hackers who are funded by 
various government institutions of different companies targeting valuable secrets or information. 
According to McAfee Labs, cyber espionage and attacks on connected devices are expected to 
increase in 2015shown by fig 1.0 below [8]. Cyber warfare is expected to be a regular tactic by 
nations and terror groups in order to acquire valuable information, intellectual property and 
operational intelligence. The most common method used in cyber espionage operational attack is 
the use of malware.  In 2014 McAfee identified a 112% increase in mobile malware. The 
malware that is often used is to perform cyber espionage is the Trojan horse. Usually the 
malware is embedded on email attachments, computer games or applications that can be 
downloaded from the internet or the attacker plants the Trojan in the government institutions, 
companies, competitor or victim’s network. Once the Trojan is installed it will create a backdoor 
within the network that will enable the hacker to gain unauthorized access to the network or 
system. Cyber espionage enables the attacker to create and develop information mosaics on 
nations and competitors. Information is obtained through unscrupulous means. The hacker makes 
use of the internet, wireless local networks and links via satellite. This method enables cyber 
espionage operation to be done from any location at a low cost and reduces the risk of the 
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perpetrator from being caught. In most cases botnets are used by the hacker as a way of making 
it difficult to track and trace the origins of the attack. Cyber spying has become very rampant 
because gathering intelligence is the best defense and most countries especially with strong and 
powerful economies want to maintain their source of power and influence. Security measures 
have to be enforced in order to protect the data confidentiality, data integrity and availability 

 

 

 

Fig 1 – Sources McAfee, based on research BI Intelligence, IDC and Intel 

 

 

2. REVIEW OF LITERATURE 
 

Cyber espionage is a threat facing American business and the security of the economy. Hackers 
steal valuable trade secrets, confidential business strategies and intellectual property. Cyber spies 
hack into U.S. firm' computer networks and compromise information security.  This ploy drains 
America of its economic edge and competitive advantage. There is need for American firms to 
build efficient defense strategy as a matter of urgency. The specific attacks on the United States 
have codenames like Titan Rain, Maze and Moonlight [1] 
According to the French daily ‘Le Monde’ French intelligence services has conducted an 
extensive hacking operation in several countries. This operation is suspected to have started in 
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2009, using a spy implant. The aim is to attack Iranian nuclear program-related firms. It consults 
targets with no direct link of fight against nuclear proliferation. The Canadian secret services 
report of the presence of the implant in Spain, Canada, Norway, Greece, Algeria and Ivory Coast 
[2] 
Kaspersky lab revealed a new threat actor, Spanish-speaking attackers that target government 
institutions, research organizations, activists, oil & gas companies, diplomatic offices and 
embassies. They discovered “The Mask” or careto, an advanced Spanish-language threat actor 
that has been involved in cyber-espionage operations since 2007.The Mask uses a sophisticated 
malware i.e. a bootkit or rootkit. Victims of the attack have been found in 31 countries namely: 
Algeria, Argentina, Belgium, Bolivia, Brazil, China, Colombia, Costa Rica, Cuba, Egypt, France, 
Germany, Gibraltar, Guatemala, Iran, Iraq, Libya, Malaysia, Mexico, Morocco, Norway, 
Pakistan, Poland, South Africa, Spain, Switzerland, Tunisia, Turkey, United Kingdom, United 
States and Venezuela. [3] 
Researchers indicated that Russians are using three major malware types in their cyber espionage 
operations. The malware types are Energetic Bear, Uroburous and APT28. The attack group does 
not operate in a vacuum. The attackers use targeted phishing attacks against Outlook Web 
Access. Russia leads in stealthier malware and operations that are difficult to identify and 
analyze. These intrusions have been attributed to Russia’s government. The aim of the attacks is 
for political reasons. [4] 
The Axiom is believed to attack US agencies. It is responsible for using malware on government 
agencies, private companies and human rights groups for past 6 years and Aurora attack. The 
hacking group has ties to Chinese government and cyber espionage operations emanates from 
China. They are responsible for stealing U.S. trade secrets, crackdown on political rebels. A 
coalition of cyber security companies found that the Axiom malware opened a backdoor for 
hackers to probe computer system [5] 
Security researchers discovered an industrial espionage that targets executives in luxury hotels in 
Asia. It occurs when they sign in on wireless connections considered secure and private. They 
target executives from chemical, manufacturing industries, contractors and military services. In 
2012 the FBI issued a warning to U.S officials to use caution while updating software with hotel 
wifi. The attacks happen at signing in, unencrypted communications that offer no defense. They 
also use advanced keystroke logging software. 95% of the victims come from Russia, Japan, 
Taiwan, South korea and China. [6] 
Chinese government reprimanded US for spying on Huawei Technologies a telecommunication 
company. China is taking action to increase cyber security to prevent such action in future. NSA 
snooped on Huawei servers in an attempt to discover vulnerabilities to exploit targets that 
communicate using Huawei products since it is one of the major sellers of internet equipment. 
[7] 

3. RESEARCH GAP 

Cyber espionage operations have been on the increase and most developed countries are 
responsible. These operations are triggered by various reasons differing from one country to 
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another. Cyber espionage compromises the information security and pose as a serious threat to 
the information asset. 

4. FINDINGS 
 

The reasons why cyber espionage operations are on the increase and have become one of the 
greatest threats to information security are highlighted below;  

 

4.1 OBJECTIVES OF CYBER ESPIONAGE 

� Steal valuable trade secrets 
� Intellectual property  
�  Confidential business strategies. 
� To eavesdrop on financial transactions  
� Disable industrial control systems. 
� Surveillance virus 
� To construct detailed informational mosaics on competitors and adversaries. 
� . Sensitive, proprietary or classified information 
� Political reasons( nuclear, weapons) 
�  Intimidation 
� Extortion or efforts to anticipate or disrupt the maneuvering of political opponents 

 
4.2 WHO PERFORMS CYBER ESPIONAGE 

� Hackers 
� Individuals 
� Government of various nations 
� Organizations or Institutions 
� Stakeholders 
� Anyone with a computer, network and the skills  

 
4.3 WHY (REASONS OF CYBER ESPIONAGE) 

� To gain knowledge or information of nations military operations 
� To identify the strength of other nations and to zero in on infrastructure 
� To have a competitive advantage against adversaries 
� To build defense and weaken other  states 
� To generate revenue 
� To destroy critical infrastructure of victims 
� To gather intelligence of operations 
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4.4 HOW (METHODS USED IN CYBER ESPIONAGE) 

� Vulnerabilities 

The attacker uses the weaknesses within the system to gain access. Techniques such as 

eavesdropping and SQL injection can be used. 

� Exploits 

The hacker makes use of exploits that are already known on operating systems to gain 

unauthorized access 

� Malware 

The hacker makes use of malware such as Trojan horses, Viruses and worms to gain 

unauthorized access to computer networks or systems. 

� Key loggers 

Is the use of key strokes or capturing the keys being typed from the computer’s keyboard 

without the user’s knowledge? Mainly used for capturing password characters 

� Social Engineering 

Is a process of manipulating a user to reveal confidential information to gain 

unauthorized access to valuable and critical information. 

� Insider 

Is the use of someone who is affiliated with an organization or institution to obtain 

information or trade secrets. 

 

4.5 IMPLICATIONS OF CYBER ESPIONAGE 

� Compromise information security 
� Loss of finances 
� Loss of jobs 
� Loss of revenue or income 
� Loss of political mileage from other nations 
� Reduced economic growth 
� Legal implications i.e. fines and being sued 

 

4.6 COUNTERMEASURES TO CYBER ESPIONAGE 

� Patch management 
� Configuration management 
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� Antivirus 
� Encryption 
� Firewalls 
� Intrusion Detection and Intrusion Prevention System 
� Biometric locks 
� Access control lists 
� Vulnerability and Risk Assessments 
� Authentication and Authorization 

 

5. CONCLUSION 
 

Cyber espionage has become one of the greatest threats to information security this has been 
attested by the increase in cybercrime that has been reported and found during this research. 
Benefits attributed to cyber espionage operations outweigh the cons. This type of cybercrime is a 
low cost and minimal risk way of obtaining information from other nations or victims . More 
than 41% of cyber espionage is done by USA and China. Cyber espionage is unavoidable. There 
is need for more Security Education Training and Awareness. 
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