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Abstract-  Cellular Automata were originally proposed by John von Neumann as 

formal models of self reproducing organisms. The structure studied  was most on one 

and two-dimensional infinite  grids,  through  higher  dimensions  were considered. 

Cellular Automata are w i d e l y  of applications like in cryptography, computer 

graphics, Neural network etc. Cryptography is an  important and  vital  application  

in  security,  defense,  medical, business and many other  application  areas.  The 

effective measure of a cryptosystem,  is how long it can be used to encrypt  and decrypt  

messages without  the ’key’ being broken. A class of cellular  automata (CA)  based  

encryption  algorithms  presents  a  particular promising approach  to cryptography, 

since the initial  state  of the CA is the key to the encryption, evolving a complex 

chaotic  system from this  ’initial state’  which cannot be predicted. CA provides a 

formal framework for investigating  the behavior of complex and extended system. 

Cellular automata are simple mathematical idealizations of  natural system. 
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INTRODUCTION 

Cellular Automata were originally proposed 

by John Von Neumann as formal models of self 

reproducing organisms.  The structure studied  

was most on one and two-dimensional infinite 

grids,  through higher dimensions were 

considered. Later  physicists and  biologists 

began to study  cellular automata for the  

purpose  of modeling in their  respective 

domains. In the  present era,  Cellular  

Automata are  being studied  from many 

widely different angles, and the relationship of 

these structures to existing problems are being 

constantly  sought and discovered. The 

cryptanalysis  in this paper  enforces the 

opinion once more that the security must be 

very carefully analyzed  in designing the 

cryptosystems based on some mathematical 

systems. The pseudo randomness brought by 

the available mathematical systems should not 

be blindly trust.  The designing techniques  

developed by cryptographic  community are 

always optimal.  Here the symmetric  key 

cryptosystem, where in the sender and the 

receiver share only one key is discussed. This 

key is used by the sender to encrypt  the 

message, which is called plain text to cipher  

text. And  the  same  key is used by the 

receiver to decrypt  the cipher text  to the plain 

text. 

CA provides a formal framework for 

investigating  the behavior of complex and 

extended  system.  Cellular automata are 

simple mathematical idealizations of natural 

system .  This is an idealized parallel  

processing machine,  which is an array (1-D, 

2-D or 3-D) of numbers  or symbols called 

cell values together  with  an updating rule.  A 

cell value is updated  based on this updating  

rule, which involves the cell value as well as 

other cell values in a particular neighborhood. 

 

In 2-D Nine Neighborhood  CA the next 

state  of a particular cell is affected by the 

current state  of itself and eight cells in its 

nearest  neighborhood  also referred as Moore 

neighborhood  as shown in given figure.  Such 

dependencies  are accounted  by various rules. 

For the sake of simplicity, in this section we take 

into consideration  only the linear rules,  i.e., the  

rules, which can be realized by EX-OR  

operation  only.  A specific rule convention that  

is adopted  here is as follows :Considering the 

nearest  neighbor concept of 2-D Cellular 

Automata (CA) there are 9 variables to be taken  

under consideration  as shown as Table 1: 

 

The middle cell marked 1 is  the cell under 

consideration. In 2-D Cellular Automata, the 

state  of the cell under consideration  depends 

upon its own state  and the state  of its 

neighboring cells. Now each of the cells can be 

taken as a variable and thus for 2-D cellular 

Automata there are 9 variable to be 

considered. The number of linear rules can be 

realized by EX-OR operation only. The 

number of such rules generated by a 

combination of these 9 variables is 

9C0+9C1+........+9C9 = 512 , which includes 

rules characterizing no dependency. 

Now, these 512 linear rules have been 

previously classified by taking into account the 

number of cells under consideration. 
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Background  

 

Boolean  Function   a n d  its 

properties 

Any Boolean Function  f in n variables is 

defined as a map  

f:(0,1)n → 01 

There  are Boolean functions  out  of which 

2n are linear Boolean functions  and  - 2n 

are nonlinear Boolean functions. 

The Boolean functions are classified into 

two categories : Group of linear functions 

and Group of non-linear functions 

A Boolean function  f in n-variable  is said 

to be linear if it satisfies the following 

linearity  property:   

f(x+y)  = f(x) + f(y), where x = 

(x1,x2,,xn)  and y = (y1,y2,,yn) 

There are 2n linear Boolean functions in n-

variables.  Those are : 

The zero function  f (x1, x2, , xn) = 0 is 

always a linear function  and is termed  as 

Rule 0.  

f (x1,x2,,xn ) = xi, (i=  1,2,3,,n) are n-

linear Boolean functions which are termed 

as fundamental  linear rules.  

The combinations  of these n-linear 

functions  taking  some or all at a time, 

give rest of the 2n-1 linear Boolean 

functions.  

For n variables, there are Boolean 

functions, out of which there are 2n linear 

Boolean functions and rest are non-linear 

Boolean functions. 
 

 A. Cryptographic criteria for Boolean 

functions 

1. Balanced ness: A Boolean function must 

output zeroes and ones with the same 

probabilities. 

Good non-linearity: The Boolean function  

must be at the sufficiently high distance from 

any affine function. 

2. High algebraic degree: The Boolean 

function must be at high algebraic degree. 

3. Good correlation-immunity (of order m): 

The output of Boolean function must be 

statistically independent of combination of 

any m inputs. A balance correlation-

immunity of order m Boolean function is 

called m-resilient. 

4. Simple implementation in hardware: 

Hardware implementation should be very 

simple. 

B. Definitions 

Null Boundary Cellular automata (NB CA): A 

null boundary CA is the one in which the 

extreme cells are connected to logic - 0 states. 

Periodic boundary cellular automata (PB 

CA): A periodic boundary (PB) CA is the one in 

which the extreme cells are connected to each 

other. 

Uniform Cellular Automata (UCA): A uniform 

cellular automata is the one in which same rules 

are applied to each cell. 

Hybrid Cellular Automata (HCA): If different 

rules are applied to different cells , then we call it 

as hybrid cellular automata.. 

 

Proposed Algorithm 

Two-dimensional Cellular Automata (CA) rules 

for encryption and decryption algorithm are used. 

Here both the sender and receiver use the same 

key. 

Table 2: Parameter of Algorithm 

 

 

Table 2 shows the parameters of the encryption 

and decryption algorithm. This algorithm 

contains substitution (non-linear cellular 
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automata rule), permutation (linear cellular 

automata rule), complement (non-linear cellular 

automata rule), and XOR (linear cellular 

automata rule) operations. 

In crypto system, use of non-linear rule is more 

secure then use of linear rule. But creation of 

confusion ( non linear CA rule) and 

diffusion(linear CA rule) operations are the two 

fundamental principles of cryptography .So in 

order to develop any encryption and decryption 

algorithm in cryptography we will apply both 

linear( diffusion) and non linear ( 

confusion)operations or rules .But if we use more 

number of non linear rules and few linear rules 

for encryption and decryption then the algorithm 

will be more secure . In our encryption and 

decryption algorithm more number of non linear 

rules are applied as compared to Advanced 

Encryption Standard (AES)  algorithm and also 

the number of rounds are less as comparison to 

AES and hence our algorithm is more secure than 

that of AES algorithm.  

Encryption Algorithm  

(A)  Non linear CA rule (Complement) and PB 

CA rule8  

 We take the length of the plain text as 128 bits 

and the length of key as 128 bits. First we 

convert the plain text as 4x4 matrix with each 

cell containing 1 bytes (= 8 bits). Now we apply 

non linear cellular automata rule (complement) to 

each bit of the plain texts. Similarly we write the 

128-bits key in a 4x4 matrix and apply non linear 

CA rule (complement) to each cell of the key 

matrix. After the complementation we apply PB 

CA rule8 separately. Figure 1 shows the use of 

Periodic Boundary CA rule-8 to the matrix. 

 

 

 Figure 1 : Periodic Boundary CA rule-8 

For example, in the following matrix, the values 

in the second row have been shifted to first row, 

values in the third row have been shifted to 

second row and so on and values in the first row 

have been shifted to last row after applying 

periodic boundary (PB) CA rule-8 to each value 

in the cell of the matrix. 

 

 (B)  XOR operation 

XOR operation is applied between the resulted 

cipher key and cipher text providing the linear 

rule of cellular automata and hence providing the 

diffusion property of the cryptography. 

 

(C)  Substitute Bytes Transformation (S-Box)  

(Forward and Inverse Transformation) 

The  forward substitute byte transformation, 

called Sub Bytes, is a simple table lookup below. 

This table is same as AES table. 

In future we try to develop a S-box which is 

balanced, high non-linear, high algebraic degree. 

But AES S-box is balanced, non-linear, and high 

algebraic degree. AES defines a 

 16 x 16 matrix of byte values, called S-box that 

contains a permutation of all possible 256 8-bit 

values. Each individual byte of state is mapped 
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into a new byte in the following way. The 

leftmost 4 bits of the byte are used as a row value 

and the rightmost 4 bits are used as a column 

value. These row and column values serve as 

indexes into the S-box to select a unique 8-bit 

output value. For example, the hexadecimal value 

{95} references row 9, column 5 of the S-box, 

which contains the value {2A}. 

Accordingly, the value {95} is mapped into the 

value {2A}. 

Figure 2 shows an example of the Sub Bytes 

transformation. 

Figure 3 shows the general form of Substitute 

byte transformation. 

 

Figure 2 : Sub Bytes Transformation   

 

 

Figure 3 : General Form of Substitute byte 

Transformation 

 

(D) PB CA rule128 and PB CA rule32 

Now the output of S-Box is fed to PB CA 

rule128 and PB CA rule32 (Figure 3) 

consecutively so that permutation (transposition) 

operations are performed providing the linear 

rules of cellular automata and hence providing 

the diffusion property of cryptography. 

For example, in the following matrix, applying 

the PB CA rule 128 to each cell of the matrix, the 

values in the first row have been shifted to 

second row, values in the second row have been 

shifted to third row and so on and values in the 

last row have been shifted to first row after 

applying periodic boundary (PB) CA rule-128 to 

each value in the cell of the matrix. 

 

For example, in the following matrix, applying 

PB CA rule 32 to each cell, the values in the first 

column have been shifted to second column, 

second column values have been shifted to third 

column and third column values have been 

shifted to first column, and so on. 

 

 

 

Figure 4 : PB CA rule-32 on each cell of 

plaintext 

 

(E) Substitute Bytes Transformation(S-Box): 

After the operation of PB CA rule128 and PB CA 

rule32, we fed the data to S-Box to get the final 

cipher text of original plain text. 
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Figure 5:  One-round of encryption algorithm 

applying CA rule 

3.2  Decryption Algorithm 

Since non linear CA rule (compliment), PB CA 

rule8 (linear), XOR (linear), S-Box (non linear), 

PB CA rule128 (linear) and PB CA rule 32 

(linear) are reversible, we can decrypt the cipher 

text to plain text in reverse way. Here the 

inverses of compliment, XOR and S-Box are 

compliment, XOR and inverse S-Box 

respectively. Also the inverses of PB CA rule 8, 

PB CA rule128 and PB CA rule 32 are PB CA 

rule 128; PB CA rule 8 and PB CA rule 2 

respectively. 

 

 

 

Figure 6:  Shifting of rows by PB CA rule-2 

Figure 6  shows the use of CA rule-2 Periodic 

Boundary on each cell of key. For example, in 

the following matrix, the values in the second 

column have been shifted to first column, values 

in the third column have been shifted to second 

column and so on and values in the first column 

have been shifted to last column after applying 

periodic boundary (PB) CA rule-2 to each value 

in the cell of the matrix. 
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Figure 7 : One-round of Decryption algorithm 

applying CA rule 

 

 [4] Conclusion  

 

The  algorithm  deals  with  both  linear  as 

well as the  non-linear  Boolean  functions  

for  which we use the linear and non linear 

rules of cellular automata. This algorithm is 

more secure than  Data  Encryption  Standard 

because the  key is used in the  beginning of 

algorithm  unlike it is in DES at a later stage 

and the number  of rounds in DES is 16 

whereas it is 8 in our algorithm.  Also , 

algorithm contains less number of operations 

as compared to DES algorithm and hence it 

will take less time for encryption and 

decryption as compared to DES algorithm. 

The algorithm  contains 8 numbers of rounds 

where as it is 10 in Advanced  Encryption  

Standard (AES) and in this regard  it is 

better  than that of AES algorithm  and takes 

less time. The algorithm  contains  more 

number  of non linear functions(confusions  or 

substitutions) than  that  of AES algorithm,  

which builds up the better  security aspect of 

cryptography .Because use of non linear 

functions (substitutions or confusions) have 

better  security than  that  of linear 

functions(Permutations or diffusions). Our 

algorithm,  being based on concept of CA, 

helps parallel processing of text. Besides, due 

to availability  of chip level design cellular 

automata machine (CAM), our algorithm  can 

encrypt  and decrypt  the text  at very high 

speed in the order of nano seconds. 
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