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ABSTRACT  
A MANET is an infrastructure-less type network, which consists of number of mobile nodes with 

wireless network interfaces In order to make communication among nodes, the nodes dynamically 

establish paths among one another The nature and structure of such networks makes it attractive 

to various types of attackers. Security is a major concern for protected communication between 

mobile nodes. MANET has no clear line of defense, so, it is accessible to both legitimate network 

users and malicious attackers This paper evaluates the impact of some adversary attack on mobile 

Ad Hoc Network (MANET) system. For the future reference, the author will make an attempt to 

introduce some efficient security techniques to provide robust security solution 
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1. INTRODUCTION 

A mobile ad-hoc network (MANET) is a self-configuring infrastructure less network of mobile 

devices connected by wireless. It is a set of wireless devices called wireless nodes, which 

dynamically connect and transfer information. Each node in a MANET is free to move 

Independently in any direction, and will therefore change its links to other devices frequently; each 

must forward traffic unrelated to its own use, and therefore be a router. The MANET network 

enables servers and clients to communicate in a non-fixed topology area and it’s used in a variety 

of applications and fast growing networks. With the increasing number of mobile devices, 

providing the computing power and connectivity to run applications like multiplayer games or 

collaborative work tools, MANETs are getting more and more important as they meet the 

requirements of today’s users to connect and interact spontaneously.  
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Figure1.  Mobile ad-hoc network 

 

1.1 Characteristics 

 The nodes can join or leave the network anytime, making the network topology dynamic 

in nature 

 Mobile nodes are characterized with less memory, power and light weight features  

 The reliability, efficiency, stability and capacity of wireless links are often inferior when 

compared with wired links. This shows the fluctuating link bandwidth of wireless links. 

 Mobile and spontaneous behavior which demands minimum human intervention to 

configure the network 

 All nodes have identical features with similar responsibilities and capabilities and hence it 

forms a completely symmetric environment. 

 High user density and large level of user mobility. 

 Nodal connectivity is intermittent. 

 

1.2 Applications. 

 Military Networks: The latest digital military fields demand strong and consistent 

communication in different forms. Mostly devices are deployed in moving military 

vehicles, tanks, trucks etc which can share information randomly among them. 

 Sensor Networks: One more application of MANETs is the Sensor Networks. It is a 

network which consists of a large number of devices or nodes called sensors, which sense 

a particular incoming signal and transmit it to appropriate destination node.  

 Automotive Applications: Automotive networks are extensively discussed currently. 

Vehicles should be enabled to communicate on the road with each other and with traffic 

lights forming ad-hoc networks of diverse sizes. This network will provide drivers with 

information about the road conditions, traffic congestions and accident-ahead warnings 

which help in optimizing the traffic flow. 

 

2. SECURITY IN MANET 

Mobile Ad-hoc Network (MANET) is different from the traditional wired networks due to its 

mobility, infrastructure less topology and the absence of central authority in the network. Any 

system that has to be protected might have weaknesses or vulnerabilities, some or all of which may 

be targeted by an attacker. Hence, one approach to designing security mechanisms for systems is 

to look at the threats that the system faces and the attacks possible given the vulnerabilities. The 
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design security mechanisms should then ensure that the system is secure in the light of these 

threats, attacks, and vulnerabilities. 

The following section of this paper gives brief description about the vulnerabilities and attack. 

 

3. VULNERABILITIES 

The vulnerabilities of MANETs are summarized below 

 Wireless links: First of all, the use of wireless links makes the network susceptible to 

attacks such as eavesdropping and active interference. Unlike wired networks, attackers do 

not need physical access to the network to carry out these attacks. 

 Dynamic topology: MANET nodes can leave and join the network, and move 

independently. As a result, the network topology can change frequently. It is difficult to 

differentiate normal behavior of the network from anomaly/malicious behavior in this 

dynamic environment. 

 Co-operativeness: Routing algorithms for MANETSs usually assume that nodes are 

cooperative and non malicious. As a result, a malicious attacker can easily become an 

important routing agent and disrupt network operations by disobeying the protocol 

specifications. 

 Lack of clear line of defense: MANETs do not have a clear line of defense; attacks can 

come from all directions. The boundary that separates the inside network from the outside 

world is not very clear on MANETs. 

 Limited resources: Resource constraints are a further vulnerability. There can be variety 

of devices on MANETs, ranging from laptops to handheld devices such as PDAs and 

mobile phones. These will generally have different computing and storage capacities that 

can be the focus of new attacks. 

 

4. ATTACKS 

MANETs often experience unusual security attacks because of their following features such as 

dynamically changing topology, lack of central monitoring, mutual algorithms and absence of a 

centralized certification authority etc. Generally mobile ad hoc networks are affected by two kinds 

of attacks which are classified as passive and active. Passive attacks do not affect the functionality 

of network, but may attempt to find out vital information by listening to traffic. It is difficult to 

identify such attacks as under these attacks the network operates normally. These attacks basically 

obtain critical routing information through sniffing. Such attacks are usually complex to identify 

and protection against such attacks is also difficult. Moreover, it is sometimes not even possible to 

trace the exact location of the attacker node. Generally, such type of attacks is prevented with the 

help of encryption. On the other hand,  

The characteristics of MANETs make them susceptible to many new attacks. At the top level 

attacks can be classified according to network protocol stacks. Table 1 gives a few examples of 

attacks at each layer. Some attacks could occur in any layer of the network protocol stack, e.g. 

jamming at physical layer, hello flood at network layer, and SYN flood at transport layer are all 

DoS attacks. Because new routing protocols introduce new forms of attacks on MANETs, 
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Table 1. Some Attacks on the Protocol Stack 

 

LAYERS ATTACKS 

 

Application layer 

 

Data corruption, viruses and worms 

 

Transport layer 

 

TCP/UDP SYN flood 

 

Network layer 

 

Hello flood, black hole, worm hole 

 

Data link layer 

 

Monitoring, traffic analysis 

 

Physical layer 

 

Eavesdropping, active interference 

 

4.1 Active Attacks 

They aim to modify the transmitted data by adding random packets and force to interrupt the 

operation of network. The main purpose is to pull all packets towards the attacker for analysis or 

to obstruct the network communication. Such attacks can be detected and the nodes can be 

identified. Passive attacks can be debarred using various encryption mechanisms. Only active 

attacks can be accepted out at routing level. These can either be inner outer. Inner attacks can be 

passive and active 

 

4.1.1 Spoofing 

Spoofing attack is one of   the most vulnerable attacks, in this attack the attacker attempts to acquire 

the identity of a legitimate user in wireless network. Masquerading as a legitimate user allows the 

malicious user to avail of services that are normally restricted to legitimate users and become an 

authorized entity in the network. The goal of this attack is to establish a connection that will allow 

the attacker to gain access to the other hosts and their sensitive data 

 

 
Figure2. Spoofing 

4.1.2 Fabrication 
In such attacks instead of modifying or interrupting the existing routing packets in the networks, 

malicious nodes also could fabricate their own packets to cause chaos in the network operations. 

They could launch the message fabrication attacks by injecting huge packets into the networks 

such as in the sleep deprivation attacks,  
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However message fabrication attacks are not only launch by the malicious nodes. Such attacks 

also might come from the internal misbehaving nodes 

 

 
Figure 3. Fabrication Attack 

 

4.1.3 Modification 
In this type of attack, malicious node performs some modification in the routing, so that sender 

sends the message through the long route. This cause time delay and communication delay is 

occurred between sender and receiver. 

 
Figure 4. Modification Attack 

 

4.1.4 Denial of services 
In this type of attack, malicious node sending the message to the node and consume the bandwidth 

of the network. The aim of malicious node is to be busy to the network node. This way, if a message 

from the authorized node will come, then receiver will not receive the message because he is busy 

and beginner has to wait for the receiver response. 

 
Figure 5. Denial of Services Attack 

 

4.1.5 Sinkhole 
It is a service attack that prevents the base station from obtaining complete and correct information 

. In sinkhole attack, a compromised node tries to attract the data to it from his all neighboring node. 

Selective forwarding, modification or even dropping of data can be done by the sinkhole attack  

 
Figure 6. Sinkhole Attack 
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4.3.6 Sybil 

Sybil attack refers to the multiple copies of malicious nodes. It can be happen, if the malicious 

node shares its secret key with other malicious nodes. This way the number of malicious node is 

increased in the network and the probability of the attack is also increased. If we use the multipath 

routing, then the possibility of choosing a path in the network, those contain the malicious node 

will be increased 

 

 
Figure 7. Sybil Attack 

 

4.2. Passive attacks  
They are unauthorized disruption of the routing packets and active attack is from outside sources 

to degrade or damage message flow within the network nodes. 

   In order to combat these attacks a secure ad hoc environment should provide confidentiality, 

integrity, authenticity, availability and non-repudiation. 

 

 4.2.1 Snooping 
Snooping is unauthorized access to another person's data. It is similar to eavesdropping but is not 

necessarily limited to gaining access to data during its transmission. Snooping can include casual 

observance of an e-mail that appears on another's computer screen or watching what someone else 

is typing. More sophisticated snooping uses software programs to remotely monitor activity on a 

computer or network device. Malicious hackers (crackers) frequently use snooping techniques to 

monitor key strokes, capture passwords and login information and to intercept e-mail and other 

private communications and data transmissions. Corporations sometimes snoop on employees 

legitimately to monitor their use of business computers and track Internet usage. Governments 

may snoop on individuals to collect information and prevent crime and terrorism. Although 

snooping has a negative aspect in general but in computer technology snooping can refer to any 

program or utility that performs a monitoring function. For example, a snoop server is used to 

capture network traffic for analysis, and the snooping protocol monitors information on a computer 

bus to ensure efficient processing. 

 

4.2.2 Traffic Analysis 

In this type of attack, an attacker tries to sense the communication path between the sender and 

receiver. This way attacker found the amount of data which is travel between the route of sender 

and receiver. There is no alteration in data by the traffic analysis. 

 

4.2.3 Monitoring 

Monitoring is a passive attack in which attacker can see the confidential data, but he cannot change 

the data or cannot modify the data. 
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4.2.4 Eavesdropping 

Eavesdropping is a passive attack, which occurred in the mobile ad-hoc network. The aim of 

eavesdropping is to find some secret or confidential information that should be kept secret during 

the communication. This confidential information may be private or public key of sender or 

receiver or any password. 

 

5. SOME MORE ATTACKS 

5.1 Black Hole Attack 

Black hole attack is also an important and suspicious attack in mobile ad hoc networks. It sends 

fake or false routing information to the source node that it has fresh routing path from source to 

destination. In on-demand routing protocol, if a source node S starts to send route request(RREQ) 

packets to initiate the transmission. At that time, S sends route request packets to its neighbors. 

They are forwarding the packets to their neighbors. In this way the route request packets are sent 

up to the destination. In black hole attack, the attacker captures the route request packets and sends 

route reply(RREP) packets back to the source node S that it has the fresh route from S to destination 

D. Source node S discards the other route reply packets that are coming from other route. After 

getting the route reply from attacker node, S decides to send the further data along that path. But 

the data is transmitted only to the attacker node. And attacker node will decide whether the data 

may 

 

 
Figure 8. Black hole Attack 

 

5.2. Rushing Attack 

In rushing attack, an attacker comes between the route of sender and receiver. When sender send 

packet to the receiver, then attacker intercept the packet and forward to receiver. Attacker performs 

duplicate suppression mechanism and then sends the duplicate to the receiver again and again. 

Receiver assumes that packets come from sender so that receiver will be busy continuously. This 

way, it reduces the efficiency of receiver. 

 

5.3. Replay Attack 

It is a network attack in which a malicious node may repeat the data or delayed the data. This can 

be done by originator who intercept the data and retransmit it. Suppose node S want to send some 

data to R. For this S has to prove his identity to R. This way S sends his password to R for 

identification. At that time, an attacker intercept the password of S and a presenting itself as S, 

when asked for the proof of identity. A sends S password read from the last session, which R 

accepts. 
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5.4. Byzantine Attack 

A compromised intermediate node work alone or a set of compromised intermediate node works 

between the sender and receiver and perform some changes such as creating routing loops, 

forwarding packet through non optimal 

path or selectively dropping packet, which result in disruption or degradation of routing services 

 

5.5. Location Disclosure Attack 
Malicious node collects the information about the node and about the route by computing and 

monitoring the traffic. This way malicious node may perform more attack on the network 

 

5.6 Worm Hole Attack 

Wormhole attack is a silent and severe type of  attack since it simply copies the packet at one  

location and replays them at different location or within the same network. So, in wormhole attack, 

there are two neighbor malicious nodes. A wormhole attack is a particularly severe attack on 

MANET routing where two attackers connected by a high-speed off-channel link called the 

wormhole link. The wormhole link can be established by using a network cable and any form of 

―wired‖ link technology or a long-range wireless transmission in a different band. The end-point 

of this link (wormhole nodes) is equipped with radio transceivers compatible with the ad hoc or 

sensor network to be attacked. Once the wormhole link is established, the adversary record the 

wireless data they overhear, forward it to each other, and replays the packets through the wormhole 

link at the other end of the network. Replaying valid network messages at improper places, 

wormhole attackers can make far apart nodes believe they are immediate neighbors, and force all 

communications between affected nodes to go though them  

 

 
Figure 9. Wormhole Attack 

 

6. CONCLUSION 

In this paper, we have analyzed the security threats an ad-hoc network faces and presented the 

security objective that need to be achieved. On one hand, the security-sensitive applications of an 

ad-hoc networks require high degree of security on the other hand, ad-hoc network are inherently 

vulnerable to security attacks. Therefore, there is a need to make them more secure and robust to 

adapt to the demanding requirements of these networks. The flexibility, ease and speed with which 

these networks can be set up imply they will gain wider application. This leaves Ad-hoc networks 

wide open for research to meet these demanding application. The research on MANET security is 

still in its early stage. 

 

7. FUTURE SCOPE 

The security assurance is very important and a  must part of every organized network especially 

for those based on mobile ad-hoc networking. The security issues can be challenged and reduced 
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by using effective security mechanisms to challenge attacks and malicious activities. This motive 

can be attained by adopting efficient security techniques in MANET  by which we can upgrade 

the performance and security levels can be achieved 
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