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ABSTRACT: 

The Internet of Things (IoT) is becoming one of the milestones in the era of communication 

and networking which is going to determine future of IT. The Internet of Things (IoT) 

provides connection to users on anywhere, anything, anytime basis, which leads to concern 

subject of security and privacy. In Internet of Things services are provided using centralized 

architecture where central entities acquire, process and provide information. In this paper we 

have focused the security issues for Internet of Things. 
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INTRODUCTION: 

Internet of Things (IoT) is taking the communication world at a new level where objects are 

integrated into communication network to provide intelligent and advanced services to human 

beings. The devices such as sensors or mobile applications senses, monitors and gathers different 

types of data. 

The collected data is processed and analyzed in order to mine useful information to enable 

intelligent and ubiquitous services. IoT is coming with intelligent and attractive package of next 

generation networking paradigm and service infrastructure. Various applications and services of 

IoT have been emerging into markets in broad areas, e.g., surveillance, healthcare, security, 

transport, food-safety, and distant object monitor and control. 

The important characteristics of IoT are Intelligence, Connectivity, Sensing, Expressing, 

Energy and Safety. Intelligence can be defined as the ability to analyze the data and finding 

useful information also ability to collect the data that is needed for particular application as 

billions of computers and devices are connected to each other. Analysis of correct data with 

correlation with application is required. Sensing is nothing but to detect the transmission of data 

and finding the usefulness for the human social network. Expressing can be defined as striking 

the results of aggregation, fusion and analysis whenever user demands for it with minimum 

response time. 

Energy defines the usefulness of IoT as it is required for collection of data, analysis and 

evaluating the usefulness. Minimum energy consumption with accurate expression enhances 

quality of IoT. Safety is another important characteristic of IoT as billions of devices are using 

internet as service. Data security and network security are essential parameters of safety in IoT. 
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It proposes different attractive features for networking however some key issues like reliability, 

privacy, dependability, ability and security becomes important part of success of IoT. 

General IoT system is divided into three layers a physical perception layer, a network layer and 

application layer. 

a) Physical perception layer 

It concerns with the physical environment and a human social life. The function of this 

layer is to collect the data using sensor , sensing gateways and mobile devices.  

b) Network layer  

The primary function of network layer is routing the data to destination with accuracy. 

The function of this layer is to collect the data from different devices at different location 

and performs operation like aggregation, fusion and mining. 

c) Application layer 

An application layer offers context- aware intelligent services in a pervasive manner. 

Each layer is intrinsically connected with other layers through cyber-physical 

social characteristics (Ning et al., 2013). A success of IoT not only depends on reliable 

cooperation of layers but also depends on performance of whole system as single unit 

ensuring security, privacy and other trust-related properties. 

The security of Internet of things is measured by considering data security, networking 

security and application security which is discussed in detail in following sections. 

The rest of the paper is organized as follows: In  architectural of IoT , Components of IoT 

and Security issues are discussed in last section. 
 

 

ARCHITECTURE OF IoT 
 

The architecture of IoT is open architecture which uses open protocol used to support existing 

networking protocols. The IoT architecture supports scalability and security. Architecture 

focuses on five layer structure [12]. The base layer consists of different types of sensor gateways, 

RFID readers and different types of trans-receivers. A variety of sensor nodes sensing the 

relevant information of the target environment and pass it to the nearest gateway, then gateway 

submit the data which collected via the Internet to background processing platform. 

The base layer is also responsible for keeping the log of resource usage and available resource 

for incoming requests. Information processing layer consists of 2G/3G communication network 

and Broadcast network for communication. At resource layer, resource scheduling, resource 

management and resource monitoring is performed. Resource layer is responsible for 

coordination of work between various resources and achieve cross domain interactions between 

resources. 

Intelligent layer consist of intelligent processing, cloud computing and data storage. In this layer 

data is stored at data storage which is collected from various sensors and trans-receivers. The 

data stored at storage has to undergo various operations like data cleaning, data transformation 

and intelligent processing. 

 

 



International Journal of Computer Application                                                       Issue 4, Volume 3 (May-June 2014)                                                                                                                  

Available online on http://www.rspublication.com/ijca/ijca_index.htm                                              ISSN: 2250-1797 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com  Page 14 
 

 

 
 

Figure 1. Architecture of Internet of Things [12] 

 

Application layer: After analyzing and processing the sensing data, application layer using these 

data to provide users with a variety of different types of services. IoT application can be divided 

into network monitoring (logistics, pollution control), control type (intelligent transportation, 

intelligent household), scanning type (mobile purse, highway no parking fees), etc [12]. In 

addition, the IoT should also include some support technologies such as network security, fault-

tolerant mechanism and quality control which throughout all levels to provide application 

support. The network part contains layer like sensors and control layers, network layer, resource 

management layer, information processing layer and application layer.  

The network layer is responsible for not only intelligent routing but also it is responsible for 

address translation and effective delivery of information to information demanding device. It is 

also responsible for the different types of networks integration, such as Internet, Mobile 

Communications Network, and Broadcast Television Network. 
 

I. IMPORTANT COMPONENTS OF IoT 

 

 
 

Figure 2: Components of IoT [12] 
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Internet of Things plays vital role in various aspects of communication over internet. The 

important parts of communication through Internet of things is sensing technology, power 

management, cloud computing, Network management, Identification etc. 

 

a) Identification technology 

 

Internet of Things is a big network it contains large number of components, various 

intelligent equipment forms a network through interconnection ways. IoT technology 

primary goal is to recognize things. Identification technology is associated with the things, 

and it is used to unambiguously identify the object. The unique identification is given to all 

gathered things is encoded and digitized. There are many coding rules, such as EPC coding 

which used RFID technology, IPv4 and IPv6 which based on TCP/IP. As Internet of things 

is used throughout the globe; a standard protocol is needed in future for coding, mapping 

between coding and services. 

Radio Frequency Identification (RFID) is technology to identify the targets and gather data 

through radio frequency signal. FID tag technology has ability to uniquely identify object, 

ensure the location and managed correct in communications and information processing. 

IPV6 protocol based on TCP/IP uses stateless address provides massive number of IP 

addresses to overcome shortage of IP address of IPV4.  

 

b) Sensing technology 

 

The aim of IoT is to deal with data. Data generation, access, transmission, processing and 

application are the important components of IoT. In the IoT, based on sensing devices 

including RFID, sensors, infrared devices, global positioning system devices, the real-time 

data are acquired to terminal. Sensor can detect external environmental signals, including 

heat, power, light, electricity, sound and others, they can provide the raw data which for 

data transmission, processing and application in IoT. It achieved the dynamic information 

access of things, so that "things" have the ability to sense the external world.  

The function of sensing devices are to collect information on surrounding environment and 

transfer the data to nearby storage device using corresponding WSN networking protocol. 

The goal of design network protocol is to meet the application requirements while 

minimizing network overhead, improving system throughput and improving the overall 

utilization of resources. The WSN networking protocol [3] deals with routing the data and 

MAC layer. WSN also deals with the time synchronization, node localization, data fusion, 

quality of service assurance and network management.  

The node localization is related to distance positioning, materials tracking and other fields. 

As sensing devices are used to locate devices and gather information the environmental 

monitoring must guarantee that the node will not come under any attack and collect the 

false information. At this level security is maintained through key management, 

authentication and data encryption. 
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c) Communication and network integration technology 

 

The backbone of IoT is transmission of data from different devices through different 

location. The information gathering is process of collecting data from different types of 

network and different types of devices. 

A strong integration of network is needed for transmission of data without violating the 

originality of data. Different types of network like 2G/3G network, mobile communication, 

Television network, broadcasting network exists in world for internet usage. A strong 

synchronization and integration of network can increase efficiency of IoT. 

 

d) Intelligent information processing technology 

 

In the Internet of Things sensing devices senses data from different types of 

communications and transfer to nearby storage devices using different networking 

protocols. Intelligent information processing technology combines the intelligent 

computation, data mining, optimized algorithm, machine learning to process the data and 

deliver results to user. The result generated by data processing must be useful to user and 

therefore smart processing is needed. Collected data must be cleaned in user specific 

format. Redundant information should be avoided for efficient result generation. ACID 

properties should be maintained which can be violated during transmission of data from 

one location to another. 

 

SECURITY ISSUES OF IoT 

 

Internet of Things is concerned with communication in network through globe. Security will 

be a major concern wherever networks are deployed at large scale. The important components of 

Internet are sensing devices, networking components, data storage devices which can undergo 

different types of attack. The attack on component can mitigate the reliability of IoT. This 

section deals with security issues of Internet of things. 

  

a) Secure reprogrammable networks and Privacy  

 

The system can be attacked by disabling network, pushing erroneous data into 

network, accessing personal information; etc. The components like RFID [9], sensing 

devices, and cloud computing and data storages are vulnerable to such attacks. Out of all 

physical components RFID tags are most vulnerable as the role of RFID is to locate the 

devices and receive the data and transfer to nearby storage devices. Attacker can gain the 

location of the device through RFID tags and harm source and user devices. Attacker can 

introduce the erroneous data by attacking the RFID. This situation can be avoided by 

encrypting the storage location and transferring the encrypted data from one device to other. 

Stored plain data at data warehouse or any storage device can attract the attacker. 

Hence strong encryption algorithm can be used to encrypt data. Encrypted data is less 

vulnerable to attack. 

More security can be achieved by authenticating the devices that participating in Internet of 

Things.  
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Cloud computing provides economic view to Internet of Things. Presence of tools and 

security methods in cloud computing makes Internet of Things more secure. Private as well 

as public cloud can be used as part of Internet of Things. 

 

b) Illegal access 

 

Internet of Things means anything at anytime at anywhere which also attract attacker 

to attack data and other components. If anybody or entity accesses or controls any Thing 

without the permission of the owners, such access must be regarded as illegal.  

The outside attacker can monitor the authorized user by attacking RFID. Attacker can follow 

the steps followed by authorized user and can become part of IoT. On other hand a authorize 

user can obtain illegal access to other device which doesn’t have privilege to access it and 

can modify the data to hamper business of competitors.  

 

c) Centralized architecture 

 

The Internet of Things is centralized architecture where data can be gathered, 

processed, transferred centrally. All components of IoT are handled and controlled centrally. 

Attack on center can lead to failure of Internet of Things totally. A strong physical and 

logical protection can secure Internet of things. Increase in number of users can lead low 

performance as users’ requirements are also fulfilled centrally. Clone servers or proxy 

servers can provide solution to increase in users. 

 

d) Secure computation 

 

Data is gathered at data storage center for computation [10]. Depending on the function 

provided by the user, data is cleaned and mined with optimized data mining algorithm. 

Accurate selection of data mining algorithm can increase the trust over Internet of Things. 

Third party involvement in computation can increase vulnerability in architecture [11]. 

Hence secure authentication method and accurate selection of algorithm can increase 

reliability over IoT. Small mistake in selection of algorithm can produce vast adverse effect 

on computation. 

 

e) Networking Protocols 

 

Internet of Things is mechanism which is defined as service at anytime anywhere 

anything. Publically available data can be accessed and transferred to storage devices using 

networking 

protocols. A secure communication protocols like SSL can increase reliability of system. 

 

f) Internet Security 

 

IoT provides services at anytime, anywhere to users through internet. The 

applications that are used to access the internet can use TLS/SSL or IPSec technology [4] to 

encrypt user’s authorization details [8]. But the hackers can access those details by capturing 

or sniffing packages installed on intermediate host. An application like browsers uses XML 
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encrypted messages does not need to decrypt at intermediated hosts.  Users use application 

program and set of interfaces to access system. Weak interfaces and APIs are the first 

attractive attribute for attackers. Strong API and interfaces with secured protocols will 

mitigate the problem of intruders. 

 

g) Denial of Service (DoS) attacks 

 

Availability is most attractive package from IoT to their customers. Denial of service 

(DoS) [2] is associated with network layer attack flooding infrastructure in order to cause 

critical components to fail or to consume all available hardware resources. Accessing all 

resources by one of the customer will prevent access to resource from other customers 

creates situation like deadlock is other aspects of denial of service. Some security 

professionals have argued that the IoT is more vulnerable to DoS attacks, because it is shared 

by many users, which makes DoS attacks much more damaging, attacks that deprive other 

customers of system resources such as thread execution time, memory, storage requests and 

network interfaces can cause targeted DoS [1]. 

Flooding or denial of service attack arises due to excess request of service from unauthorized 

user or from authorized user. This attack can be mitigated by monitoring request from user. 

Duplicated request messages or undefined requests should be deleted prior to request 

processing. IP based request processing can mitigate denial of service or flooding attack. A 

token based request message should be regulated for secure request reply service. 

 

h) Quality of Service  

 

Heterogeneous networks are (by default) multi-service; providing more than one distinct 

application or service. This implies not only multiple traffic types within the network, but 

also the ability of a single network to support all applications without QoS compromise [6]. 

There are two application classes: throughput and delay tolerant elastic traffic of  and the 

bandwidth and delay sensitive inelastic traffic which can be further discriminated by data-

related applications with different QoS requirements. Therefore, a controlled, optimal 

approach to serve different network traffics, each with its own application QoS needs is 

required [7]. It is not easy to provide QoS guarantees in wireless networks, as segments often 

constitute ‗gaps‘ in resource guarantee due to resource allocation and management ability 

constraints in shared wireless media. Quality of Service in cloud Computing is another major 

research area which will require more and more attention as the data and tools become 

available on clouds. Dynamic scheduling and resource allocation algorithms based on 

particle swarm optimization are being developed. For high capacity applications and as IoT 

grows, this could become a bottleneck. 

 

 

CONCLUSION: 

Internet of Things is a move towards a big achievement in communication network, but there 

also exist many problems at same time. To deal with large network strong resource management 

and planning is required. A industry plan with any good technology, if there is no reasonable 

planning and business model to support the operation, it is difficult to sustainable development. 

A standard protocol for system can build strong bridge between demand and fulfillment. The 
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future of IoT will no longer be limited to a specific area, it will be a cross-product which 

between different industry and different disciplines.  

These security threats can be considered for designing well approached Internet of Things. 

The solutions suggested in this paper can be used to mitigate or cut off the attacks on the system. 
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