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 ABSTRACT 

 

This paper is presented to find the optimal route in Ad-hoc network which by using PSO 

algorithm. In our work we have further used fuzzy technique on our PSO based network to 

obtain the results in a best manner. The paper presents the technique to optimize the routing 

process and to avoid rerouting in mobile network. The system will give an improved routing 

approach in terms of efficiency and reliability. The proposed work is about to identify the broken 

link problem in a Mobile Network. The Network can be Wired or the Wireless. But in both cases 

it should be dynamic in nature.  The system will generate a new routing approach that will 

remove the broken link from the path and generate a new Compromising path dynamically. Here 

PSO based attack preventive path will be detected. Approach will improve the path as well as 

improve the security in case of bad node over the network. The results are simulated on the 

MATLAB environment.  
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1. INTRODUCTION 

A Wireless Mobile Network is the cooperative engagement of a collection of mobile nodes 

without the required intervention of any centralized access point or existing infrastructure. 

Designing a fool proof security for ad hoc network is a challenging task due to its unique 
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characteristics such as, lack of central authority, frequent topology changes, rapid node mobility, 

shared radio channel and limited availability of resources. While the term wireless network may 

technically be used to refer to any type of network that is wireless, the term is most commonly 

used to refer to a telecommunications network whose interconnections between nodes is 

implemented without the use of wires, such as a computer network (which is a type of 

communications network).  

The Institute for Electrical and Electronic Engineers (IEEE) has been involved in the 

development of wireless LAN standards for the last seven years. Finally IEEE has evolved with a 

version of standard to be used for wireless networks named as IEEE 802.11 in 1997. Wireless 

networks refer to those networks that make use of radio waves or microwaves in order to 

establish communication between the devices. Wireless networks can be classified in two types: 

Infrastructure network and Infrastructure less (ad hoc) networks. These are defined as 

Infrastructure Networks and Infrastructure-less Networks. 

A mobile ad-hoc network (MANET) is a self-configuring infrastructure less network of mobile 

devices connected by wireless. It is a set of wireless devices called wireless nodes, which 

dynamically connect and transfer information. Each node in a MANET is free to move 

independently in any direction and will therefore change its links to other devices frequently, 

each must forward traffic unrelated to its own use, and therefore be a router. The MANET 

network enables servers and clients to communicate in a non-fixed topology area and it is used in 

a variety of applications and fast growing networks. With  the  increasing  number of mobile 

devices, providing the computing power and connectivity to run  applications  like  multiplayer  

games  or  collaborative  work  tools. MANETs are getting more and more important as they 

meet the requirements of today’s users to connect and interact spontaneously.  A basic diagram 

of Mobile Adhoc Network is shown in figure. 

 

Fig. 1 A Mobile- Adhoc Network 
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2. APPLICATIONS 

Some of the typical applications include:  

1) Military battlefield: Ad-Hoc networking would allow the military to take advantage of 

commonplace network technology to maintain an information network between the soldiers, 

vehicles, and military information head quarter. 

2) Collaborative work: For some business environments, the need for collaborative computing 

might be more important outside office environments than inside and where people do need to 

have outside meetings to cooperate and exchange information on a given project.  

3) Local level: Ad-Hoc networks can autonomously link an instant and temporary multimedia 

network using notebook computers to spread and share information among participants at a e.g. 

conference or classroom. Another appropriate local level application might be in home networks 

where devices can communicate directly to exchange information.  

4) Personal area network and Bluetooth: A personal area network is a short range, localized 

network where nodes are usually associated with a given person. Short-range MANET such as 

Bluetooth can simplify the inter communication between various mobile devices such as a 

laptop, and a mobile phone.  

5) Commercial Sector: Ad hoc can be used in emergency/rescue operations for disaster relief 

efforts, e.g. in fire, flood, or earthquake. Emergency rescue operations must take place where 

non-existing or damaged communications infrastructure and rapid deployment of a 

communication network is needed. 

 

3. LITERATURE SURVEY 

In Year 2010, Maumita Bandyopadhyay performed a work,” Zone Based Ant Colony Routing 

In Mobile Ad-hoc Network”.  Ant colony optimization (ACO) is a stochastic approach for 

solving combinatorial optimization problems like routing in computer networks. Zone based 

routing algorithms is build on the concept of individual node's position for routing of packets in 

mobile ad-hoc networks. Here the nodes' position can be further utilized to discover routes by the 

Ants in optimized way. Position based routing algorithms (POSANT) had some significant 

loopholes to find route (source to destination) like it never guarantees the route would be the 

shortest one, in cases while it is able to find it. On the contrary, routing algorithms which are 

based on ant colony optimization find routing paths that are close in length to the shortest paths. 
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The drawback of these algorithms is the large number of control messages that needs to be sent 

or the long delay before the routes are established from a source to a destination. The author in 

this paper has used Zone based ANT colony using Clustering which assures to find shortest route 

using the DIR principle (In this principle, the source or intermediate node transmits message to 

several neighbors and the node whose direction is closest to the direction of destination gets 

selected as the next hop forwarding node.) together with minimum overhead for route discovery 

and mobility management. Here, it is being proposed a new routing algorithm for mobile ad hoc 

network by combining the concept of Ant Colony approach and Zone based routing approach 

using clustering to get shortest path with small number of control messages to minimize the 

overhead. Simulations show that Zone Based 

ant colony routing algorithm has relatively short route establishment overhead than other zone 

based ant colony algorithms in highly mobile scenarios. 

Ahmed A. A. Zakzouk performed a work,” An Ant Colony Optimization Approach for 

Solving Shortest Path Problem with Fuzzy Constraints”. This paper proposed an Ant Colony 

Optimization Approach (ACO) to solve the shortest path problem, especially with fuzzy 

constraints. The proposed algorithm consists of five sequential steps. The first step is to 

determine the number of possible paths from the source to the target. The second step calculates 

the probability of each path of possible paths. The third step calculates the expected number of 

ants through each path of possible paths then calculates in the fourth step the new trail of each 

weight component for each path of possible paths, which leads to the final step to calculate the 

average trail of each path. 

In Year 2010, Afshin Ghanizadeh performed a work,” A Fuzzy-Particle Swarm Optimization 

Based Algorithm for Solving Shortest Path Problem”. In this paper, an efficient particle 

swarm optimization (PSO) algorithm based on fuzzy logic for solving the single source shortest 

path problem (SPP) is proposed. A particle encoding/decoding scheme has been devised for 

particle-representation of the SPP parameters, which is free of the previously randomized path 

construction methods in computational problems like the SPP .The search capability of PSO is 

diversified by hybridizing the PSO with fuzzy logic. The local optimums will not be the point of 

convergence for the particles and the global optimum will be found in a shorter period of time if 

the PSO is correctly modified using fuzzy logic rules. 
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In Year 2010, Yanfang Deng performed a work,” Dynamic Shortest Path in Stochastic Traffic 

Networks Based on Fluid Neural Network and Particle Swarm Optimization”. The shortest 

path algorithm is critical for dynamic traffic assignment and for the realization of route guidance 

in intelligent transportation systems (ITS). In this paper, a hybrid Particle Swarm Optimization 

(PSO) algorithm combined fluid neural network (FNN) to search for the shortest path in 

stochastic traffic networks is introduced. The algorithm overcomes the weight coefficient 

symmetry restrictions of the traditional FNN and disadvantage of easily getting into a local 

optimum for PSO algorithm. Simulation experiments have been carried out on different traffic 

network topologies consisting of 15-70 nodes and the results showed that the proposed approach 

can find the optimal path with good success rates and also can find closer sub-optimal paths with 

high success ratio for all the tested traffic networks. At the same time, the hybrid algorithms 

improve greatly the efficiency of the convergence of the fluid neuron network, and decrease the 

computation time of optimization path. 

 

4. PATH SELECTION ALGORITHM 

A key issue in MANETs is the necessity that the routing protocols must be able to respond 

rapidly to topological changes in the network while keeping minimum control traffic. The 

routing in MANETs depends on the cooperation of intermediate nodes. All the nodes of these 

networks behave as routers and take part in discovery and maintenance of routes. There are 

several existing protocols to address the problems of routing in mobile adhoc networks. Such 

protocols are divided into two classes, depending on when a node acquires a route to a 

destination. 

1. Proactive protocols continuously learn the topology of the network by exchanging 

topological information among the network nodes. Thus, when there is a need for a route to a 

destination, such route information is available immediately. The early proactive protocols were 

based on the Distributed Bellman-Ford (DBF) algorithm. Another example is the Optimized 

Link State Routing protocol (OLSR) which proposes application of the Link State protocols to 

the ad hoc environment. These protocols are also known as Table driven routing protocols. 

2. Reactive protocols are characterized by nodes acquiring and maintaining routes on-demand. 

In general, when a route to an unknown destination is required by a node, a query is flooded onto 

the network and replies, containing possible routes to the destination, are returned. As such, such 
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protocols are often also referred to as on demand. Examples of reactive protocols include the 

Temporally Ordered Routing Algorithm (TORA), the Dynamic Source 

Routing (DSR), and Ad hoc On Demand Distance Vector (AODV). 

AODV is designed to improve upon the performance characteristics of proactive protocols like 

Destination-Sequenced Distance-Vector (DSDV) in the creation and maintenance of routes. 

AODV decreases the control overhead by minimizing the number of broadcasts using a pure on-

demand route acquisition method.  

4.1 Route Discovery 

A route discovery process is initiated when a node requires communicating with a node for 

which it has no route by broadcasting a Route Request (RREQ) packet. RREQ packet contains 

source IP address, source’s current sequence number; broadcast-ID, destination IP address, 

destination’s last sequence number, and hop-count. Hop-Count is initially 0 and is incremented 

by each node as it forwards the RREQ towards the destination. The broadcast ID is incremented 

each time the source node initiates RREQ. The sequence numbers are used to determine the 

timeliness of each data packet and the broadcast ID & the IP address together form a unique 

identifier for RREQ so as to uniquely identify each request. An intermediate node upon receiving 

a RREQ first checks that whether RREQ is received over a bi directional link. Then the node 

matches with already processed RREQ. If it is same, the packet is discarded, otherwise it does 

the following: 

1. The node checks if it has a route entry for the destination. If it has a routing table entry for the 

destination then it replies to the source only if the destination sequence number in RREQ is 

greater than the destination sequence number in its route table otherwise it rebroadcasts the 

RREQ packet,  

2. Reverse Path is established as the RREQ traverses towards the Destination. The process is 

described in Fig.2 and 3, where the direction arrow indicates the movement of packets: 

When the destination node or an intermediate node with a route to the destination receives the 

RREQ, it creates the RREP and unicasts the same towards the source node using the node from 

which it received the RREQ as the next hop. When RREP is routed back along the reverse path 

and received by an intermediate node, it sets up a forward path entry to the destination in its 

routing table. When the RREP reaches the source node, it means a route from source to the 

destination has been established and the source node can begin the data transmission. 
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A neighbor is considered active (for a destination) if it originates or relays at least one packet for 

the destination within the most recent active timeout period. This is maintained so that all active 

source nodes can be notified when a link along a path to destination breaks. When a new route is 

presented, the route entry is updated based on hop-count and sequence numbers. If the source 

node moves, the route discovery procedure is reinitiated to find the new route to destination. 

 

 

 

  

 

                              S                                                                  D     

 

Fig 2: Propagation of the RREQ from Source ‘S’ to Dest. ‘D’ 

 

If some intermediate node or the destination moves, a special Route Reply (RREP) message is 

sent towards the source containing a new sequence number (one greater than the previously 

known sequence number) and hop- count to infinity. 

 

 

 

 

                                      S                                                                 D 

 

Figure 3: Propagation of the RREP from Dest. ‘D’ to Source S. 

 

The subsequent nodes relay it until it reaches source, which then initiates a new route 

discovery procedure if required. 
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4.2 ROUTE MAINTENANCE 

In a MANET, a route may break due to node movement. To increase the successful data 

transmission ratio, local repair can be performed on the upstream node of a broken link. If the 

destination node is not farther than a certain limit, the upstream node of the broken link sends a 

RREQ packet to the destination. If the local repair request is successful, a RREP packet is 

returned with a valid route to the destination. If the node that initiated the request does not 

receive a RREP packet after a certain period of time, the local repair request fails and a Route 

Error (RERR) packet is sent to the source node. The RERR packet includes all the unreachable 

destinations and their known sequence number. When a node receives a RERR packet, it 

invalidates the related routes in its routing table and forwards the RERR packet to the previous 

hop nodes. In this manner, the RERR packet is forwarded to the source node. After the source 

node receives the RERR packet, it may initiate route discovery if it still needs a route. 

Among the benefits of AODV protocol is that it favors the least congested route instead of the 

shortest route and it also supports both unicast and multicast packet transmissions. It also 

responds very quickly to the topological changes that affects the active routes. AODV does not 

put any additional overhead on data packets as it does not make use of source routing. The 

limitation of AODV protocol is that it expects that the nodes in the broadcast medium could 

detect each others’ broadcasts.  It is also possible that a valid route is expired and the 

determination of a reasonable expiry time is difficult. The reason behind this is that the nodes are 

mobile and their sending rates may differ widely and can change dynamically from node to node. 

In addition, as the size of network grows, various performance metrics begin decreasing. AODV 

is vulnerable to various kinds of attacks as it based on the assumption that all nodes must 

cooperate and without their cooperation no route can be established. 

 

5. PARTICLE SWARM OPTIMIZATION  

In computer science, particle swarm optimization (PSO) is a computational method 

that optimizes a problem by iteratively trying to improve a candidate solution with regard to a 

given measure of quality.  

PSO optimizes a problem by having a population of candidate solutions, here and moving these 

particles around in the search-space according to simple mathematical formulae over the 

particle's position and other parameter. 
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Each particle's movement is influenced by its local best known position but, is also guided 

toward the best known positions in the search-space, which are updated as better positions are 

found by other particles. This is expected to move the swarm toward the best solutions. 

Particle Swarm Optimization (PSO) is another effective meta-heuristic approach to solve search 

space network problems with a priority encoding method being applied to represent valid paths 

for the routing paths. Furthermore, PSO has no evolution operators such as GA crossover and 

mutation but finds the optimum solution by using the specifications of the best particle such as 

velocity and position. 

The algorithm was simplified and it was observed to be performing optimization. PSO is a meta-

heuristic as it makes few or no assumptions about the problem being optimized and can search 

very large spaces of candidate solutions. PSO is used on optimization problems that are partially 

irregular, noisy and change over time.  

PSO is a population-based stochastic approach, categorized under swarm intelligence, for the 

solution of continuous and discrete problems. This method was initiated by Kennedy and 

Eberhart in the mid 1990s. Basically, PSO indicates the velocity and position of particles in a 

multi-dimensional space. By updating both velocity and position, the global best (gbest) is 

derived from the simulated social behavior of a group of particles. PSO is able to explore regions 

of the search space and exploit the search to refine feasible solutions. The ability of searching 

strategies is based on parameters; acceleration constants and inertia weight that have been 

applied in the PSO algorithm. 

 A considerable amount of research has been directed toward the modification of canonical PSO 

to solve several types of continuous problem. The inventors of PSO explored discrete binary 

PSO with special attention to discrete problems, leading to a new way of updating the position of 

particles to accommodate discrete binary problems. This was further improved by several studies 

using a benchmark dataset and a real world problem of discrete nature.  

The description of the Swarm concept is presented here:  

1. At regular interval any node s (Source) is selected to send data to some destination node d.  

2. Each forward Swarm selects the next hop node using the routing table information. The next 

node selected depends on some random scheme. If all nodes already visited a uniform 

selection will be performed. 
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3.  If the selected node is some attack or damage node or it is not currently available. The 

forward Swarm waits to turn in the low priority node from the queue. 

4. It will identify any of the next non visited nodes and pay some delay on it.  

5.  If some cycle is detected the Swarm is forced to turn on the visited node. 

6. When the Swarm reaches the destination node a backward Swarm is generated to transfer all 

its memory. 

7. Backward Swarm uses same path generated by forward Swarm. 

By default route is chosen on the basis of Path selection formula and i.e. we will choose the 

lowest energy path. It means every time the selected path is using lowest energy. 

 In case there is problem in the selection of the path then we apply the Swarm Algorithm the 

purpose of which is to continue sending data using the previous path (as from Path selection 

Algorithm). 

Hence we achieved efficiency in terms of energy by applying path selection whereas Swarm 

Optimization Algorithm gives the required reliability. 

 

6. CONCLUSION 

The proposed work is about to identify the broken link problem in a Mobile Network. The 

Network can be Wired or the Wireless. But in both cases it should be dynamic in nature.  The 

system will generate a new routing approach that will remove the broken link from the path and 

generate a new compromising path dynamically. Approach will improve the path as well as 

improve the security in case of bad node over the network. The results are simulated on the 

MATLAB environment. 
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