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ABSTRACT 

Cloud computing is an emerging computing paradigm that enables users to remotely store 

their data into a cloud. In the existing system Identity Based Encryption, the public and 

private keys in the server can be compromised due to attacks in Public Key Generator. The 

context of publish/subscribe system means that only authenticated publisher are allowed to 

disseminate events in the cloud and only those events are delivered to authorized subscribers. 

Fuzzy Identity-Based Encryption (FIBE) scheme is proposed for secure publisher/subscriber 

data sharing in cloud servers. FIBE uses Advanced Encryption standard (AES) which is 

based on Symmetric Key Algorithm. FIBE scheme is able to efficiently achieve a flexible 

access control by separating the access control policy into a identity of recipient set and an 

attribute-based access control policy. Using the FIBE scheme, an user can encrypt data by 

specifying a identity recipient set and an access control policy over attributes where only the 

user whose identity belonging to the same set or attributes satisfying the access control policy 

can decrypt the corresponding data. FIBE scheme should be highly secure and should ensure 

decryption based on matching of credentials. 

Keywords: Fuzzy Identity Based Encryption, Public key generator, Publish/ subscribe 

system 

 

INTRODUCTION 

Cloud computing is an emerging computing environment that enables users to store 

their data remotely into a cloud to enjoy scalable services on-demand. Cloud security refers 

to a broad set of access control policies developed for data protection. The publish/subscribe 

framework is an efficient application for interconnecting the data sharing in a distributed 

environment.  

Publish/Subscribe systems [6] contain information providers who publish events to 

the system and information consumers subscribe to particular categories of events within the 
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system by issuing subscriptions. The system ensures the timely delivery of published events 

to all interested subscribers. There are two general categories of publish/subscribe systems 

which are subject-based and content-based. In subject-based systems, the event belongs to 

one of a fixed set of subjects based on the attributes.  

The content Based publish/subscribe [10] system is based on the concept of secure 

data sharing. In content based system the concept of message filtering is done to the selection 

of messages based on the total subset of the events that are intended to publish. This system 

ensures that the events are delivered to the authorized subscribers that match the attributes. 

In Identity Based Encryption [4], the credentials are maintained by the subscribers 

which are associated by the semantic clustering based on routing paths according to the 

multicredentials. The events are based on the type of data, range of domain and name. 

Through the concept of advertisement the publisher announces the events that are published. 

In Attribute Based encryption [4], the events are to be received based on the 

matching of the associated credentials with the usage of symmetric key technique where the 

keys are not distributed. There ensures an individual key for each publisher and subscribers. 

In ABE the credentials are maintained according to the subscribers that are encrypted with 

the valid range based on attributes. 

 A new challenge is imposed for the authentication of end-end function based on 

security concern. In Identity based encryption the public key generator is used for the secure 

sharing of data. The confidentiality [3] is provided on the data encryption scheme based on 

the broker less content based system. The traditional broker environment is focused on the 

scalable sharing of data. 

The confidentiality is based on the encryption mechanism that enables the decryption 

of plain text into cipher text based on symmetric key transformation technique. The key 

server is based on the matching of attributes and associated functions in a cloud server. The 

authentication is done by enabling the key server with a separate public and private key. The 

events subscribed are received to the subscribers based on verifying the validity to ensure an 

efficient and secure data sharing.  

2. RELATED WORKS 

A.CIPHER POLICY ATTRIBUTE BASED CONVERION 

Cipher Policy Attribute-Based Conversion (CP-ABC) [1], provides the construction 

of a cipher text, where a user’s private key will be associated with an arbitrary number of 

attributes expressed as strings. It uses monotonic access trees with the help of gates to 

perform the complex operations. In Key-Policy Attribute Based Encryption [5], cipher texts 

are associated with sets of functional attributes, and keys of user containing with detailed 

policies. The user have no control over the accessing permissions or the authorization of 

users. A third party is trusted for issuing the key based on the intelligence for the process of 

key generation. CP-ABE has no control over the user privileges. 
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B. A SEMANTIC OVERLAY FOR SELF- PEER-TO-PEER PUBLISH/ SUBSCRIBE 

A Semantic Overlay is a novel design principle for reliable content-based 

publish/subscribe architectures with self capabilities. A Distributed Publish/Subscribe (DPS) 

system [2] is not based on a network of brokers. Subscriber’s co-ordinate among themselves 

on a peer-to-peer basis to construct an optimized event diffusion path without any human 

intervention. A subscription-driven semantic overlay [2] is proposed where subscribers self-

organize according to similarity relationships based among their subscriptions. Groups of 

subscribers self-configure to form tree structures such that only one tree is built per attribute. 

The mapping of DHT-based overlay is not needed in typical publish/subscribe system and all 

types of attributes and constraints can be directly supported.  

The subscriptions are not replicated and subscription is maintained only at the 

corresponding subscribers. Differently from previous solutions for building semantic-driven 

publish/subscribe overlay, DPS does not assume the complete knowledge of the network to 

compute the neighbors of every node in the structure. 

The DPS overlay is scalable in four respects:  

 Local knowledge enables each subscriber to keep track of a limited number of its 

neighbors regardless of the size of the system, i.e., the memory cost per subscriber is 

independent of the size of the system.  

 Neither broadcasting [4] nor manual intervention is used when new subscriptions 

enter the system. 

 Local fault-tolerant mechanisms ensure that the effect of node failures is confined 

within a bounded number of neighboring groups. 

 Local self-healing guarantees that even in case of an unpredictable number of un 

subscriptions or failures within different logical trees, the disjoint trees form groups 

again independent of each other making no impact on other trees. 

 DPS is evaluated through an extensive simulation and analytical study in which it has 

been tested using different types of workload that model realistic application 

scenarios, and comparing the different implementation styles.  

 Self-organization of the DPS overlay allows to massively reduce the number of 

visited nodes with respect to a broadcast (from 75% to 90% of the nodes less).The 

simulation shows the self-healing capabilities of DPS, even when subject to severe 

failure conditions, and the overall scalability of the approach, which is intended to 

achieve high degrees of reliable functions without cluttering of the network based 

with control over messages.  

C. SUPPORTING PUBLICATION AND SUBSCRIPTION CONFIDENTIALITY IN   

PUBLISH/SUBSCRIBE NETWORKS 

Publication And Subscription Confidentiality is provided to attain a confidential 

publish/subscribe systems. Confidential publication is an encryption scheme based on CP-

ABE, KP-ABE [1] and multi-user data sharing. It supports both the publication and the 
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subscription confidentiality properties while at the same time it does not require publishers 

and subscribers to share secret keys. Events and filters are encrypted that are intended to 

brokers to perform event filtering without learning any information. Confidentiality in 

publish/subscribe networks allows subscribers to express filters that can define any 

monotonic and non-monotonic constraints on events. 

Main challenge of the publish/subscribe system is to protect the confidentiality of 

the exchanged information without limiting the decoupling of the paradigm. Publisher and 

subscribers do not establish contact so that they cannot exchange keying material. Protecting 

the confidentiality [3] from malicious brokers is very difficult whereas brokers should be able 

to route events by matching them against filters expressed by the subscribers without having 

access to the actual content of events and filters. Current solutions for confidentiality in 

publish/subscribe systems achieve only partially these goals. The routing based expressive 

filters support encryption for only certain event fields while other fields are left as clear text 

so that they can be used for routing.  

Publisher and subscribers [8] are required to share a group key which hampers the 

loosely coupling and scalability of publish/subscribe model [6]. The main contribution of 

confidential publish/subscribe network is to present an approach catering for the 

confidentiality in publish/subscribe systems such that: 

 

 It provides confidentiality of events and filters,  

 It does not require publishers and subscribers to share keys, 

 It allows subscribers to express filters that can define any monotonic and non-

monotonic conditions. 

 To achieve confidentiality, a solution is combined with attribute-based encryption and an 

encrypted search scheme. 

D. REVOCATION BROADCAST SYSTEMS WITH VERY SMALL PRIVATE KEYS 

In Revocation Broadcast Encryption [4] system a broadcaster encrypts a message 

such that a particular set S of devices can decrypt the message sent over a broadcast channel. 

Broadcast systems have a wide range of applications including file systems, group 

communication, content distribution, and satellite subscription. In many of these applications, 

the notion of revocation is important. For example, if a DVD-player's key material is leaked 

on the Internet, one might want to revoke it from decrypting future disks. A group of nodes 

[7] is considered as an example for communicating sensitive control and sensor information 

over a wireless network. If any of these nodes becomes compromised, then the system should 

be revoked them from all future broadcasts [4]. A design method for creating a public key 

broadcast encryption systems is the main technical innovation based on a new two equation 

technique for revoking users.  
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These two key contributions in technical results are: 

 The new scheme has cipher text size overhead function O(s), where s is the number of 

revoked users, and the size of public and private keys which is only a constant number 

of group elements developed  from an elliptic-curve group of prime order.  

 The public key revocation encryption systems with small cryptographic private and 

public keys are the cryptographic key material that must be stored securely.  

The primary challenge in constructing broadcast encryption [4] schemes is to achieve full 

collusion resilience to decrypt the cipher texts for revocation. The public key allows 

encrypting to an unbounded number of users. This system is the process to achieve such 

parameters. 

Two versions are given to the scheme: 

  A simpler version which is proved to be selectively secure in the standard model 

under a new, but non-interactive assumption. 

 Another version that employs the new dual system encryption technique of waters to 

obtain adaptive security under the d-BDH and decisional linear assumptions.  

These techniques can be used to realize Attribute-Based Encryption (ABE) systems with 

access formulas based on non-monotonic tree, where the key storage that is significantly 

more efficient. This result is also proven selectively secure in the standard model under the 

new non-interactive assumption. 

E. EVENT GUARD-SYSTEM ARCHITECTURE FOR SECURING PUBLISH-

SUBSCRIBE NETWORKS 

In Event Guard-System [5], a framework is made for securing a publish-subscribe overlay 

service. Event Guard simultaneously supports in network matching and secure message-

based routing paradigm but makes careful design choices to ensure tradeoff performance with 

security. Securing Publish-Subscribe Networks [7] is achieved by separating event attributes 

into two types: routable attributes (that are used for in-network matching) and secret 

attributes  

The secret attribute patient Record in an event e = {{topic, cancer Trail}, {age, 25}, 

{patient Record, record}} should be intelligible to only a subscriber S who has subscribed for 

f = {{topic, EQ, cancer Trail}, {age, >, 20}}, but not to a subscriber S′ who has subscribed 

for f′ = {{topic, EQ, cancer Trail}, {age, >, 30}} T. 

The publish/subscribe network nodes should be capable of matching the routable attributes in 

an event e against the constraints in a network. 

Event Guard proposes to decouple key management between publishers and 

subscribers as follows: 

 An authorization key K (f) is associated with a subscription filter f and an encryption 

key K (e) with an event e 
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 The publisher uses the encryption key K(e) to encrypt the secret attributes in an event 

e; and the subscriber uses the authorization key K(f) to decrypt the secret attributes in 

a matching event e 

A hierarchical key derivation algorithm is used to map the authorization keys and the 

encryption keys into a common key space. Event Guard [4] comprises of suite of security 

guards to protect a publish/subscribe overlay service from various vulnerabilities and threats 

and ensuring authentication, availability feature, confidential transmission, and integrity of 

publications, subscriptions, and publish-subscribe in routing of an overlay network. 

With this prototype, several experimental evaluation are conducted by the overhead added 

by Event Guard to the publish-subscribe system by comparing Event Guard with Siena. The 

experimental results show that Event Guard can secure a content based publish-subscribe 

network with minimal penalty on its performance. 

3. BACKGROUND 

 Cloud storage is a vast medium of storage where multiple types and range of data are 

stored. Organizational, financial, health and stock exchange contains high amount of security 

threats [5] where user may fear about losing their data which are stored in unknown 

machines. The data sharing among the publish/subscribe system is a most efficient paradigm 

which is created with the property of attributes. Fuzzy encryption uses multiple matching of 

user attributes based on user credentials. 

3.1 EXISTING METHODOLOGY 

The existing approaches uses one end authentication functions where security was   

provided under less expensiveness. Identity Based Encryption (IBE) [6] has focused only on 

providing expressive and scalable publish/subscribe systems, but little attention has been paid 

for the need of security. Existing approaches toward secure publish/subscribe systems mostly 

rely on the presence of a traditional broker network. Identity Based Encryption addresses 

security under restricted expressiveness by using only keyword matching for routing events 

or relies on a network of (semi-)trusted brokers. Existing approaches use Asymmetric Key 

Encryption [4] technique where the secret key can be shared and is based on coarse-grain 

based key management and cannot provide fine-grain access control in a scalable manner. 

Security in broker-less publisher/subscriber systems, where the subscribers are clustered 

according to their subscriptions.  

3.2 LIMITATIONS 

 Restricted load limits and increased traffic which disables publisher/subscribers to 

send/receive large amount of subscriptions  

 One end authentication provides less restrictiveness in security where there is no 

verification of valid events 

 Possibility of masquerading attacks (passive) where eavesdropping is possible with 

the routing paradigm which provides malicious content. 
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4. PROBLEM FORMULATION 

4.1. PROPOSED METHODOLOGY 

In the proposed system we implemented the Fuzzy technique which provides high security 

for data transmission. 

4.1.1 FUZZY ATTRIBUTE SCHEME 

Fuzzy Identity Based Encryption (FIBE) [7] scheme is proposed for secure publish/subscribe 

based data sharing in cloud servers. The FIBE scheme is able to efficiently achieve a flexible 

access control by separating the access control policy into two parts:  

i. A set of recipient identity set and 

ii. An access control policy derived from an attribute. 

Using the FIBE scheme, a user can encrypt data by specifying a recipient ID set, or an access 

control policy over attributes, so that only the user whose ID belonging to the ID set or 

attributes satisfying the access control policy can decrypt the corresponding data.

 
Fig.1. Architecture of Fuzzy attribute publish/subscribe system 

The fuzzy is composed of a set of attributes which are classified with the events among their 

matching of credentials. . The attributes are based on the process of their range, id, domain of 

subscription, etc.., which cannot be identified based on the assumption. Each of their 

functions is based along the matching of credentials that is generated according to a particular 

scheme. 
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4.1.2 SYMMETRIC KEY ENCRYPTION 

 Symmetric key encryption [3] is a public key encryption that uses the same public and 

private key. The master key is generated by the cloud server based on the matching of 

credentials that are associated with the user attributes. Symmetric Encryption is used to 

encrypt large amount of data without any load limits. Advanced Encryption standard (AES) is 

used for large data transmission beyond the size of subscription. The key size is generated 

randomly based on the pseudorandom generators to avoid assumption of keys. 

4.1.3 SYSTEM FEATURES 

 FIBE scheme efficiently ensures secure communication among publisher and 

subscriber. 

 The matching of credentials is based on the fuzzy scheme to verify authenticated 

subscribers based on the events 

 Generates a master key without the need of need of the third party. 

5. ALGORITHMS USED 

5.1. SYMMETRIC ENCRYPTION SCHEMES 

A symmetric encryption [3] scheme is just like a asymmetric encryption scheme 

except for an symmetrcity in the key structure. The key pk used to encrypt is deferent from 

the key dk used to decrypt. Furthermore k is public, known to the sender and also to the 

adversary. So while only a receiver in possession of the secret key can decrypt, anyone in 

possession of the corresponding public key can encrypt data to send to this one receive. 

5.2 SECURE OVERLAY PROTOCOL 

In Secure Overlay algorithm [6], the procedure to decrypt the request is done by decrypting 

one of the cipher texts in the connection request message. 

Secure overlay dissemination protocol at peer sq. 

Upon event Receive (ER of snew from sp) do 

if decrypt request(ER)== SUCCESS then 

if degree(sq) == available then  

//can have child peers 

else 

forward ER to child peers and parentg _ sp 

if decrypt request(ER)== FAIL 

 then 

 if sp == parent 

 then 

Try to swap by sending its own ER to the snew. 

else 

forward to parent  
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5.2.1 Description 

 In the procedure decrypt_request tries to decrypt one of the cipher texts in the 

connection request message  

 Child peer sq receives ER (of subscriber snew) from the parent sp only if the parent 

cannot accommodate more children. 

 If sq cannot be the parent of snew, i.e., snew’s credential is coarser than that of sq, 

then it tries to swap its position with snew by sending its own connection request 

 If none of the children of parent sp can connect or swap with snew, then there is no 

containment relationship between the credentials of the children and snew 

  In this case, a parent should disconnect one of its children to ensure the new 

subscriber is connected to the tree. 

6. EXPECTED RESULTS 

FIBE scheme provides efficient sharing of data in a secure way. The events 

disseminated by subscriptions [7] are formed as clusters to decrease the resource utilization. 

The matching of credentials is done to avoid mismatching that is caused during publishing 

the data in a content based routing. 

7. CONCLUSIONS 

 Thus we implemented Fuzzy Identity Based Encryption (FIBE) scheme intended to 

provide authentication and confidentiality [6] in a broker-less content- based 

publish/subscribe system. FIBE approach is highly scalable in terms of number of subscribers 

in the system and the number of limited keys maintained by them. FIBE allows subscribers to 

verify the authenticity of events where only an authorized subscriber can decrypt the event 

based on the attribute based cryptographic mechanisms and bilinear mapping A secure 

overlay maintenance protocol [7] is proposed for event dissemination strategies to preserve 

the weak subscription confidentiality. FIBE enables secure message sharing between the 

publisher and subscribers based on attributes 
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