
International Journal of Computer Application                              Issue 4, Volume 6 (Nov.- Dec. 2014)                  

Available online on http://www.rspublication.com/ijca/ijca_index.htm                       ISSN: 2250-1797 

R S. Publication, rspublicationhouse@gmail.com Page 97 
 

Design Requirements of a Smart Phone Honeypot 

System 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Corresponding Author: Assmaa A. Fahad 
 

1. INTRODUCTION 

Smart phone enhance many of our life tasks. It provides instant access to the huge number of 

information on the Internet, easy credit-card payments, video conferencing and voice 
recognition. All these functions are provided because the smart phones are easy to use and 
ultraportable.  

 Recently various forms of applications are developed to distribute through the Android 
market as the common Android-based smart device users have been increasing [8].  Due to 

the openness of the Android-based open market that allows anyone to develop and distribute, 
the distribution of malicious applications developed by attackers as well as that of general 
normal applications is increased. 
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ABSTRACT 

 Honeypot is a computer system that built and deployed to be attacked in order 

to study new attacks and serve as an early warning system. Honeypot techniques are 
successfully used in regular networks. However, the development of smart phone 
Honeypot is still at an early stage. This paper presents the design requirements of a 

smart phone Honeypot, discusses the obstacles that encountered to achieve these 
requirements, and propose techniques to overcome these obstacles. The studying of the 

Honeypot design requirements, gives evidence that the Honeypot has to perform 
different functions in a real time, and because of the limitation in the smart phone 
resources, implementing these functions in a real time will be a big challenge. 
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Smartphone attacker prime targets are: smart phone's data, identity, and the availability.  
Smart phone may contain sensitive data like credit card numbers, authentication information, 

private information, activity logs (calendar, call logs); and they are highly customizable, its 
contents are associated with a specific person, so an attacker may want to steal the identity of 

the owner of a smart phone to commit other offenses; also by attacking a smart phone you 
can limit access to it and deprive the owner of the service.  
Unfortunately, the increasing amount and diversity of malware render classic security 

techniques, such as anti-virus scanners, ineffective and, as a consequence, millions of hosts in 
the Internet are currently infected with malicious software.  

Honeypot is a new technique that can be used as an attack target, mainly to learn about cyber-
attacks and attacker behaviour. 
Different techniques have been proposed to design a smart phone Honeypot. Some of these 

techniques are built using Kippur, Blastoff, and Dionne and Honey trap standard tools. But 
most of these techniques are fail to satisfy the Honeypot design requirements [1]. 

This paper presents the design of a smart phone Honeypot requirements, discusses how they 
are implemented, the obstacles that encountered to achieve these requirements, and suggest 
techniques that can to overcome these obstacles.  

The rest of the paper is organized as follows. Section two explains some Honeypot concepts. 
Section three describes the suggested smart phone Honeypot, the parts of this Honeypot, the 

functions, the techniques, and the restriction in implementing each part in this Honeypot. 
Section four discusses a number of conclusions.  
 

2. HONEYPOT CONCEPTS 

Before describing the design steps and the requirement of each step, this section will describe 

some Honeypot concepts that used in conducting this paper. 
 
2.1 HONEYPOT CLASSIFICATION 

There are several possible ways to classify Honeypots; the most popular one is by the level of 
interaction with the attacker [16].  

 High-interaction Honeypot: interacts with the attackers as a regular node to capture the 
maximum amount of information. Any function and application expected to be in a regular 

node will be installed in the designed Honeypot. 

 Low-interaction Honeypot: emulate the services with a limited subset of functionality to 
detect unauthorized activities. For example, the HTTP service on a low-interaction 

Honeypot would only support the commands needed to identify that a known exploit is 
being attempted systems.  

 

2.2 SMART PHONE THREAT 

There are different types of smart phone threats; the most well known types are Spyware, 

Malware, and potentially unwanted software [4].  

 Spyware: collect information about user’s habits, such as browsing habits, searching 

strings, visited URL's, and the user preferred applications, in order to send it to another 
party. 

 Malware: Malicious software, Malware, is the most popular and harmful virus [7]. It 
poses a significant security risk to the user’s system or information, such as installing 

hidden objects, creating new malicious objects, damaging or altering any data without 
authorization, and installing any data or access credentials. The amount and diversity of its 
variants render classic security defences ineffective, such that millions of hosts in the 
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Internet are infected with malware in form of computer viruses, Internet worms and Trojan 
horses.  

 Potentially unwanted software: undesirable or intrusive programs that are used in a 
questionable manner. 

Figure-1 shows the Smart phone Malware statistics that was reported for the third Quarter of 
2013 [7]. The most important point to notes is that Symbian operating system was the most 

attractive target. However with time and due to its popularity Android has became the 
number one target. 
 

 
 

Figure-1: Smart phone Malware statistics third Quarter 2013 [7] 
 

2.3 MALWARE DETECTION SITES 

Based on where the detection is performed, the detection methods can classified into three 

categories [3]: 

 Client side: Detectors reside in the smart phone device; the whole process will be trusted. 

However the operation is restricted by the device limited resources, especially the battery.  

 Network side: This method analyze smart phone network traffic from many users and offer 

a complementary means for detecting attacks targeting smart phone users. It can be used in 
conjunction with Client-side to improve the detection rates, and to provide a broad view of 
malicious activities. But it can only monitor and analyze the cellular network traffics, and 

therefore may not be suitable for certain malware types, such as malware that exclusively 
uses Wi-Fi for communication.  

 Cloud-based side: Cloud based method offers a trade-off between network- level analysis 
and on-device security by off loading intensive security analysis and computations to the 

cloud while monitoring internal smart phone device events as well as different types of 
wireless communications from many users. However, cloud-based solutions can only 
protect those users that install the application and require a large number of subscribers in 

order to identify large-scale events, while network-based detection does not require the 
user to do anything as all detection is performed using data available to the network 

operator. 
 

3. SUGGESTED SMART PHONE HONEYPOT SYSTEM  

Designing a smart phone Honeypot is consists of several steps. This section will describe 
these steps, identify the requirements, the obstacles that encountered to achieve these 

requirements, and propose techniques that can be used to satisfy these requirements.  
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3.1 SYSTEM ARCHITECTURE 

The first step in designing a smart phone Honeypot is to specify the platform to work with; 

the architecture, the smart phone operating system, and the device used for implementation.  
Different types of smart phone operating system are supported. Android has the largest 

installed base worldwide on smart phones [14]. And because of the 
Majority of the detected viruses attacking Android [7], Android operating system is the smart 
phone operating system selected to work with. 

A mini tablet computer; Nexus 7 (version 2012) that runs Android operating system, is used 
to implement the designed Honeypot. The Nexus 7 features a 7- inch display, an Nvidia Tegra 

3 quad-core chip, 1 GB of memory, and 32 GB of storage. 
 
3.2 HONEYPOT TYPES 

Smart phone devices are designed with a portable features introduced for user s' convenience. 
Smart phone devices usually have limited resources such as: display size, input capability, 

computation power, power usage, and data transfer rate. The insecure broadcast medium and 
limited physical resources of smart phone devices have made the development of security 
mechanisms even more challenge [10].  

For all of these restrictions in smart phone resources, in this work a low interaction Honeypot 
is implemented in the designed smart phone Honeypot.  

 
3.3 SPECIFY THE DETECTION SITE 

Each detection sites has a pros and cons. With a low internet bandwidth, which may consume 

the smart phone resources especially the smart phone power, a client side is recommended to 
implement the designed smart phone Honeypot.  

 
3.4 DATA COLLECTION 

The Data resources must be defined. What data the security processor can collect?  And how 

that data is collected and stored? 
Because of a malware is the most popular and harmful virus, the designed Honeypot will 

collect and analyze a malware and non-malware programs. The malware programs were 
obtained from authors of previous work studying Android malware behaviour [20]. The non-
malware applications are collected from a website that contains a large number of trusted 

non-malware programs [15]. Data from malware and non-malware programs serve two 
purposes: during training as negative examples, and during testing to determine false positive 

rates, i.e., the rate of misclassifying non-malware. 
The used malware dataset in this paper contains 1260 Android malware samples, in 49 
families collected between  August 2010 to October 2011.These samples are stored as a .APK  

file.  

 

3.5 DATA ANALYSIS 

The security system must analyze incoming data to determine whether or not malicious 
behaviour is occurring. 
Although monitoring binaries during run-time provides means for studying the behaviour of 

malicious software, it is by itself not sufficient to alleviate the threat of malware proliferat ion. 
Data analysis can be implemented using the following approaches:  
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3.5.1 SOFTWARE APPROACH 

Depending on the monitoring technique, this approach can be classified to:  

 Static analysis: Static analysis is a quick, inexpensive approach to find malicious 
characteristics or bad code segments in an application without executing it [7]. In this method 

the malware detectors detect malware applications using static malware signatures.  
The main static analysis tools are disassemblers, decompilers, and source code analyzers. The 

Interactive DisAssembler program (IDA pro) is the most well known static technique.  It is 
a disassembler for computer software which generates assembly language source code from 
machine-executable code [11, 12]. It supports a variety of executable formats for different 

processors and operating systems.  
Dalvik decompiler (ded) and Dalvik retargeting are two techniques used in malware detection 

technique designed for Android.  These tools retarget Android applications in .dex or .apk 
format to traditional .class files. These .class files can then be processed by existing Java 
tools, including decompilers. Thus, Android applications can be analyzed using a vast range 

of techniques developed for traditional Java applications [17, 18]. 
Because of all static techniques detect malware applications using static malware signatures, 

these techniques can only detect malware that the antivirus vendor has already discovered.  

 Dynamic analysis (behavior-based analysis): In contrast to static analysis, where the binary 
to be analyzed is disassembled or debugged, the actual code of the file is completely ignored 

under dynamic analysis. The binary to be analyzed is seen as a black box and executed in a 
controlled environment such as a virtual machine or emulator, so the researcher can monitor 

the application's behaviour. 
Some of data analysis techniques focus in data flow such as Taint dynamic analysis 
technique. Taint tracking marks any ambiguous data that originates from sensitive sources, 

such as location, microphone, camera, and other phone identifiers. This technique modifies 
the native library loader to ensure that all the native libraries are called from the virtual 

machine, thus preventing untrusted applications from executing native methods directly [5]. 
Other techniques use system log controller, a file contains information about device changes, 
device drivers, system changes, events, operations and more. Some of the recorded features 

such as system calls, kernel-base behaviour, or permission based features used for detecting 
the malicious attack [2, 9, and 13]. 

Some malware detectors use static and dynamic malware detectors in a sandbox application 
product as in Figure-2 [5]. 

 
 

Figure-2: Static and dynamic malware detection system [5] 
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3.5.2 HARDWARE APPROACH 

This approach is implemented by monitoring the smart phone's hardware components. The 

idea of detecting malicious activities based on examining the variations within a family of 
malware on Android ARM (Advanced RISC, "Reduced Instruction Set Computer", 

Machines) and Intel Linux platforms. Monitoring the smart phone's hardware can be 
considered as a special case of dynamic analysis. The key idea behind this kind of detection 
is to capture the runtime behaviour and the variations within a platform of the running 

Android application. 
Monitoring the smart phone hardware performance counters consumption introduced and 

proposed by several researchers recently.  
The important property of program phases and their behaviours, in that they differ radically 
between programs, leads several researchers to propose using the hardware performance 

counters to monitor the smart phone application programs. Figure-3 plots event counts over 
time for several applications [6]. The differences between the benchmarks as well as 

interesting phase behaviour can helps in differentiations between programs based on these 
time-varying signatures. 
 

 
 

Figure-3: Event counts using performance counters [6]. 
 

After collecting the data from the performance counters, a machine learning (classifier) can 
be used to examine data items to determine to which of N groups (classes) each item belongs.  

K-means machine learning algorithm used in this paper with three features, number of cache 
miss feature, number of branches feature, and number of instructions feature. All these 
features are integer streams collected using ARM performance counter. These collected data 

then can be used to train a set of classifiers to detect malicious programs. 
 

3.6 SYSTEM ACTION 

The system must react in some manner when a threat is detected. This may involve measures 

as extreme as shutting down the system or as mild as reporting the threat to a user. Wählisch 
[19] present SKIMS, a digital immune system for smart phones similar to the biological 

immune system. With SKIMS the user observes the live entropy analysis. In case of 
embedded malware, the SKIMS application color switches to yellow. When a malware attack 
the smart phone, the Honeypot changes the color to red and the user asked to cancel its 

current Internet connection and to establish an ad hoc link. 
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Also to protect the Honeypot against compromising operations, all infiltrated actions are only 
valid within the current attack session and the execution of newly installed programs is 

prohibited. 
 

4. CONCLUSION 

This paper investigates the steps required to design a smart phone Honeypot system. From 
the previous sections we can conclude the following: 

1. The development of smart phone Honeypot is still at an early stage.  
2. Designing a smart phone Honeypot comes with computational overhead that may affect 

the device’s response and its battery life. And because of a very restricted smart phone 
resources, a low-interaction Honeypot is recommended to design a smart phone Honeypot 
system. 

3. Malware is the most popular and harmful virus. Many of smart phone security problems, 
such as identity theft, distribution of spam, denial-of-service attack, and phishing contents 

are rooted in the proliferation of malware.  
4. Data analysis techniques can be classified as: Software approach techniques and 

Hardware approach techniques. With hardware approach, new malware program can be 

detected from its first execution time and the virus writer now needs to take into account a 
wide range of micro architectural and environmental diversity to evade detection. 

5. From the previous, it is clear that the Honeypot has to perform different functions in a 
real time. And because of the limitation in the smart phone resources, implementing these 
functions in a real time will be a big challenge.  
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