
International Journal of Computer Application                                                   Issue 4, Volume 4 (July-August 2014)                                                                                                                  

Available online on http://www.rspublication.com/ijca/ijca_index.htm                                              ISSN: 2250-1797 
 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 178 
 

  AA  DDeetteerrmmiinniissttiicc  aanndd  SSccaallaabbllee  KKeeyy  DDiissttrriibbuuttiioonn  sscchheemmee  ffoorr  

WWiirreelleessss  SSeennssoorr  NNeettwwoorrkkss  

MMeerriinn    CC  MMoonncceeyy
##11

,,  MMeerrlliinn  MMaarryy  JJaammeess
##22

  

##11  DDeeppaarrttmmeenntt  ooff  CCoommppuutteerr  SScciieennccee  aanndd  EEnnggiinneeeerriinngg    

MMaannggaallaamm  CCoolllleeggee  ooff  EEnnggiinneeeerriinngg,,  KKoottttaayyaamm,,KKeerraallaa,,IInnddiiaa  

PPhhoonnee  nnoo::99449977004488337711  

##22  DDeeppaarrttmmeenntt  ooff  CCoommppuutteerr  SScciieennccee  aanndd  EEnnggiinneeeerriinngg  

MMaannggaallaamm  CCoolllleeggee  ooff  EEnnggiinneeeerriinngg,,KKoottttaayyaamm,,KKeerraallaa,,IInnddiiaa  

PPhhoonnee  nnoo::99444466447777337799  

 

 

 

                                                           ABSTRACT  

  

Sensors are cheap and lesser power devices. Their resources are confined within limits. They 

are meager in size and have wireless communication capacity within small distances. A sensor 

node contains a power unit, a sensing part, a processing part, a storage section and a wireless 

transmitter or a receiver. Wireless Sensor Networks usually contains a huge number of sensors 

with low computation capacity, storage space and communication capability. WSN are used for 

many purposes such as to keep track of environment, safety in airports, health care etc. Two 

challenging issues in WSN are scalability and path establishment. A new key distribution 

scheme should be designed in such a way that it should enhance scalability, reduce overhead of 

path establishment, reduce possibilities of packet losses without reducing other network 

performances. This study deals with a new highly scalable and deterministic key distribution 

scheme for wireless sensor networks which enhances scalability and reduces overhead of path 

establishments. 
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INTRODUCTION  

Wireless sensor networks (WSN) are progressively used in many applications like area 

monitoring, forest fire detection, disaster prevention etc. WSNs are more involved in sensitive 

application that needs more security. Scalability and path establishments are major challenges 

while designing a key distribution scheme in a wireless sensor network. Path establishments 

require lot of packet transfers if the number of hops in the path is more. This will increase the 

network traffic. Two nodes in a secure WSN can communicate with each other if they have a 

common key. Initially the two nodes which need to communicate with each other, will exchange 

their key identifiers and check whether they have a common key. If they have a common key 



International Journal of Computer Application                                                   Issue 4, Volume 4 (July-August 2014)                                                                                                                  

Available online on http://www.rspublication.com/ijca/ijca_index.htm                                              ISSN: 2250-1797 
 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 179 
 

then that key can be used as the common secret session key for encrypting and decrypting the 

message exchanged between the two nodes. AES can be used for encryption and decryption of 

messages. If the two nodes are not having a common key, a path is to be established between 

them which consist of successive secure links. Many of the existing systems have a problem in 

which  if there is no common key between two nearby nodes A and B which need to 

communicate with each other, there may be a need to establish long path A,C,D,E,..,B which 

consist of successive secure links between those two nodes. Each two nodes in-between the path 

have pair-wise secret key for communication. This will be a time consuming process for the 

source node if there are several hops in the path between the source node A and destination node 

B. Similarly if two distant nodes need to communicate with each other and if the hop limit is less 

than the number of hop counts in the generated path between those two distant nodes, then there 

is a possibility that packet may not reach the destination node as the packet will be discarded 

when the hop limit is reached. So this study deals with designing a key distribution scheme that 

enhances the scalability of the wireless sensor network and reduces the overhead required for 

path establishment. For this purpose, this study contains unital design theory for increasing 

scalability and also a new key distribution algorithm is proposed which reduces the overhead in 

path establishment between two nodes.  

 Due to resource limitations, public key based solutions that give better key management services 

in conventional networks are not applicable in Wireless Sensor Networks. In this study, interest 

is particular in the improving  the  scalability and reducing the overhead in establishment of path 

between two nodes which needs to communicate with each other, without degrading  notably the 

other network performances. Prevailing research works either supports small number of nodes or 

degrade other network performances such as flexibility, connectivity and storage overhead. 

The rest of the paper is organized as follows. Section 2 briefs the metrics and used symbols. 

Section 3 gives an overview of the literature survey. Section 4 describes the unital design basics. 

Section 5 describes proposed system. Section 6 include performance analysis of the newly 

proposed method and Section 7 deals with the conclusion. 

 

 SYMBOLS AND METRICS USED HERE 
 

Three metrics are considered here: 

A.Overhead in storage  

This indicates the storage space required to store keys in each node. 

B.Scalability of network 

This indicates the maximum number of produced key rings i.e. maximum number of nodes 

supported by the network. 

C.Probability of sharing a common session key 

It is the probability that a given pair of nearby nodes can establish a direct secure link using the 

common keys shared between them. 

Symbols used are given in table I. 

 

 

 

 

 

Table1. Symbols used and their description 
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Symbol Description 

S Global pool of keys 

|S| Size of the global key pool 

KRi Key ring for node i 

n Size of network i.e. number of nodes 

l Size of key  

m Design order(unital) 

k Size of block of a given design 

 

 

 LITERATURE SURVEY 

Key distribution issue in WSN is broadly learned in literature and numerous solutions have been 

proposed. 

Walid Bechkit, Yacine Challal and Abdelmadjid Bouabdallah proposed in [1] a unital design 

based key distribution scheme. This scheme is a highly scalable scheme. But the problem is that 

if there is no common key between two nodes, path establishment overhead is high. Path 

establishment will be a time consuming process for the source node if there are several hops in 

the path between the source node and destination node. Moreover if the hop limit of the network  

is less than the number of hop counts  in the generated path between the  two nodes, then there is 

a possibility that packet may not reach the destination node as the packet will be discarded when 

hop limit is reached. 

 

Some public key based solutions have been applied on real sensors [2][3]. But most of the 

researchers are believing that these public key based solutions induce heavy communication and 

computation overhead on these sensors. 

 

Du et al. proposed in [4] a scheme which make use of node deployment knowledge. Here nodes 

are arranged into regional groups. Different key pools are assigned to each group. Each node in a 

group selects k keys from the key pool assigned to that group. The key pools are designed in 

such a way that nearby key pools share more number of keys, while distant pools share lesser 

number of keys or no keys at all. Two key pools are said to be neighbors if their corresponding 

groups are deployed in neighboring locations. This approach allows to enhance the possibility of 

sharing common keys because nearby key pools share more keys. Moreover, if some nodes of a 

given region are captured, the attacker will be able to determine only a part of the corresponding 

key pool of the group because those nodes only select k keys from the key pool assigned to that 

group. However, this scheme has a disadvantage that its application is restricted as the 

deployment knowledge is not always available in a wireless sensor network. 

  

LEAP [5] is another key distribution scheme. It uses a common transitory key. This transitory 

key is assigned to all the nodes before deployment of the WSN. This common transitory key is 

used to create pairwise session keys for nodes and is deleted from the memory of nodes by the 

end of a small time duration Tmin after the deployment of nodes. This scheme assumes that a 

sensor node, is secure during the  time interval  Tmin after deployment and the nodes cannot be 
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compromised during this time interval. The disadvantage of this scheme is that this scheme is 

secure as far as the assumption of this scheme is verified. 

 

In [6], Camtepe and Yener discussed a new key distribution method which is based on 

Symmetric Balanced Incomplete Block Design (SBIBD). Given a finite set Y of w objects, a 

Balanced Incomplete Block Design(BIBD)  is defined as a set of k-distinct element subsets of Y, 

where the subsets called blocks are constructed in such a way that each object occurs in 

absolutely s distinct blocks and every pair of distinct objects occurs together in λ blocks. The 

number of resulting blocks is c.  

A BIBD (w,c,s, k, λ) has two properties: 

(i)λ(w - 1) = s(k - 1) and 

(ii) ck = ws. 

A BIBD is called symmetric (SBIBD) when c = w and as a result s = k. 

An SBIBD has the following properties: 

i)every block will have k elements. 

ii) each element appears in absolutely k blocks. 

iii) each pair of distinct elements appears in λ blocks and 

iv) each of the  pair of blocks will intersect  in  λ elements. 

Camtepe and Yener also introduced a new scheme which involves a mapping from the SBIBD to 

the pool based key distribution scheme.  A distinct key is mapped to each object,   the key pool is 

mapped to the global set of objects and the node key ring is mapped to each block. Now we 

generate from a global key pool of |T| keys, |T|  key rings with m+1 keys in such a way that each 

pair of key rings shares absolutely  λ  keys. The advantage of this scheme is total secure 

connectivity. However the SBIBD scheme is not scalable to large networks with many nodes. 

Another drawback is that, we can generate only (m
2
+m+1) key rings using key rings of m+1 

keys. 
The aim of this study is to design a key distribution scheme that enhances the scalability of 

network  and to reduce the overhead of establishment of paths between two nodes which needs to 

communicate with each other, without decreasing significantly the other network performances. 

 

BASICS OF UNITAL DESIGN  
 

In geometry, a unital is defined as a set of  m
3
 + 1  organized into into subsets of size m + 1  so 

that every pair of different points of the set are incorporated in absolutely one subset. This is 

equivalent to saying that a unital is a Steiner 2-design(block design) of the form (m
3
+1; m+1; 1). 

Here m is a prime power. Unital may be represented by a v x b incidence matrix or block design. 

This matrix can be called as M. The rows of this matrix depicts points Pi and columns of this 

matrix depicts blocks Bj. The matrix M  can be then defined as follows: 

 

 Mij=1 if point Pi belongs to block Bj 

 Mij=0 if point Pi does not belong to block Bj 

Properties of unital design are:
 

Let X represents the global set of points. 

 A unital design can be considered as v x b incidence matrix, in which rows of the matrix 

represent the points Pi of X and columns of the matrix represent blocks Bj. 

 Size of X=m
3
 +1 points i.e. number of rows in unital matrix is m

3
 + 1. 
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 Number of blocks generated: b = m
2
(m

2
- m+1) i.e. number of columns in unital matrix is 

m
2
(m

2
 - m + 1). 

 Size of a block : k=m+1. 

 Each point belongs to absolutely  m
2 

 blocks. 

 Each pair of points appears together in absolutely
 
one block. 

 

Figure 1 gives an example of Incidence matrix of a 2- (9,3,1) unital model in which 9 points are 

arranged into 12 subsets or blocks. Here m=2 therefore m
3
+1=9, m+1=3. 

  

 
Fig. 1. Example of Incidence matrix of a 2-(9,3,1)  unital matrix  

 

 

Each block contains m+1=3 points and each point occurs in m
2
=4 blocks. Each pair of points is 

contained together in absolutely one block. In the next model, m=3 it will be 2-(28,4,1) i.e. 

m
3
+1=28, m+1=4 and so on. 

 

PROPOSED METHOD 

Here first a mapping from unitals to key distribution scheme is discussed. Then a new scheme is 

proposed. This scheme provides high network scalability, good key sharing probability , reduces 

path establishment overhead thereby reducing the network traffic. 

 

A)Mapping From Unitals To Key distribution for Wireless Sensor Networks 

The figure 2 shows a basic mapping from unitals to key distribution. Figure 3 shows the 

incidence matrix 2-(9,3,1) after mapping. 

This scheme is scalable as in the next model m=3, 63 key rings are generated and thus a total of 

63 nodes are supported.  
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Fig. 2. Mapping From Unital Design to Key Distribution 

 

 
Fig. 3. Incidence matrix of a 2-(9,3,1) unital model   after   mapping 

 

 

B) Proposed Scheme 

1) Proposed Key Distribution Algorithm: 

 Consider the Wireless Sensor Network as a graph G=(V,E) where V is the vertex set and 

E is the edge set. Here a vertex represents a sensor node and an edge represents 

communication range between two nodes. Each node will have communication range 

with its neighbouring nodes. 

 Find subgraphs in G which are connected by disjoint links. A disjoint link is a link in 

which if that is removed, then those two subgraphs are separated. Let the new set of 

subgraphs be NG={G1,G2,.....,Gn}. 
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 Find gateway nodes. Gateway nodes are nodes connecting the disjoint links. 

 Allocate key-rings from unital matrix to gateway nodes in such a way that each pair of 

gateway nodes in two subgraphs have at least one common key to communicate with 

each other, without violating the properties of unital design. 

 Allocate key-rings from unital matrix to other nodes in each sub-graphs G1,G2,..,Gn in 

such a way that key rings are distributed as far as possible  in a cyclic manner, to all the 

nodes in each subgraph so that each node in the subgraph will have a common key with 

its next immediate neighbours without violating the properties of unital design. 

So it is deterministic that if two neighbouring nodes have a common key, they can communicate 

with each other.  

If there is no common key between two nearby nodes then establish path between them which 

consists of successive secure links. 

 

 2) An Example for the proposed key distribution algorithm: 

Assume that order of the unital design is m=2. Then there will be a maximum of 12 nodes. 

Assume that WSN now has a total  of 12 nodes as in model 2, a maximum of 12 nodes is 

possible. Steps are as follows: 

(i)Consider the WSN as a graph G(V,E) where V represents  the vertex set and E represents the 

edge set. Here a vertex indicates a sensor node and an edge indicates communication range 

between two nodes. Each node will have communication range with its nearby nodes. Such a 

graph is shown in figure 4. 

 
Fig.4 WSN represented as a graph G(V,E) 

 

(ii)Determine the subgraphs in G which are connected by disjoint links. Let the newly generated  

set of subgraphs be NG={G1,G2,G3} as shown in figure 5. Here disjoint links are B-E,H-I,B-

J,C-J. 
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Fig. 5. Subgraphs generated from G(V,E) 

 

 

(iii)Determine the gateway nodes. Gateway nodes are defined as the nodes connecting the 

disjoint links. This is shown in figure6. 
 

 
Fig. 6. Gateway nodes 

 

(iv)Assign key rings from the unital matrix to the gateway nodes  such  that each pair of gateway 

nodes in two subgraphs have at least one common key to communicate with each other, without 

violating any of  the properties of unital design. If there are more than one disjoint links between 

two subgraphs for example links B-J and C-J are two disjoint links between subgraphs G1 and 

G3 then allocate key rings to those nodes B,C,J in such a way that there is a common key to all 

of them(k2 is the common key to nodes B,C and J) as shown in figure 7. 
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Fig. 7. Allocating key-rings to gateway nodes 
 

(v)Assign key rings from unital matrix to other nodes in each of the subgraphs G1,G2,G3 in such 

a way that key rings are distributed sufficiently in a cyclic manner to all the nodes in each 

subgraph so that each node in the subgraph will have a common key with its next immediate 

neighbours without violating the properties of unital design as shown in figure 8. 

 

Figure 8 shows the case for subgraph G1. 
 

 
 

 

Fig 8: Allocating key-rings to other nodes in cyclic manner 

 

 

Applying this step to all the sub-graphs, the output will be as shown in figure 9. 
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Fig. 9. Allocating key-rings to other nodes in all sub-graphs 
 

3) Comparison between allocating key rings directly in order from unital matrix to the nodes and 

new scheme:  

By allocating key-rings directly in-order from unital matrix as shown in figure 10. will allocate 

key-rings to nodes in the following manner: 

node A-KR1 

node B-KR2 

node C-KR3 

node D-KR4 

node E-KR5 

node F-KR6 

node G-KR7 

node H-KR8 

node I-KR9 

node J-KR10 

node K-KR11 

node L-KR12 

Consider node A. In the old scheme path to C was A-B-C. But in the new scheme, node A can 

communicate with node C directly because of the pattern in which keys are distributed to them. 

Similarly node A communicates with nodes H and 

L using the paths A-B-E-G-H and A-B-J-I-L respectively in the old scheme. But in the new 

scheme node A communicates with nodes H and L using the paths A-B-E-H and A-B-J-L 

respectively. Consider another node C. In the old scheme path to L was C-B-J-L. But in the new 

scheme, node C can 
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communicate with node L using the path C-J-L respectively. Here only nodes A and C are 

considered. Similar advantages can be obtained for other nodes also if they are considered. These 

advantages are observed due to the pattern in which keys are distributed to them.  

 

 
Fig. 10. Allocating key-rings to nodes from unital matrix in-order 

 

 4)Communication 

 Each node can now communicate with another node using the common key between them.  

 Suppose node A needs to communicate with node B. Node A uses AES encryption as its 

encryption mechanism. Node A will encrypt its message using its common key which is the 

session key between nodes A and B.  When the encrypted message reaches node B it will decrypt 

the message using AES decryption with the same session key. 

 In AES, block length is 128 bits & key length can be separately defined to be 128, 192 or 256 

bits.  

 

PERFORMANCE ANALYSIS 
 

Performance analysis is shown on the basis of success-rate versus hop-counts and overhead 

versus number of nodes. Figure 11 shows success-rate versus hop-counts. Success rate is the rate 

at which packets will reach destination without being discarded. So success-rate is better for the 

new scheme. 
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Fig. 11. success-rate versus hop-counts 

 

Figure 12 shows overhead versus number of nodes. If the number of nodes is more then 

overhead for new scheme will be less as the chances of establishment of long paths are less. But 

in the case of old-scheme chances of establishment of long paths are more. 

 
Fig. 12. overhead versus number of nodes 

 

CONCLUSION 

This paper proposes a new key distribution scheme for wireless sensor networks.. For that, this 

paper makes use of the unital design theory.  This paper showed that distributing key rings from 

unital matrix in correct order, to the nodes will increase the overhead of path establishment 

between the nodes resulting in high network traffic and packet loss. So a new scheme is 

proposed here, which provides high scalability and reduces the  overhead for path establishments 

thereby reducing network traffic and chances of packet loss. 
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