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ABSTRACT  

 Various threats are emerging in the field of cyber security. Among these, Botnets are 

the most widespread and dangerous threat to the cyber-security. Botnets are responsible for 

various illegitimate activities like DDoS attacks, spamming, phishing. Therefore detection of 

botnets has been major research topic in the recent years. This paper aims to provide better 

understanding of the botnet phenomenon and various C&C based botnet architecture. This 

survey also classifies various defensive measures to protect the network against botnets and 

comparison of these defensive methods on the basis of various parameters. 
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INTRODUCTION 

 

The internet we are using consists of millions of computer all around the world. Most of the 

users totally rely on the internet for their work. Any incident in the internet may cause a big 

damage to the integrity, confidentiality and the availability of their information or data .Various 

threats are emerging in the field of cyber-security, among these threats botnets are the most 

dangerous threats to the security of the network. Bot also known as robot or zombie is software 

that is capable of performing the set of functions that is triggered by specific commands given by 

the attacker. Botnet is a term refers to as a group of infected systems that are under the command 

of the single attacker or a group of attackers known as Botmaster. 

Botnets are responsible for carrying out sophisticated attacks to disrupt, gather sensitive data, 

spamming, phishing or to increase the botnets [1]. Therefore it is very important to protect the 

internet from these botnets. In this survey we present the basic phenomenon of botnet, various 

botnet defense methods to provide security to the internet. 

Section II describes the basic phenomenon of botnet which explains the working of botnet and 

the life cycle of the typical botnet. Section III describes various C&C based botnet models and 

we compare these models on the basis of various parameters. In section IV we classify various 

botnet defense methods and comparison of these methods with various parameters. 

 

 Working of Botnet 

These botnets are different from all other botnets in the way that they follows the command and 

control approach[2].The C&C gives command triggered by the botnet master to all the victim 

host as shown in figure 1.  
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Figure1: Botnet Architecture 

 

Firstly a botnetmaster exploits the vulnerabilities on the victim host, after that victim host 

downloads the bot binary and contacts the IRC server address by resolving the DNS name and 

then victim joins the IRC server to receive the commands from the botnet master[3].This 

research work uses the advanced  botnet life cycle model shown in figure 2[4]. 

                                                                          
 

                                                   Figure2: Botnet Life Cycle Model                               

 

Figure 2 describes the typical botnet infection dialog model. In the infection dialog model, the 

infection begins with an external to internal communication flow that contains the inbound 

scanning or bot scanning(E1) or a direct inbound exploit (E2).when the victim host has been 

completely compromised,    then this host downloads a binary instance of the bot(E3).after the 

full binary instance of the bot is executed ,it will have two paths type I and type II [5].In the type 

I bot, the victim host directly moves to the outbound scan(E5) whereas in type II  bots, the 

infected host moves to the C&C server communication (E4)  then it will move to the outbound 

scanning. 
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C&C BASED BOTNET ARCHITECTURE 

 Centralized C&C architecture 
The centralized C&C model is the most commonly used by the many famous botnets such as 

Agobot, SDBot, and RBot. In the centralized approach, attacker selects a single large 

bandwidth host to be the communication point for all other victim hosts. Main characteristics 

of this approach are that it is easy to deploy, detect, cheap and easy to eliminate. 

 
                                              Figure3: Centralized C&C architecture 

 

 P2P based C&C architecture 
As compare to the centralized C&C model, the P2P based C&C model is more difficult to 

discover and hard to defend. In this approach there is no single contacting point or it is not 

depend on the single server, therefore by detecting a single or some numbers of bots will not 

necessarily remove the whole botnet.P2P based botnet model is resilient to failures as it is not 

easy to discover and destroy. Therefore it is become more challenging for the people who 

want to defend against the botnets.  But at the same time there are also some constraints on 

the P2P based model. The most common constraint is that P2P technologies are currently 

only capable of supporting very small groups that is only 10-50 peers and the other constraint 

is that existing P2P models does not guarantee message delivery, therefore using P2P model, 

the botnet would be harder to coordinate as compare to the centralized C&C model.P2P 

model is also used for number of fully legitimate applications [6]. 

 

 
Figure4: P2P based C&C architecture 

 Random C&C architecture 
In random model Bot will not actively contact other bots or the botnetmaster. Bots sleep and 

are not activated until Botnet master is ready to attack. Random model has not been used in 

real world botnets, but it is useful for the type of botnets that want high survivability. 
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KEY FACTORS TO COMPARE C&C BASED BOTNET MODELS 
 

 Implementation 
Implementation of C&C based botnets means to bring the botnet into action. As centralized 

model has single or less number of server therefore it is are easy to deploy as compare to the 

P2P.Random model is also easy to implement the P2P botnet based model. 

 

 Survivability 

Survivability of the C&C botnet means ability to remain alive or continue to exist. 

Centralized based botnet is easy to discover whereas P2P based botnets and random model is 

hard to discover, therefore we can say that P2P and random model has high survivability then 

centralized model. 

 

 Cost 
Implementation cost of centralized based botnet model is low as compare to the P2P and 

random model. 

 

 Scalability 

Scalability of C&C based botnet models means ability of the botnet to enlarge their growth. 

Centralized model allows the botnet master to control as many bots as possible to maximize 

their profit. On the other hand P2P based botnet model contain very less number of peers that 

is only 10-50.Random model is also difficult to use in the large botnet attacks. 

 

 Communication latencies 
Messaging or communication latencies in the centralized model is very less where as in P2P 

based botnet model has high latency in the communication. Therefore it is easy for the botnet 

master to coordinate botnet and launch the attacks in centralized model as compare to the 

P2P based botnet model. 

 

DEFEATING THE BOTNETS 

 

Traditionally, bots have primarily compromised or impacted home computer users. However, bot 

code and botnets are a rising threat to corporate networks as well. Keeping bots out of our 

environment can be challenging, but there are many steps and methods to remove the botnets 

completely from our environment. Before discussing these defensive methods, it is important to 

discuss some traditional security methods. Traditionally, the important security control for 

preventing botnet infections is antivirus software, firewalls, router access list. But these are not 

sufficient to make the network free from bots. Router ACL cannot detect the botnet because 

botnet traffic uses the valid protocols. Firewalls do not provide botnet prevention, because it is 

not possible, especially in large networks to examine each and every incoming and outgoing data 

packet. Since these methods does not help to get rid of botnets completely from the network, 

some specific defensive methods are being used to get rid of this problem are Botnet Prevention, 

Botnet Detection and Tracing and Botnet Mitigation [7].These defensive methods are as shown 

in figure 5. 
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Figure 5: Botnet Defense Methods 

 

 Botnet Prevention 
Preventing the network from the botnet means to protect the network before the attack is 

launched. Some preventive measures to prevent the network from the botnets are as follows: 

 

1) Filtering: Filtering means the method used to make sure that incoming packets are 

actually from the trusted networks. It is useful to prevent the network by installing 

ingress filters. 

2) Updated Antivirus/Antispyware and Software Patches: Antivirus is used to prevent, 

detect and remove malicious attack. Therefore antivirus should be updated time to time to 

prevent the network from the botnet [8]. At the same time software patches are used to 

fix the problems. 

 

 Botnet Detection and Tracing 
Botnet detection means to detect the network that is under threat and Botnet Tracing means 

to reach at the source of the attack from where it is launched [7]. There are two main types of 

botnet detection and tracing: 

 

1) Signature based detection: Signature based detection is used to detect the attacks that are 

characterized by the specific signature or it is only useful in known attacks or botnets. It is 

based on pattern matching algorithm. IDS simply look for the malicious pattern in the 

upcoming packets and when it finds the matching pattern it declares it as an attack. Therefore 

the knowledge base should be updated with the new signature. The main problems with these 

type of detection is that it do not detect the new  undefined  bots and have to programmed 

again whenever a new bot is detected. 

2) Anomaly based detection: Anomaly based detection used to detect the attack by 

monitoring the network traffic activity and classifies it as legitimate or illegitimate. This 
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classification is based on some rules rather than the signatures. But there are no such rules 

which define that what normal traffic is [3]. The main problem in this type of detection is that 

sometime the legitimate traffic is defined as illegitimate traffic.   

 

 Botnet mitigation  
Botnet mitigation is the method used to decrease the effect of the attack. This method is used 

to remove the effect of the attack and make the network to provide proper services. Only an 

organized effort and cooperation among various organizations can help to mitigate the threat 

of bots. However no such work is done in this area but the main idea of the organizations is 

to work only to protect their own [9]. 

 

 Legislative Protection 
As the defensive measures discussed above are not used by all the users because different 

users have different point of view towards the internet. Legislative-punishment policy in 

some countries brings down some kind of botnets. This punishment includes prison of years 

or big fines. In the United States of America the punishment is to spend even 10 years in 

prison for Denial of Service Attacks [10]. The main drawback of this measure is that 

different countries have different ways of punishment. For the proper defense against these 

attacks, it is necessary to have common activities of the Internet and legislative communities 

in order to decide the ways of punishment. 

 

 User Education 
User education is very necessary to bring the user awareness regarding the security. User 

education is the most efficient method among all other defensive measure but at the same 

time if the user is not willing to increase his knowledge regarding the security measure then 

this defensive method become useless.                                                                                               

 

KEY FACTORS TO COMPARE BOTNET DEFENCE STRATIGIES 
 

Table1.Comparison of Botnet Defense Strategies 

 



International Journal of Computer Application                                                   Issue 4, Volume 4 (July-August 2014)                                                                                                                  

Available online on http://www.rspublication.com/ijca/ijca_index.htm                                              ISSN: 2250-1797 
 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 15 
 

 
CONCLUSION 

 

Botnets are used for various illegitimate purposes like spamming, DDos attacks and phishing. To 

protect the network against these attacks, we should study advanced botnet methods that are used 

by the bot masters to develop the new and powerful botnets. The major contributions in this 

paper include the basic phenomenon of the botnet architecture and life cycle of the typical 

botnet. This paper also classifies various C&C based botnet architectures and comparison of 

these architectures. This research work also aims to understand the need of advanced botnet 

defense system and various key factors to compare various defense methods. 
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