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Abstract: Cloud computing is a growing paradigm with tremendous momentum. It offers on-demand 

use of third party IT infrastructures on a pay-per-use basis. This paradigm reduces customers’ need for 
hardware while improving the elasticity of computational resources, allowing them to adapt to business 
requirements. But its unique features exacerbate security and privacy issues and became challenges. 
Current research on cloud security is still in the early stages and no universal model or set of techniques, 
which can provide full proof solution to it, has yet emerged. But in other IT concerns various other 
techniques are available to provide security solution and address security issues fairly well. In this paper 
we have highlighted security issues in cloud computing and classical methodologies of security and 
explore their applicability for cloud security. 
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1. Introduction 

Cloud computing is a new paradigm which has revolutionized IT and business regime 
by providing almost everything as a services. Cloud computing provides all types of 
services over the internet with flexible use and payment option. Information 
Technology‘s future is depend on the cloud computing. It represents all the big trends 
and it ties closely with big data and the ―Internet of things.‖ Cloud computing is junction 
of technology that is creating IT infrastructure and its application are more vibrant. It 
provides self-service to the customer to access the computing resources, while 
maintaining appropriate level of control. Cloud computing is playing very important role 
in industry as well as academic world, but it‘s still a developing paradigm. Cloud 
computing is entirely an external component in the IT system particularly in its 
outsourced deployment models. So the security is needed to integrate calls for 
interoperable typical interface for verification, authorization, and communication 
protections and it has become the great challenge for the researchers. 
 
A cloud is a large group of interconnected computers that extends beyond a single 
company or enterprise [1]. The US National Institute of Standards and Technology 
(NIST, http://csrc.nist.gov) defines it as follows: Cloud computing is a model for enabling 
convenient, on-demand network access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or service provider 
interaction. This cloud model promotes availability and is composed of five essential 
characteristics, five delivery models, and four deployment models. 
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1.1. Characteristics of Cloud Model 

1.1.1. Essential features 

 On demand self service: Cloud computing provides ‗pay per use‘ services. It 

provides much service as per requirement and demand such as server time, 

network storage, application, email etc. without human interaction with each 

service provider and whenever the user wants to access any services then he 

pay and use. 

 Broad network access: Cloud computing also provides system capacities which 

are available to customer through a network and can be accessed from a broad 

range of devices such as desktop computer, mobile devices, laptop etc. 

employment of services in the cloud include everything using business 

application to the latest application on the newest smart phones. 

 Resource pooling: The resources of supplier are pooled together to provide 

large number of simultaneous consumer using multi-tenant model, with different 

type of resources dynamically assign or reassign as per the consumer 

requirements.  But the customer generally has no control or knowledge over the 

exact location of the provided resources but may be able to specify location at a 

higher level of abstraction (e.g., country, state, or datacenter). Examples of 

resources include storage, processing, memory and network bandwidth. 

 Rapid elasticity: Cloud services can be rapidly and elastically provisioned, in 

some cases automatically, to speedily scale out and rapidly released to quickly 

scale in possibly of cloud solution can be accessible to the system user in a short 

period of time if it is necessary. 

 Measured service: Cloud systems automatically control and optimize resource 

use by leveraging a metering capability at some level of abstraction appropriate 

to the type of service (e.g., storage, processing, bandwidth, active user 

accounts). Resource usage can be monitored, controlled, audited, and reported, 

providing transparency for both the provider as well as consumer of the utilized 

service. 
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1.1.2. Common Features  

 Massive scale: Cloud computing environment make possible business servicing 

requirement for larger scale, advance, and high scalability. So the security is 

major concern.  

 Low cost software: With the promise of lower cost, better efficiencies and new 

way to assemble organizational priorities, there is some excitement about cloud 

computing. It also reduced initial capital expenses through lower technology cost.  

 Service oriented: It also provide increasing number of services that are 

delivered over a network. Anything as a service, require the understanding of 

service objective, accountability of service, use and quality. Using this approach 

makes it easier to build new application as well as change existing application. 

 Virtualization: It is an emerging IT paradigm that separates computing functions 

and technology implementation from physical hardware. It has been widely used 

in cloud computing to provider dynamic resource allocation and service 

provisioning, especially in IaaS. With virtualization, multiple OSs can co-reside on 

the same physical machine without interfering each other. 

 

 

 

 

 

 

 

1.2. Cloud Service Model 

NIST has define only three service and four deployment model and five 

characteristics but to understand the concept and it going to become the future IT. 

So it becomes necessary to implement new services model. 

1. Infrastructure as a service (IaaS) is provides computational resources, processing 
power and storage service (e.g., Amazon‘s EC2 provides VMs). It provides the 
storage service where user can store their private data that should be secure. The 
accessibility of data will be after authorization and protected to save the data from 
overlook use. 

2. Data as a service (DaaS) is based on the concept that the product, data in this case, 

can be provided on demand to the user regardless of geographic or organizational 
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separation of provider and consumer. It is a cousin of software as a service (Saas) 

which allows users to store data at remote disks (e.g., Amazon‘s S3). Data security 

is main concern in this service. To transfer the data secure methodology should be 

use like encryption, decryption.  

3. Software as a service (SaaS) which rents software on a subscription basis and 

delivers special purpose software remotely accessed via the Internet (e.g., 

Salesforce‘s CRM). In this service crucial issues include securely composing them 

and ensuring that information handled by these composed services is well protected.   

4. Application Programming Interface as a Service (APIaaS) in which different file 

library and operating system.  

5. Platform as a service (PaaS) in which the vendor offers development environment to 

application developers  and provides develop toolkits, building blocks, payment 

hooks and also supplies programming-level environments to   the cloud developers 

(e.g., Google 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 App Engine provides a python runtime environment and API for applications to 

interact with Google‘s cloud runtime environment). PaaS environment might limit 

access to well-defined parts of the file system, thus requiring a fine-grained 

authorization service.  
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6. Communication as a service (CaaS) that provides dedicated bandwidth, network 

security, encryption, and network monitoring. In networked environments, hardware 

association could be used to establish trace back. 

7. Business Process as a Service (BPaaS) TCS‘ Platform BPO is contributing 

Business-Process-as-a-Service that reduce necessitate for capital investments while 

reducing operational expenses. It distributes business process services on 

applications that are hosted on a private cloud to reduce the long-term total cost of 

ownership [6]. In this Service client having many challenges such as access to best-

in-class processes and technology, lack of capital restraining the ability to undertake 

huge transformational initiatives, need to comply with developing regulatory norms 

constrained by the limited ability to invest in upgrading technology, disparate and 

customized technology environments creating inefficiencies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. Software Testing as a Service (STaaS) is highly scalable, outsourced test execution 

for defined work packages, requiring minimal client investment, yet achieving test 

cost savings of 25% or more - all achieved at a fixed price, with a fixed result and 

fixed date.[8] 

1.3. Cloud Deployment model 
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Fig 4: Cloud Automation, Virtualization and Standardization 
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Cloud computing services can be arranged in a different way, it depend on the 
structure of the organization and the provisioning location. If it will as per 
access/control it can be shared or dedicated. 

2. Security Issues Responsibility  

Security in cloud computing has become mostly used term encompassing the 
characteristics of authentication, integrity, accessibility accountability and privacy [5]. 
The dependency on the information provided by the networks has been increased, the 
more the risk of secure transmission of information over the networks has increased.  

 The need to keep apart data when dealing with providers that serve multiple 
customers, probable secondary employs of the data—these are areas that 
organizations should keep in mind when considering a cloud provider and when 
negotiating contracts or reviewing terms of service with a cloud provider.  When it 
comes to cloud computing, the security and privacy of personal information is 
extremely important. Given that personal information is being turned over to 
another organization, often in another country, it is vital to ensure that the 
information is safe and that only the people who need to access it are able to do 
so.  

 Cloud providers and customers must share the responsibility for security and 
privacy in cloud computing environments, but sharing levels will differ for different 
delivery models, which in turn affect cloud extensibility. 

 For the secure transmission of various types of information over networks, several 
cryptographic, Steganographic and other techniques are used which are well 
known.  

 Here is the risk that personal information sent to a cloud provider might be kept 
indefinitely or used for other purposes. For businesses that are considering using a 
cloud service, it is important to understand the security and privacy policies and 
practices of the provider. The terms of service that govern the relationship with the 
provider sometimes allow for rather liberal usage and retention practices.  

 Cloud computing environments are multi domain environments in which every 
domain can use separate security, privacy, and trust requirements and potentially 
use various mechanisms, interfaces, and semantics. Such domains could 
represent individually enabled services or other infrastructural or application 
components.  

 With help of Figure 5 we can decide security step with help of responsibility steps. 
Responsibilities distribution is become very clear in this figure. Therefore it 
becomes easy to decide the responsibility for security in cloud computing at 
different stage.  
 

 
3. Classical methodology for security in Cloud Computing 

 
Cloud Computing has been predicted as the new architecture of Information Technology 

Enterprise. It shifts the application software and databases to the centralized large data 

centers, wherever the management of the data and services may not be fully 
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trustworthy. These unique paradigms fetch about many new security challenges, which 

have not been well understood. Using classical methodology also we can recover the 

security challenges in cloud computing.  

In this section we will discuss basic security fundamental concept with cloud. 

3.1. Cryptography  

Cryptography is art of secret writing.  To concealing the meaning of data, cryptography 
performs other critical security requirements for data including authentication, 
repudiation, confidentiality, and integrity. In fact, encryption is absolutely necessary 
when transmitting sensitive data over unsecure mediums like the Internet. The three 
types of algorithms used for encryption are 

 

 

 

 

 

 

 

 

 

 

 

 

 

: 

i. Hashing 
ii. Symmetric, also called private or secret key 
iii. Asymmetric, also called public key 
 

3.2.  Steganography 

The main aim cryptography is to hide the content of a message, while that of 
Steganography [9], [10] is hiding the existence of the message. Steganography is the 

Fig: 5 Responsibilities Distribution of cloud for Security [12] 
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art of covert communication by embedding a message into the multimedia data (image, 
sound, video, etc.) [11]. Steganography replaces unneeded bits in image and sound 
files with secret data. Instead of protecting data the way encryption does, 
Steganography hides the very existence of the data. And it's undetectable under 
traditional traffic-pattern analysis. It embeds a unique piece of information within a 
medium (typically an image) without noticeably altering the medium. 

 Confidentiality: any unauthorized person does not know that sensitive data exists  

 Survivability: verifying that the data does not get destroyed in the transmission  

 No detection: cannot be easily found out that the data is hidden in a given file  

 Visibility: people cannot see any visible changes to the file in which the data is 
hidden  

Steganography and cryptography can be used together to produce better protection. 

 

4. Conclusion & Future Research 

Security of data has always be a primary and challenging issue in the cloud computing. 
This paper attempts to point out challenging and security concerns of cloud computing 
and focuses on integrity check using the traditional method. In aspects of security, a lot 
more needs to be done to make cloud computing a prominent and reliable platform. The 
effort made in this paper is very basic and easy to use by customer. In the next paper 
we will implement this techniques using mat lab tool 
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