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ABSTRACT 

Cloud computing is the way of providing computing resources in the form of service rather 

than a product, utilities are provided to the users over internet. The cloud computing has 

benefited the IT industries with less infrastructure investment and maintenance. As cloud 

provides services like Infrastructure-as-service (IaaS), Platform-as-Service (PaaS) and 

Software-as-service (SaaS) to its clients, it is essential that it also ensures data security to its 

clients. To provide a secure data storage in cloud server we enable the cryptographic 

techniques for user data storage. This paper focuses mainly on the different kinds of 

cryptographic techniques that exist, which provide the high level data integrity to user data 

storage. 
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INTRODUCTION 

CLOUD COMPUTING 

Cloud computing is a general term for anything that involves delivering hosted 

services over the internet. These services are broadly divided into three categories: 

Infrastructure-as-a- Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service 

(SaaS). A cloud service has three distinct characteristics that differentiate it from traditional 

hosting. It is sold on demand, typically by the minute or the hour it is elastic - a user can have 

as much or as little of a service as they want at any given time and the service is fully 

managed by the cloud service provider (the consumer needs nothing but a personal computer 

and Internet access). The ad- vantage of cloud is cost saving. The prime disadvantage is 

security. Cloud computing is used by many software industries now a days.  

Since the security is not provided in cloud, many companies adopt their unique 

security structure. Introducing a new and uniform security structure for all types of cloud is 

the problem we are going to tackle in this paper. Since the data placed in the cloud is 

accessible to everyone, security is not guaranteed. To ensure security, cryptographic 

techniques cannot be directly adopted. Sometimes the cloud service provider may hide the 

data corruptions to maintain the reputation. 
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CRYPTOGRAPHY 

Cryptography is the practice and study of techniques for secure communication in the 

presence of third parties (called adversaries). More generally, it is about constructing and 

analyzing protocols that overcome the influence of adversaries and which are related to 

various aspects in information security such as data confidentiality, data integrity, 

authentication, and non-repudiation.
[4]

 Modern cryptography intersects the disciplines of 

mathematics, computer science, and electrical engineering. Applications of cryptography 

include ATM cards, computer passwords, and electronic commerce. 

Cryptosystem - A "cryptosystem" is the ordered list of elements of finite possible plaintexts, 

finite possible cyphertexts, finite possible keys, and the encryption and decryption algorithms 

which correspond to each key. Keys are important, as ciphers without variable keys can be 

trivially broken with only the knowledge of the cipher used and are therefore useless (or even 

counter-productive) for most purposes. Historically, ciphers were often used directly for 

encryption or decryption without additional procedures such as authentication or integrity 

checks. 

Cryptanalysis - The goal of cryptanalysis is to find some weakness or insecurity in a 

cryptographic scheme, thus permitting its subversion or evasion. 

Encryption - Until modern times cryptography referred almost exclusively to encryption, 

which is the process of converting ordinary information (called plaintext) into unintelligible 

text (called cipher text). 

Decryption - Decryption is the reverse, in other words, moving from the unintelligible cipher 

text back to plaintext. A cipher (or cypher) is a pair of algorithms that create the encryption 

and the reversing decryption. The detailed operation of a cipher is controlled both by the 

algorithm and in each instance by a "key". This is a secret (ideally known only to the 

communicants), usually a short string of characters, which is needed to decrypt the cipher 

text. 

Key - A Key is a numeric or alpha numeric text or may be a special symbol. The Key is used 

at the time of encryption takes place on the Plain Text and at the time of decryption takes 

place on the Cipher Text. The selection of key in Cryptography is very important since the 

security of encryption algorithm depends directly on it. 

Goals of cryptography 

Confidentiality- Information in computer is transmitted and has to be accessed only by the 

authorized party and not by anyone else.  

Authentication - The information received by any system has to check the identity of the 

sender that whether the information is arriving from a authorized person or a false identity.   

Integrity - Only the authorized party is allowed to modify the transmitted information. No 

one in between the sender and receiver are allowed to alter the given message.   

http://en.wikipedia.org/wiki/Adversary_(cryptography)
http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Information_security
http://en.wikipedia.org/wiki/Confidentiality
http://en.wikipedia.org/wiki/Data_integrity
http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Non-repudiation
http://en.wikipedia.org/wiki/Cryptography#cite_note-hac-4
http://en.wikipedia.org/wiki/Mathematics
http://en.wikipedia.org/wiki/Computer_science
http://en.wikipedia.org/wiki/Electrical_engineering
http://en.wikipedia.org/wiki/Automated_teller_machine
http://en.wikipedia.org/wiki/Password
http://en.wikipedia.org/wiki/Electronic_commerce
http://en.wikipedia.org/wiki/Cryptosystem
http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Plaintext
http://en.wikipedia.org/wiki/Ciphertext
http://en.wikipedia.org/wiki/Cipher
http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Key_(cryptography)
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Non Repudiation - Ensures that neither the sender, nor the receiver of message should be 

able to deny the transmission.  

Access Control -Only the authorized parties are able to access the given information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 -Overview of Cryptographic Techniques 

 

CRYPTOGRAPHIC TECHNIQUES SURVEY 

RC2 - RC2 is a block cipher with 64-bits block cipher and a variable key size that range from 

8 to128 bits. RC2 is vulnerable to a related-key attack using 234 chosen plaintexts    

DES (Data Encryption Standard) - DES was the first encryption standard published by 

NIST (National Institute of Standards and Technology) [3].It is a symmetric algorithm; It 

uses one 64-bit key. Out of 64 bits, 56 bits make up the independent key, which determine the 

exact cryptography transformation; 8 bits are used for error detection.DES.  Six different 

permutation operations are used both in key expansion part and cipher part. Decryption of 

DES algorithm is similar to encryption, only the round keys are applied in reverse order. The 

output is a 64-bit block of cipher text.    

3DES - It uses 64 bit block size with 192 bits of key size [5]. The encryption method is 

similar to the one in the original DES but applied 3 times to increase the encryption level and 

the average safe time. 3DES is slower than other block cipher methods.   
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AES - It was recognized that DES was not secure because of advancement in computer 

processing power [6]. The purpose of NIST was to define a replacement for DES that can be 

used in non-military information security applications by US government agencies [1]. It can 

encrypt data blocks of 128 bits using symmetric keys 128, 192, or 256. It has variable key 

length of 128, 192, or 256 bits; default 256. It encrypts the data blocks of 128 bits in 10, 12 

and 14 round depending on the key size. AES encryption is fast and flexible.    

RC6 - RC6 is block cipher derived from RC5. It was designed to meet the necessities of the 

Advanced Encryption Standard competition. RC6 proper has a block size of 128 bits and 

supports key sizes of 128, 192 and 256 bits. Some references consider RC6 as Advanced 

Encryption Standard. 

Blowfish- Blowfish was designed in 1993 by Bruce Schneider as a fast alternative to existing 

encryption algorithms [4].  Blowfish is a symmetric key block cipher that uses a 64 bit block 

size and variable key length. It takes a variable-length key from 32 bits to 448 bits. Blowfish 

has variants of 14 rounds or less [7]. Blowfish is one of the fastest block ciphers which has 

developed to date. Slowness kept Blowfish from being used in some applications. Blowfish 

was created to allow anyone to use encryption free of patents and copyrights. Blowfish has 

remained in the public domain to this day. No attack is known to be successful against it, 

though it suffers from weak keys problem (Bruce, 1996)   

CONCLUSION 

Cloud computing is the delivery of computing and storage capacity as a service to a 

community of end-recipients. With the development and application of cloud computing, its 

security becomes more and more important. In this paper, we gave a study on secure cloud 

storage using the different Cryptographic techniques. Using these techniques the data 

integrity will be improved very efficiently. 
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