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ABSTRACT 
Cyber crime is the unlawful act wherein the computer is either a tool or a target or both. 

Cyber crime is the evil act done by the Hi-tech Professionals, some, as hobby & as business. 

In this paper authors keeping the view in the Mind that Prevention is better than cure, have 

describes some preventive measures, also how to detect and prosecute these unlawful 

activities. Also have given the attention to the new users of the IT Act 2000 and offences 

covered under the IPC Section.  

 

 

1. CYBER CRIME 

Cyber Crime is an evil having its origin in the growing dependence on computers in modern 

life.A simple yet strong definition of Cyber Crime would be “Unlawful acts wherein the 

computer is either a tool or a target or both”. A computer is an essential tool for almost all 

cyber crime. 

  

2. WHY PEOPLE HACK. 

Cyber Crime presents as a “new form of business”, will be characterized by new forms of 

crime, a far broader scope and scale of offending and victimisation, the need to respond in 

much more timely way, and challenging technical and legal complexities. So hacking involve 

different personal, political or professional motives. 

2.1 Hactivism 

In recent years it is seen that Hacktivists launch business motivated attacks on public web 

pages or e-mail servers. The hacking groups and individuals, or hacitivists overload email 

servers by sending massive amounts of e-mails to one address and hack into websites to send 

a professional or business messages.  

2.2 Employees 

In a study it is found that disgruntled employees are the greatest threat to a computer security. 

Employees steal confidential information and trade secrets for the financial benefits. 

According CBI (Cyber crime cell) disgruntled insiders are a major source of computer 

crimes. Insiders do not need a great deal of knowledge about their target computers, because 

their inside knowledge of the victim’s system allows them unrestricted access to cause 

damage to the system or to steal system data.  

2.3 Recreational Hackers 

“Recreational hackers” break into computer networks for the thrill of the challenge or for 

bragging rights in the hacking community. The recreational hacker download attack script 

and protocols from the Internet only and launch them against the victim sites with little 

knowledge of the systems they are attacking.  
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2.4 Web site Administrators and Web Pages.  

Websites also access a lot of hidden background information from the user. The remote 

website can determine the following important information about the visitor; 

a) the IP address the user is accessing the web site from; 

b) the number of prior visits to the web site, and the dates; 

c) the URL of the page that contained the link to get the user to the web site; 

d) the user’s browser type and operating system and version; 

e) the user’s screen resolution; 

f) whether JavaScript and VBScript are enabled on the user’s computer; 

g) how many web pages the user has visited in the current session; 

h) the local time and date; and 

i) FTP username and password, if there is one. 

 

3. TYPES OF CYBER CRIME 

A Computer can be the target of the offense, the tool of the offense, or may contain evidence 

of the offense. When a computer is the target of the offense, the criminal's goal is to steal 

information from, or cause damage to, a computer, computers system or Computer Networks. 

When a computer is the tool of the offense, the criminal uses the computer to commit a 

traditional crime, such as counterfeiting. For example, a counterfeiter that used to engrave 

plates to crate the fake currency now use advance color printers and other accessories. 

Computer can also evidence to the offence. For example Money launderers may use a 

computer to store details of their laundering operation instead of Paper accounting, Child 

pornographers computers may contain possessed, produced, received or distributed Child 

Pornography.  

Now let us examine some activities wherein the computer is a tool for an unlawful act. This 

kind of activity usually involves a modification of a conventional crime by using computer. 

Some examples are: 

 

a) Financial Claims: This would include cheating, credit card frauds, money laundering etc.  

 Cyber Pornography: This would include pornographic websites; pornographic 

magazines produced using computer and the Internet (to down load and transmit 

pornographic pictures, photos, writings etc.)  

 Sale of illegal articles: This would include sale of narcotics, weapons and wildlife etc., 

by posting information on websites, bulletin boards or simply by using e-mail 

communications.  

 Online gambling: There are millions of websites, all hosted on servers abroad, that offer 

online gambling. In fact, it is believed that many of these websites are actually fronts for 

money laundering.  

 Intellectual Property Crimes: These include software piracy, copyright infringement, 

trademarks violations etc.  

 E-Mail spoofing: A spoofed email is one that appears to originate from one source but 

actually has been sent from another source. This can also be termed as E-Mail forging.  

 Forgery: Counterfeit currency notes, postage and revenue stamps, mark sheets etc., can 

be forged using sophisticated computers, printers and scanners.  

 Cyber Defamation: This occurs when defamation takes place with the help of computers 

and or the Internet e.g. someone published defamatory matter about someone on a 

websites or sends e-mail containing defamatory information to all of that person’s friends.  
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 Cyber Stalking: Cyber stalking involves following a person’s movements across the 

Internet by posting messages on the bulletin boards frequented by the victim, entering the 

chat-rooms frequented by the victim.  

 

Let us examine some of the activities wherein the computer or computer Network is the 

target for an unlawful act. It may be noted that in these activities the computer may also be a 

tool. This kind of activity is usually out of the purview of conventional criminal law. Some 

examples are:  

a) Unauthorized access to computer system or network: This activity is commonly referred 

to as hacking. The Indian Law has however given a different connotation to the term 

hacking.  

 Theft of information contained in electronic from: This includes information stored in 

computer hard disks, removable storage media etc.  

 E-Mail bombing: Email bombing refers to sending a large amount of      e-mails to the 

victim resulting in the victims’ e-mail account or mail servers. 

 Data diddling: This kind of an attack involves altering the raw data just before it is 

processed by a computer and then changing it back after the processing is completed.  

 Salami attacks: Those attacks are used for the commission of financial crimes. The key 

here is to make the alteration so insignificant that in a single case it would go completely 

unnoticed e.g. A bank employee inserts a program into bank’s servers, that deducts a 

small amount from the account of every customer.  

 Denial of Service: This involves flooding computer resources with more requests than it 

can handle. This causes the resources to crash thereby denying authorized users the 

service offered by the resources.  

 Virus/worm: Viruses are programs that attach themselves to a computer or a file and then 

circulate themselves to other files and to other computers on a network. They usually 

affect the data on a computer, either by altering or deleting it. Worms, unlike viruses don 

not need the host to attach themselves to.  

 Logic bombs: These are dependent programs. This implies that these programs are 

created to do something only when a certain event occurs, e.g. some viruses may be 

termed logic bombs because they lie dormant all through the year and become active only 

on a particular date.  

 Trojan Horse: A Trojan as this program is aptly called, is an unauthorized program which 

functions from inside what seems to be an authorized program, thereby concealing what it 

is actually doing. 

 Internet Time Theft: This connotes the usage by unauthorized persons of the Internet 

hours paid for by another person.  

 Physically damaging a computer system: This crime is committed by physically 

damaging a computer or its peripherals.  

 

4. PREVENTION 

 Restrict physical and network access, using firewalls, proxy servers, encryption, virtual 

private networks, and multiple data repositories. 

 Authenticate users strongly, through means such as electronic signatures, public key 

encryption, digital certificates, and biometric recognition. 

 Identify critical infrastructure – financial institutions, transportation networks, protective 

services, government networks – and develop business continuity strategies and backup 

systems. 
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 Increase public awareness of cyber security issues in all sectors and enlist active 

cooperation of everyone involved at all levels. 

 Strengthen international expertise and cooperation among all countries, working toward a 

uniform minimum level of security throughout the world. 

 Adopt a legislative and regulatory framework that actively enable legitimate use of ICT 

resources but strongly discourages misuse. 

 

5. DETECTION 

 Implement best of breed Computer and network based security systems and educate 

broadly regarding awareness of potential and possible security incidents. 

 Define data and communications p rivacy and data property rights, standards and 

expectations so that in the case of an attack, information can be shared quickly without 

compromising privacy. 

 Promote effective sharing of security holes, alerts, breaches and solutions between 

companies and governments. 

 Increase international cooperation to help trace and locate cyber criminals, since the 

nature of the Internet virtually assures that most incidents will be international in scope. 

 

6. PROSECUTION 

 Clearly define laws on what constitutes cyber crime, especially intellectual property rights 

and copyright law. Ensure that existing law is sufficient to address adequately criminal 

activities in Cyberspace.  

 Ensure that laws and regulations have a form that applies equally to non – electronic and 

electronic rights and crimes. 

 Train investigators internationally in proper forensics procedure, including establishing 

chains of electronic evidence in cyberspace, so that local and international criminal 

prosecutions can be effective. 

 

7. CYBER LAW IN INDIA 

India has enacted the first I.T.Act, 2000 based on the UNCIRAL model recommended by the 

general assembly of the United Nations. Chapter XI of this Act deals with offences/crimes 

along with certain other provisions scattered in this Acts .The various offences which are 

provided under this chapter are shown in the following table: -  

 

Offence Section under IT Act 

Tampering with Computer source documents  Sec.65 

Hacking with Computer systems, Data alteration  Sec.66 

Publishing obscene information  Sec.67 

Un-authorized access to protected system  Sec.70 

Breach of Confidentiality and Privacy  Sec.72 

Publishing false digital signature certificates  Sec.73 

NOTE: Sec.78 of I.T.Act empowers Deputy Supdt. Of Police to investigate cases falling 

under this Act. 
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Computer Related Crimes Covered under IPC and Special Laws 

Offence Section 

Sending threatening messages by email  Sec 503 IPC 

Sending defamatory messages by email  Sec 499 IPC 

Forgery of electronic records  Sec 463 IPC 

Bogus websites, cyber frauds  Sec 420 IPC 

Email spoofing  Sec 463 IPC 

Web-Jacking  Sec. 383 IPC 

E-Mail Abuse  Sec.500 IPC 

Online sale of Drugs  NDPS Act 

Online sale of Arms Arms Act 

 

8. ELEMENTARY PROBLEMS ASSOCIATED WITH CYBER-CRIMES:  

One of the greatest lacunae in the field of Cyber Crime is the absence of comprehensive law 

anywhere in the World. The problem is further aggravated due to disproportional growth ratio 

of Internet and cyber laws. Though a beginning has been made by the enactment of I.T. Act 

and amendments made to Indian Penal Code, problems associated with cyber crimes continue 

to persist.  

a) Jurisdiction is the highly debatable issue as to the maintainability of any suits, which has 

been filed. Today with the growing arms of cyber space the territorial boundaries seem to 

vanish. Thus the concept of territorial jurisdiction as envisaged under S.16 of Cr.P.C. and 

S.2.of the I.P.C. will have to give way to alternative method of dispute resolution.  

b) Loss of evidence is a very common & expected problem as all the data are routinely 

destroyed. Further, collection of data outside the territorial extent also paralyses the 

system of crime investigation. 

c) Cyber Army: There is also an imperative need to build a high technology crime & 

investigation infrastructure, with highly technical staff at the other end.  

d) A law regulating the cyber-space, which India has done?  

e) Though S.75 provides for extra-territorial operations of this law, but they could be 

meaningful only when backed with provision recognizing orders and warrants for 

Information issued by competent authorities outside their jurisdiction and measure for 

cooperation for exchange of material and evidence of computer crimes between law 

enforcement agencies.  

f) Cyber savvy judges are the need of the day. Judiciary plays a vital role in shaping the 

enactment according to the order of the day. One such case, which needs appreciation, is 

the P.I.L. (Public Interest Litigation), which the Kerala High Court has accepted through 

an email. 'Perfect' is a relative term. Nothing in this world is perfect. The persons who 

legislate the laws and by-laws also are not perfect. The laws therefore enacted by them 

cannot be perfect. The cyber law has emerged from the womb of globalization. It is at the 

threshold of development. In due course of exposure through varied and complicated 

issues it will grow to be a piece of its time legislation.  

 

9. CONCLUSION 

Truly speaking Cyber Crime is a global issue and there will be an unprecedented need for 

International commitment, coordination and cooperation. Law enforcement agencies around 
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the world are working together to develop new partnership, new forensic methodologies and 

new response to the crime.  
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