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Abstract 
 

The problem is to discover attributes or properties, accounting for the priori stated 

abnormality of a group of anomalous individuals with respect to an overall given population. 

To this aim, we introduce the notion of exceptional property and define the concept of 

exceptionality score, which measures the significance of a property. In order to single out 

exceptional properties, we resort to a form of minimum distance estimation for evaluating the 

badness of fit of the values assumed by the outliers compared to the probability distribution 

associated with the values assumed by the inliers. An algorithm called EXPREX is used, for 

efficiently discovering exceptional properties, thereby reducing the computational need. 

 

Index Terms – Knowledge Discovery, Anomaly Characterization 

 

 

 

I.   INTRODUCTION 

 

          Anomaly detection also known as outlier detection is the search for items or events 

which do not conform to an expected pattern. The patterns thus detected are called anomalies 

and often translate to critical and actionable information in several application domains. 

          In this paper, we extend the perspective of that approach in order to be able to deal with 

groups, or subpopulations, of anomalous individuals. As an example, consider a rare disease 

and assume a population of healthy and unhealthy human individuals is given; here, it would 

be very useful to single out properties characterizing the unhealthy individuals. 

 

       An exceptional property is an attribute characterizing the abnormality of the given 

anomalous group (the outliers) with respect to the normal data population (the inliers). 

Moreover, each property can have associated a condition, also called explanation, whose aim 

is to single out a (significant) portion of the data for which the property is indeed 

characterizing anomalous subpopulations. In order to single out significant properties, we 

resort to minimum distance estimation methods that are statistical methods for fitting a 

mathematical model to data. To judge the quality of a property, we make use of 

exceptionality scores that are functions measuring the badness of fit of the values assumed by 
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the outliers compared to the probability distribution associated with the values assumed by 

the inliers. 

The exceptionality scores here defined are based on a randomization test using the 

Pearson chi-square criterion for categorical properties, and on the Cramer’s-von-Mises 

criterion for numerical properties. These criteria evaluate the badness of fit of a probability 

distribution F compared to a sample set. In particular, we employ as reference distribution F 

the empirical distribution function associated with the population of inliers and, as the sample 

set, the population of outliers. We note that the proposed exceptionality scores are 

specifically designed for the task at hand, in which we compare a rare population with a large 

population of normal individuals. Also, this project focuses on an important algorithm, called

 EXPREX, [Exceptional PRoperty Extractor] that automatically singles out the 

exceptional properties and their associated explanations. 

 

 

II. RELATED WORK 
 

A. Detecting Outlying Properties of Exceptional Objects 

 

In this an outlierness score which is based on measuring how much the frequency of 

the combination of values assumed by that object on those attributes is rare as opposite to the 

frequencies associated with the other combinations of values assumed on the same attributes 

by the other objects in the population. In this respect, while this outlierness is appropriate for 

comparing one single value with a set of values, in the presence of two, even though 

unbalanced, distributions, a refined form of test must be employed in order to discover 

significant characterizing properties. Finally, but not less relevant, since the approach pursued 

is based on measuring the frequency of the occurrence of some combination of values, it 

assumes that the attributes are categorical, while the approach presented here deals with both 

numerical and categorical attributes. In this the data population will be given and the values 

that are anomalous will be mentioned, but no reason why they are anomalous will be 

provided. 

 

B. LOCI: Fast Outlier Detection Using the Local Correlation Integral 

 

Due to advances in information technology, larger and larger amounts of data are 

collected in databases. To make the most out of this data, efficient and effective analysis 

methods are needed that can extract non-trivial, valid, and useful information. Considerable 

research has been done toward improving knowledge discovery in databases (KDD) in order 

to meet these demands. 

KDD covers a variety of techniques to extract knowledge from large data sets. In 

several problem domains (e.g., surveillance and auditing, stock market analysis, health 

monitoring systems, to mention a few), the problem of detecting rare events, deviant objects, 

and exceptions is very important. 

This method selects a point as an outlier if its MDEF value deviates significantly from 

the local averages. We also show how to quickly estimate the average and standard deviation 

of MDEF values in a neighborhood. It provides an automatic, data-dictated cut-off for 

determining outliers, by taking into account the distribution of distances between pairs of 

object. The MDEF is associated with the correlation integral, it is an aggregate measure. It 

yields high quality results. . 

Using fast approximate calculations of the aggregates computed by an outlier 

detection algorithm such as the number of neighbours within a given distance, makes a lot of 
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sense for large databases. Considerable effort has been invested toward finding good 

measures of distance. However, very often it is quite difficult, to precisely quantify the notion 

of “closeness”. Furthermore, as the data dimensionality increases, it becomes more difficult 

to come up with such measures. Thus, there is already an inherent fuzziness in the concept of 

an outlier and any outlier score is more of an informative indicator than a precise measure. 

 

C. Rule-based classifiers and association rule mining. 

 

The classifier is trained to predict rare classes. Rules induced by a rule-based 

classifier are of the form     X -> c, where X is a set of conditions and c is one of the classes. 

Thegoal is to exploit induced rules in order to predict the classof unclassified objects. 

Rule based-classifiers, while a rule is  X -> c, then encodesthe information that the 

class of the individuals satisfyingthe set of conditions X is c, our goal is tosingle out 

attributes  showing different behaviour across classes. Thus, the criteria for measuring the 

significance of the induced knowledge are sharply different. 

As for association rules, association rule miners searchfor rules of the form X !Y , 

where X and Y are sets ofattribute-value pairs, standing for almost all individualssatisfying X 

satisfy also Y . Their purpose is to find ruleswhich are clearly represented in the data set at 

hand, but they do not distinguish between subpopulations. Moreover, even enforcing the 

mining algorithm in employing only abinary variable encoding the subpopulation information 

as the rule head, the results would be substantially differentfrom those our approach allows to 

obtain, inasmuch as thisis precisely the technique employed by rule-based classifiers in order 

to mine their rules. 

 

III. SYSTEM IMPLEMENTATION 

 

A. Exceptional Property and Exceptionality Score  

An exceptional property is an attribute characterizing the abnormality of the given 

anomalous group (the outliers) with respect to the normal data population (the inliers). 

Moreover, each property can have associated a condition, also called explanation, whose aim 

is to single out a (significant) portion of the data for which the property is indeed 

characterizing anomalous subpopulations.Build a proper exceptionality score; we use the 

goodness-of-fit test, which establishes if the observed frequency distribution differs from a 

reference one. We assume as reference distribution the empirical distribution function 

associated with the population of inliers.Direct application of the chi-square test to define a 

proper exceptionality score presents two main criticalities. In order to obtain accurate 

inference on small samples, which is a peculiarity of outlier populations, we make use of a 

randomization test. 

 

B. Generating Base Condition 

Base condition generation step set of base conditions is associated with each attribute 

different from p. A set of conditions Ca, called base conditions, is associated with each 

attribute a. These conditions are then combined during the subsequent base condition 

combination step in order to form relevant explanations. Thus, in order to reduce the large 

search space associated with this kind of conditions, the EXPREX algorithm adopts a strategy 

consisting in selecting the relevant subsets of the overall set of conditions. 

Intuitively, base intervals are the largest intervals I capturing a certain set of outliers 

which satisfies the frequency constraints on the number of outliers and inliers selected by the 

condition. 
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In order to compute the base conditions for a numeric attribute a, the function starts 

by sorting the set of values assumed by the data set objects on the attribute a and storing them 

in the set V. Then, the function builds the base conditions, starting from the minimal intervals 

which can be defined on the outlier set. 

 

C.Base condition combination step with EXPREX  

 

Base condition combination step. This step is taken care of by the function Combine 

Base Conditions. It tries to combine base conditions associated with different attributes, and  

follows an a priori like strategy to find the set of conditions E such that |D
o
E|. |D

i
E| resp  not 

smaller than  having exceptionality score greater than the threshold 𝜃𝑡  are collected and then 

stored in the set R which maintains all the exceptional explanation-property pairs discovered 

so far. 

Since the data sets have two attributes, there are two properties to take into account. 

Then, the algorithm calls twice the function Combine Base Conditions. When the function 

Combine Base Conditions s called on the property  p = A1 (p = A2, resp.), the set B consists 

in the set of basic conditions generated for the attribute A2 (A1, resp.). 

Consider the function Combine Base Conditions called on the property p= A2. First 

of all, lines 2-3 test if the property A2 with empty explanation is exceptional. Next, the 

exceptionality of A2 is tested when any base condition C on A1 is used as explanation. If the 

explanation-property pair hC;A2i is exceptional, it is added to the set S to be returned in the 

result. 

 

 

D. EXPREX Algorithm  

 

In order to make the significance of the kind of knowledge mined by the EXPREX 

algorithm clear, we briefly illustrate next a real-life example application scenario, The 

example refers to the analysis of a genetic data set from which to induce some 

characterization of the influence of the genetic profiles of individuals upon survival at old 

age. This data set has been the object of a separate investigation which resulted in a well-

assessed characterization of genetic traits of longevous individuals as opposed to normal 

ones. 

 

E. Performance Evaluation  

 

First, consider some real data sets, including both numerical and categorical domains. 

The real data sets are considered in order to assess the capability of the approach in mining 

interesting knowledge. After that compare those techniques with the outlying property 

discovery technique in order to point out differences and to show that the approach presented 

here is more powerful in characterizing groups of outliers when compared with other 

methods. 

 

IV. CONCLUSION 

 

Work aimed at providing a contribution toward the design of automatic methods for 

the discovery of properties characterizing a small group of outlier individuals as opposed to 

the whole population of “normal” individuals. In particular, we have introduced the concept 

of exceptional explanation-property pair and have discussed the significance of the associated 

knowledge. The innovativeness of the approach has been illustrated by highlighting the 
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substantial differences with related techniques. Moreover, we have defined the concept of 

exceptionality score, which measures the badness of fit of the values assumed by the outliers 

with respect to the probability distribution associated with the values assumed by the inliers. 

Suitable exceptionality scores have been introduced for both numeric and categorical 

attributes. These scores have been shown, from both the analytical and the empirical point of 

view, to be effective for small samples, as outlier sets usually are. Thus, our method has been 

explicitly conceived to deal with rare subpopulations. 

 

V. FUTURE WORK  

 

Online oversampling principal component analysis (osPCA) algorithm to address this 

problem, and we aim at detecting the presence of outliers from a large amount of data via an 

online updating technique. Unlike prior principal component analysis (PCA)-based 

approaches, we do not store the entire data matrix or covariance matrix, and thus our 

approach is especially of interest in online or large-scale problems. By oversampling the 

target instance and extracting the principal direction of the data, the proposed osPCA allows 

us to determine the anomaly of the target instance according to the variation of the resulting 

dominant eigenvector. 
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