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Abstract 
 The manner of Multi sensor networks, where storage nodes serve as an intermediate tier 
between sensors and a sink for storing data and processing queries, has been widely adopted 
because of the benefits of power and storage saving for sensors as well as the efficiency of 
query processing. Nevertheless, the importance of storage nodes also makes them attractive 
to attackers. In this paper, we propose SafeQ, a protocol that prevents attackers from gaining 
information from both sensor collected data and sink issued queries. SafeQ also allows a sink 
to detect compromised storage nodes when they misbehave. To preserve privacy, SafeQ uses 
a novel technique to encode both data and queries such that a storage node can decorously 
process encoded queries over encoded data without knowing their values. To preserve 
integrity, we propose two schemes—one using Merkle hash trees and another using a new 
data structure called neighborhood chains—to generate integrity verification information so 
that a sink can use this information to verify whether the result of a query contains exactly the 
data items that satisfy the query. To improve performance, we propose an optimization 
technique using Bloom filters to reduce the communication cost between sensors and storage 
nodes. 
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I. INTRODUCTION  

 

In this paper, we consider a two-tiered sensor network architecture in which storage nodes 

gather data from nearby sensors and answer queries from the sink of the network. The storage 

nodes serve as an intermediate tier between the sensors and the sink for storing data and 

processing queries. Storage nodes bring three main benefits to sensor networks. First, sensors 

save power by sending all collected data to their closest storage node instead of sending them 

to the sink through long routes. Second, sensors can be memory-limited because data are 

mainly stored on storage nodes. Third, query processing becomes more efficient because the 

sink only communicates with storage nodes for queries. The inclusion of storage nodes in 

sensor networks was first introduced in [2] and has been widely adopted [3]–[7]. 

Several products of storage nodes, such as StarGate [8] and RISE [9], are commercially 

available. Therefore, we want to design a protocol that prevents attackers from gaining 

information from both sensor collected data and sink issued queries, which typically can be 

modeled as range queries, and allows the sink to detect compromised storage nodes when 
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they misbehave. For privacy, compromising a storage node should not allow the attacker to 

obtain the sensitive information that has been, and will be, stored in the node, as well as the 

queries that the storage node has received, and will receive. 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

Fig 1.1 Architecture View of the Query Processing 

 

Note that we treat the queries from the sink as confidential because such queries may leak 

critical information about query issuers’ interests, which need to be protected especially in 

military applications. For integrity, the sink needs to detect whether a query result from a 

storage node includes forged data items or does not include all the data that satisfy the query. 

There are two key challenges in solving the privacyand integrity-preserving range query 

problem. First, a storage node needs to correctly process encoded queries over encoded data 

without knowing their actual values. Second, a sink needs to verify that the result of a query 

contains all the data items that satisfy the query and does not contain any forged data. SafeQ 

excels state-of-the-art S&L scheme [7] in two aspects. First, SafeQ provides significantly 

better security and privacy. While prior art allows a compromised storage node to obtain a 

reasonable estimation on the value of sensor collected data and sink issued queries, SafeQ 

makes such estimation very difficult. Second, SafeQ delivers orders of magnitude better 

performance on both power consumption and storage space for multidimensional data, which 

are most common in practice as most sensors are equipped with multiple sensing modules 

such as temperature, humidity, pressure, etc.. Ourexperimental results conform with the 

analysis that the power and space consumption in the S&L scheme grow exponentially with 

the number of dimensions, whereas those in SafeQ grow linearly with the number of 

dimensions times the number of data items. 

 

II. LITERATURE SURVEY 

 
Shi et al. proposed an optimized version of S&L’s integritypreserving scheme aiming to 

reduce the communication cost between sensors and storage nodes [11], [12]. The basic idea 

of their optimization is that each sensor uses a bit map to represent which buckets have data 

and broadcasts its bit map to the nearby sensors. Each sensor attaches the bit maps received 

from others to its own data items and encrypts them together. The sink verifies query result 

integrity for a sensor by examining the bit maps from its nearby sensors. In our experiments, 
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we did not choose the solutions in [11] and [12] for side-by-side comparison for two reasons. 

First, the techniques used in [11] and [12] are similar to the S&L scheme except the 

optimization for integrity verification. Privacy- and integrity-preserving range queries in 

WSNs have drawn people’s attention recently [7], [11], [12]. Sheng and Li proposed a 

scheme to preserve the privacy and integrity of range queries in sensor networks [7]. This 

scheme uses thebucket-partitioning idea proposed by Hacigumus et al. in [13] for database 

privacy. Database integrity has also been explored in prior work [19]–[24], independent of 

the privacy issues. It focuses on verifying the completeness of the result of relational database 

queries.Merkle hash trees have been used for the authentication of data elements [25], and 

they were used for verifying the integrity of database queries in [19] and [20]. Pang et al. [21] 

and Narasimha and Tsudik [22] proposed similar schemes for verifying the integrity of 

relational database query results using signature aggregation and chaining. 
 
 

III. METHODOLOGY 
 

3.1 EXISTING METHOD  

 

Existing Wireless sensor networks once sensor nodes have been deployed, there will be 

minimal manual intervention and monitoring. But, when nodes are deployed in a hostile 

environment and there is no manual monitoring. 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Fig 3.1 Various Notation Allocated fo the Query 
 
 

3.2  DISADVANTAGES 

 

Unfortunately, For a two-tiered sensor network, we assume that the sensors and the sink are 

trusted, but the storage nodes are not. In a hostile environment, both sensors and storage 

nodes can be compromised. If a sensor is compromised, the subsequent collected data of the 

sensor will be known to the attacker, and the compromised sensor may send forged data to its 

closest storage node. It is extremely difficult to prevent such attacks without the use of 

tamper-proof hardware. However, the data from one sensor constitute a small fraction of the 

collected data of the whole sensor network. Therefore, we mainly focus on the scenario 

where a storage node is compromised. Compromising a storage node can cause much greater 

damage to the sensor network than compromising a sensor. 
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Fig 3.2 Prefix Conversion and Construction 
 

3.3 PROPOSED METHOD 

 
The proposed a scheme to preserve the privacy and integrity of range queries in sensor 

networks .This scheme uses the bucket-partitioning for database privacy. The basic idea is to 

divide the domain of data values into multiple buckets, the size of which is computed based 

on the distribution of data values and the location of sensors. In each time-slot, a sensor 

collects data items from the environment, places them into buckets, encrypts them together in 

each bucket, and then sends each encrypted bucket along with its bucket ID to a nearby 

storage node. For each bucket that has no data items, the sensor sends an encoding number, 

which can be used by the sink to verify that the bucket is empty, to a nearby storage node. 

When the sink wants to perform a range query, it finds the smallest set of bucket IDs that 

contains the range in the query, then sends the set as the query to storage nodes. Upon 

receiving the bucket IDs, the storage node returns the corresponding encrypted data in all 

those buckets. SafeQ also allows a sink to detect compromised storage nodes when they 

misbehave. The sink is the point of contact for users of the sensor network. Each time the 

sink receives a question from a user, it first translates the question into multiple queries and 

then disseminates the queries to the corresponding storage nodes, which process the queries 

based on their data and return the query results to the sink. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3.3 Merkle Hash Tree Allocation for Object in the Range 
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3.4 ADVANTAGES  
The meaning of data integrity is twofold in this context. In the result that a storage node 

sends to the sink in responding to a query, first, the storage node cannot include any data item 

that does not satisfy the query; second, the storage node cannot exclude any data item that 

satisfies the query. To allow the sink to verify the integrity of a query result, the query 

response from a storage node to the sink consists of two parts: 1) the query result , which 

includes all the encrypted data items that satisfy the query; 2) the verification object , which 

includes information for the sink to verify the integrity of . To achieve this purpose, we 

propose two schemes based on two different 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3.4 Two-dimensional neighborhood chain. 

 
 
IV. QUERY PROCESSING OVER SENSOR NETWORKS 

 
List of Modules 
 

1. SafeQ  
 

2. Integrity  
 

3. Privacy  
 

4. Range Queries  
 

5. Sink  

 

6. Storage Node Module Description  

 
SafeQ 
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The meaning of data integrity is twofold in this context. In the result that a storage node 

sends to the sink in responding to a query, first, the storage node cannot include any data 

SafeQ is a protocol that prevents attackers from gaining information from both 

sensor collected data and sink issued queries. SafeQ also allows a sink to detect compromised 

storage nodes when they misbehave. To preserve privacy, SafeQ uses a novel technique to 

encode both data and queries such that a storage node can correctly process encoded queries 

over encoded data without knowing their values. 
 
Integrity 

 
The sink needs to detect whether a query result from a storage node includes forged 

data items or does not include all the data that satisfy the query. There are two key challenges 

in solving the privacyand integrity-preserving range query problem. First, a storage node 

needs to correctly process encoded queries over encoded data without knowing their actual 

values. Second, a sink needs to verify that the result of a query contains all the data items that 

satisfy the query and does not contain any forged data. 
 
Privacy 

 
To preserve privacy,SafeQ uses a novel technique to encode both data and queries 

such that a storage node can correctly process encoded queries over encoded data without 

knowing their actual values. 
 
Range Queries 

 

The queries from the sink are range queries. A range query ―finding all the data 

items collected at time-slot in the range ‖ is denoted as . Note that the queries in most sensor 

network applications can be easily modeled as range queries. 
 
Sink 

 
The sink is the point of contact for users of the sensor network. Each time the sink 

receives a question from a user, it first translates the question into multiple queries and then 

disseminates the queries to the corresponding storage nodes, which process the queries based 

on their data and return the query results to the sink. The sink unifies the query results from 

multiple storage nodes into the final answer and sends it back to the user. sink can detect 

compromised storage nodes when they misbehave. 
 
Storage Node 

 
Storage nodes are powerful wireless devices that are equipped with much more 

storage capacity and computing power than sensors.The storage node collects all data from 

the sensor nodes. The storage node can’t view the actual value of sensor node data. If the 

storage node trying to view the sensor node data, sink detect misbehave of storage node. 

 

V. EXPERIMENT RESULT 
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―.NET‖ is also the collective name given to various software components built upon the 

.NET platform. These will be both products (Visual Studio.NET and Windows.NET Server, 

for instance) and services (like Passport, .NET My Services, and so on). The code that targets 

.NET, and which contains certain extra Information - ―metadata‖ - to describe itself. Whilst 

both managed and unmanaged code can run in the runtime, only managed code contains the 

information that allows the CLR to guarantee, for instance, safe execution and 

interoperability. The multi-language capability of the .NET Framework and Visual Studio 

.NET enables developers to use their existing programming skills to build all types of 

applications and XML Web services. The .NET framework supports new versions of 

Microsoft’s old favorites Visual Basic and C++ 
 
(as VB.NET and Managed C++), but there are also a number of new additions to the family. 

Visual Basic .NET has been updated to include many new and improved language features 

that make it a powerful object-oriented programming language. These features include 

inheritance, interfaces, and overloading, among others. Visual Basic also now supports 

structured exception handling, custom attributes and also supports multi-threading.. During 

system analysis the feasibility study of the proposed system is to be carried out. This is to 

ensure that the proposed system is not a burden to the company. For feasibility analysis, some 

understanding of the major requirements for the system is essential. 
 
 
SCREENSHOTS 

 

 

Fig 5.1 Centralrized Server Processing 

Query 

 
Fig 5.2 MobileHost Enquirying the Status 

of Results 
 

 
 

Fig 5.3 Hospital information shared 

based on Request 

 
 

Fig 5.4 Message Delivered to the Mobile 
Host 
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Fig 5.5 Hospital Information Shared on 

Port Number 

 
 

Fig 5.5 Comparison of Probability between 

the Total number of items processed based 

on the Query of Hash Functions over the 

False rate in Upper Bound 

 

 
 
 
 

VI. CONCLUSION 

 

6.1 CONCLUSION 
In  this  paper,  We  make  three  key  contributions  in  this paper.  First,  we  propose  SafeQ,  
a  novel  and  efficient protocol  for  handling  range  queries  in  two-tiered  sensor networks 
in a privacy- and integrity- preserving fashion. SafeQ uses  the techniques of prefix 
membership verification, Merkle hash trees, and neighborhood chaining.In  terms  of  
security,  SafeQ  significantly  strengthens  the security of  two-tiered  sensor  networks.  
Unlike  prior  art, SafeQ prevents a compromised storage node from obtaining a  reasonable  
estimation  on  the  actual  values  of  sensor collected data items and sink issued queries. 
 

6.2 FUTURE WORK 

 

We have further improved in terms of efficiency, our results show that SafeQ significantly 

outperforms prior art for multidimensional data in terms of both power consumption and 

storage space. Second, we propose an optimization technique using Bloom filters to 

significantly reduce the communication cost between sensors and storage nodes. Third, we 

propose a solution to adapt SafeQ for event-driven sensor networks. 
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