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ABSTRACT  

 

Ad hoc multi-hop wireless networks have emerged as a key technology for next-

generation wireless networking. Because of its dynamic nature, ad hoc multi-hop wireless 

networks are undergoing rapid progress and inspiring numerous applications. However, many 

technical issues still exist in this field. In order to provide a better understanding of the research 

challenges of this type of network, here we present a detailed study about  types of multi-hop 

wireless networks their similarities and differences. Open research issues in all protocol layers 

are also discussed, with an objective to spark new research interests in this field. 
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1. INTRODUCTION  

 

In recent years, a growing number of devices are getting equipped with networking 

capabilities. Many of these devices are mobile and communicate using a variety of wireless 

technologies, such as Bluetooth, WiFi, etc., which allow them to connect to existing 

telecommunication networks and to each other. If these devices also support routing, they can 

forward data for each other. One can then combine a number of such devices with minimal 

planning to form a network. 

Such a network would be an ad hoc multi-hop wireless network. Formally, we can say that an ad 

hoc multi-hop wireless network is a network consisting of nodes that communicate solely 

through wireless connections, in which data can be forwarded over multiple hops, and which is 

at least partly deployed in ad hoc manner. Ad hoc deployment entails that little or no planning is 

needed, and that changes in the network (such as adding, moving or removing nodes) can be 

done with minimal extra work. 

From the above definition, it is clear that there are some substantial differences between ad hoc  

multi-hop wireless networks and traditional telecommunication networks. Probably the most 

important difference is that the topology of an ad hoc multi-hop wireless network is not the result 

of careful planning, but instead emerges from the placement of the nodes: there is a link between 

nodes if they are in range of each other's wireless radio signal. As a consequence, the topology is 

essentially dynamic: it can be extended by adding new wireless nodes, reduced by removing 

nodes, or changed in a continuous way if some of the nodes are mobile. Such dynamic behavior 

presents an important new challenge in networking technology, since in traditional networks, 
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changes happen relatively infrequently. A second important difference is that ad hoc multi-hop 

wireless networks rely exclusively on wireless links. This means that data transport is less 

reliable, and that there is less available bandwidth. Thirdly, ad hoc multi-hop wireless networks 

are usually highly decentralized, lacking hierarchy or central control. This makes it more 

difficult to optimize the use of network resources. Fourth, the nodes of an ad hoc multi-hop 

wireless network often have limited resources. This can apply to memory, processing power, 

battery power supply, etc.. Finally, due to the increasing availability of wireless technology, ad 

hoc multi-hop wireless networks are often expected to grow to very large sizes, making 

scalability an important issue. 

 
As a result of these challenges, algorithms that were designed for traditional telecommunication 

networks often perform badly in ad hoc multi-hop wireless networks. New algorithms are 

therefore needed at all layers of the network protocol stack.  

 

 
2. Types of ad hoc wireless multi-hop networks 

 

In network research, work is being done on a number of different, related types of wireless 

networks, which can all be classified as ad hoc multi-hop wireless networks. In this section, an 

overview is given of these different kinds of networks, and of the similarities and differences 

between them. First, mobile ad hoc networks are described, since these were the first ad hoc 

multi-hop wireless networks that received a lot of attention in the literature. 

 

Next, we present wireless mesh networks. These form a more general class of ad hoc multi-hop 

wireless networks, of which mobile ad hoc networks could in fact be considered a subclass. After 

that, sensor networks are described, which is an application specific subclass of ad hoc multi-hop 

wireless networks. We close this section with a short discussion on the similarities and 

differences between the different types of ad hoc multi-hop wireless networks. 

 
2.1 Mobile ad hoc networks 
 
Mobile ad hoc networks (MANETs)[1] are networks in which all nodes are mobile and 

communicate exclusively via wireless connections. Usually, the nodes are equipped with a 

single, omnidirectional wireless antenna. There is no fixed infrastructure in the network, and 

there is no hierarchy: all nodes are in principle equal, and can function both as end points of data 

communication, and as routers, forwarding data for each other in multi-hop fashion. One can 

think of a group of users carrying wifi enabled devices such as mobile phones, pda's, laptops, 

etc., moving in a specific area and forming a dynamic wireless network among them. See for 

example the MANET made up of mobile phones depicted in Figure 1, where the dashed lines 

indicates the wireless links. 

 

As a consequence of the above mentioned properties, MANETs are dynamic, flat, fully 

decentralized networks without central control or overview. This gives rise to a number of tough 

challenges for networking algorithms. MANET algorithms should be highly adaptive to the ever 

changing environment. They should be robust in order to deal with unreliable wireless 
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transmissions. They should work in a fully distributed way. Finally, they should be efficient in 

their use of the limited network resources, such as bandwidth, battery power in the mobile nodes, 

etc.. 

 

The idea for MANETs stems from research into DARPA packet radio networks[2,3]. Starting 

from the publication of the Destination-Sequenced Distance-Vector routing algorithm [4]  in 

1994, MANETs were the first type of ad hoc multi-hop wireless networks to be investigated. The 

specific challenges that are encountered in these networks have called the attention of many 

researchers and have made this a very active research area. Also, the Internet Engineering Task 

Force (IETF) has set up a MANET working group to guideline standardizations. However, when 

it comes to implementation, the MANET challenges have proven to be very hard to deal with, so 

that there is now also a growing interest in ad hoc multi-hop wireless networks with less mobility 

and more hierarchy and organization, such as the wireless mesh networks described in 2.2. 

 

 
Figure 1 MANET of Mobile Phones 

 

2.2 Wireless mesh networks 

 

Wireless mesh networks (WMNs) [5] consist of two types of nodes: mesh clients and mesh 

routers. Mesh clients are equivalent to MANET nodes: they are mobile, and usually 

communicate through one wireless interface, which is normally 

 

 
Figure 2 WMN 
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an omnidirectional antenna. Like MANET nodes, they can serve both as end points of data 

traffic and as routers. Mesh routers, on the other hand, are less mobile or even static, and are 

usually equipped with various wireless devices, supporting different technologies. They are 

usually more powerful devices than the mesh clients, and often run on external power supply 

rather than on battery power. The aim of the mesh routers is to form a wireless backbone 

infrastructure for the WMN. An example of a WMN is given in figure 2: a small group of static 

wireless nodes function as mesh routers, while a larger number of heterogeneous mobile devices 

play the role of mesh clients. 

 

The use of a more or less static backbone of mesh routers gives important advantages compared 

to MANETs. First, it gives some stability and organization to the network, which allows better 

exploitation of network resources. For example, data traffic can be routed primarily over the 

backbone nodes, which are normally more powerful and have higher bandwidth, alleviating the 

task of the mesh clients. Second, the fact that the mesh routers usually support a variety of 

different wireless communication technologies allows easy integration of heterogeneous devices 

and networks. Finally, the mesh routers partly solve the problem of battery power usage. 

The mentioned advantages make WMNs easier to implement than MANETs. Consequently, an 

increasing number of mesh network implementation projects are being started. These include 

projects from academic research, such as the Roofnet [6] experiment of the Massachusetts 

Institute of Technology (MIT), projects by businesses, such as the Magnets [7]  project of 

Deutsche Telekom Laboratories (DTL), and even spontaneous efforts by independent 

enthusiasts, such as the olsr.freifunk.net experiment in Berlin [8]. These networks have large 

differences in the way they were set up, their structure, the devices that are used, etc.. For 

example, Roofnet and olsr.freifunk.net are both totally unplanned networks that only consist of 

randomly placed WiFi access points. Magnets on the other hand has a planned backbone of five 

high power routers that are connected via directed wireless antenna's, providing connectivity for 

a high number of randomly placed, less powerful devices around them.  

 

2.3 Sensor networks 

 

Sensor networks [9] are ad hoc multi-hop wireless networks that consist of wireless sensor 

nodes. Those are small devices equipped with one or more sensors, some small processing 

capacity, and a radio transmitter. The aim of sensor networks is to deploy a large number of such 

sensor devices to measure a certain phenomenon. This can be geological activity, human body 

functioning, etc.. By forming a multi-hop network among them, the sensor nodes have a means 

to send the data they have measured to a "sink" node, where they can be processed. The fact that 

the network is ad-hoc allows to set it up with minimal planning. One can for example throw 

sensors from a boat into the sea so that they can form a network at the bottom, or drop them from 

a plane. 

 

Sensor networks come with their own specific challenges. First of all, they are usually very large 

networks, possibly consisting of thousands of nodes or more, so that algorithms need to scale 

well. Next, the sensor nodes are normally designed to be very cheap, light devices. This means 

that they have very limited resources for storage, processing and transmission, so that highly 

efficient algorithms are needed. This problem is acerbated by the fact that sensor batteries can 

often not be replaced e.g., when the sensors are thrown at the bottom of the ocean. Moreover, the 
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use of cheap, low power radio technology also means that communication is highly unreliable 

and irregular. For example, changing radio ranges can give rise to unidirectional connections 

[10]. So algorithms have to be robust and should be able to deal with unidirectional links. 

Another issue in sensor networks is that their topology is usually very dynamic. 

 

Different from MANETs, this is not so much due to mobility of the sensor nodes (they are in fact 

often static), but rather to the easy failure of lightweight devices with limited power, and the fact 

that often new sensor devices are added. Finally, the communication patterns in sensor networks 

are quite specific: each sensor node acquires data at regular intervals, and needs to send this data 

to the sink node. It is important to take these patterns into account when designing network 

protocols, in order to obtain better usage of the limited available resources. 

 

3. Algorithms for different types of ad hoc multi-hop wireless networks  

 

All three types of networks described above possess the typical properties of ad hoc multi-hop 

wireless networks: they have an ad hoc, dynamic topology, they use unreliable connections, they 

are highly decentralized, and they have limited network resources. Also, they might all grow to 

large sizes, although this aspect is more pronounced in sensor networks than in MANETs and 

WMNs. Due to these similarities, networking algorithms for different types of ad hoc multi-hop 

wireless networks should have similar properties, such as adaptivity to a changing environment, 

robustness with respect to packet corruption or loss, a highly distributed organization, efficiency 

and scalability. As a result, there is often a large overlap between algorithms used for the 

different types of ad hoc multi-hop wireless networks. Especially for MANETs and WMNs this 
is the case. MANETs were the first ad hoc multi-hop wireless networks that received a lot of 

research attention, and WMNs can in a way be seen as the follow up of MANETs. Therefore, 
WMNs use to a large extent the algorithms that have been proposed for MANETs. Sensor 

networks have been developed more or less in parallel with MANETs, and have more specific 

algorithms.  

 

4. Issues in ad hoc wireless multi-hop networking 

 

This section builds on the general description provided in section 2 to investigate important 

issues for networking in ad hoc multi-hop wireless networks. We start with aspects of network 

connectivity and node mobility, and then move up the network protocol stack discussing issues 

related to the physical layer, the data link layer, and the transport layer. Specific attention is 

given to how these issues have consequences for the task of routing. 

 

4.1 Network topology and node mobility 

 

As stated in 2, the topology of an ad hoc multi-hop wireless network is normally not the result of 

careful planning, but arises from the placement of the nodes. In what follows, we first comment 

on how this affects network connectivity, and then on how it relates to node mobility. 
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4.1.1 Network connectivity 

 

There is a link between two nodes of an ad hoc multi-hop wireless network if they can receive 

each other's radio signals. Therefore, the topology of the network is directly defined by the 

relative placement of the nodes and the range of their radio transmitters. Since the placement of 

the nodes in an ad hoc multi-hop wireless network is done in ad hoc manner, with minimal 

planning, it can be considered as a random process, from which the network topology emerges. 

An important factor in this process is the node density, since it directly influences the 

connectivity in the resulting network topology. 
 

In [11, 12], the theory of percolation is used to investigate this relationship between node density 

and network connectivity analytically. The authors show that there is a quite clear cut off point in 

node density, called the critical density, under which the network falls apart into small, internally 

connected islands, and above which there is connectivity between the majority of the nodes in 

the network. 

 

For densities that are just above the critical density, this network wide connectivity is quite 

sparse, so that paths between most pairs of nodes depend on the availability of a few critical 

links. The failure of any of these critical links has a large impact on the routing possibilities in 

the network. This is in contrast with densely connected networks, where often many alternatives 

are available to route around a failed link. This means that in sparse networks, it is more difficult 

for a routing algorithm to provide adaptivity to changes in the network topology. So, we can 

conclude that the node density of an ad hoc multi-hop wireless network directly affects the 

difficulty of the routing task. 

 

Node density only has meaning when treated relative to the transmission range of the nodes' 

radio equipment: if this range is reduced while the number of nodes per unit of area stays the 

same, the connectivity of the network decreases. This means that variations of the radio range 

influence network connectivity as much as node density. Radio range variations can happen 

accidently, for example because of random variations in the environment or because of changes 

in the available power in each node , or can be induced intentionally, for example in order to 

save battery power or to reduce radio interference between different transmitters [13, 14]. Some 

work treats the problem of defining a minimal power usage for each node under the explicit 

constraint that there needs to be at least one path between each pair of nodes in the network [15, 

16]. This is particularly relevant in sensor networks where batteries can sometimes not be 

replaced. Clearly, the application of such schemes can give rise to difficult topologies to 

maintain routing in. 

 

4.1.2 Node mobility 

 

Since the network topology is defined by the placement of the nodes, it changes when the nodes 

move. As a consequence, the difficulty of the routing task is also strongly influenced by the 

characteristics of the node mobility. These characteristics include the speed of the movements, 

and the specific patterns followed by the nodes. The latter defines for example how the nodes 

move relative to each other, and can give rise to temporary differences in node density. 
The impact of node mobility is especially important in MANETs, where all nodes are mobile. 
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Node mobility depends on the usage of the network. Unfortunately, most research on ad hoc 

multi-hop wireless networks is done in academic context, without a clear understanding of their 

purpose. Mobility is therefore usually simulated with artificial models, of which the Random 

Waypoint model (RWP) [17] is the most popular.  

 

Under this model, each node picks a random destination, and a random speed, and moves in a 

straight line to this destination with the chosen speed. Then the node pauses for a certain time, 

after which it picks a new destination and speed. Other models use different approaches, or 

model specific behaviors such as e.g. group movements. An overview of mobility models used in 

the literature is given in[18]. In recent years, there is a growing suspicion towards these artificial 

mobility models, because they do not reflect real movements very well, and because they may 

artificially give rise to certain node distributions. For example, under RWP, nodes tend to cluster 

more in the center of the ad hoc  multi-hop wireless network area, so that there is higher density 

there, giving better connectivity [19]. There is now a lot of interest in collecting traces of real 

movements of people (e.g., see [20]), but so far very few such information is available. 

 

An interesting side remark can be made here with respect to the relationship between mobility, 

connectivity and network capacity. If applications can tolerate high delays, communication 

between remote nodes in the network can profit from node mobility by letting packets be 

temporarily stored in moving nodes, so that they can travel closer to their destination this way. 

This can increase the capacity of the network, since less wireless retransmissions need to be done 

[21]. It can also allow communication in networks where there is no direct connectivity between 

source and destination nodes. This is the area of delay tolerant networking (DTN)[22]. DTN was 

in the first place developed as a solution for interplanetary telecommunications, where some 

links can incur enormous delays, and some recipients can temporarily be out of range for 

communication, e.g. a space station that is circling around a remote planet. 

 

Recently, the term DTN has also been adopted to describe ad hoc multi-hop wireless networks 

with intermittent connectivity, such as e.g. MANETs consisting of people carrying short-range 

bluetooth devices. Also the terms opportunistic networking or pocket switched networking are 

used [23, 24]. While these terrestrial DTNs could be seen as a new type of ad hoc multi-hop 

wireless networks, they are usually still considered MANETs, operating in the extreme case 

where there is very limited connectivity. Nevertheless, they need specific networking algorithms, 

which can deal with these difficult circumstances.  

 

4.2 The physical layer 

 

The physical layer is concerned with issues regarding the physical transmission of data between 

two nodes. While a lot could be said about different radio transmission technologies that can be 

used, issues addressed in this paper have direct implications for routing. First, we discuss about 

the occurrence of unidirectional links, and next, we comment on how choices at the physical 

layer are defining for network capacity.  
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4.2.1 Unidirectional links 

 

Most networking algorithms for ad hoc  multi-hop wireless networks assume all links in 

the network to be bidirectional: if node i can hear node j, then node j can also hear node i. In 

reality however, an ad hoc multi-hop wireless network can also contain unidirectional links. 

These can occur for various reasons. One reason can be a difference in radio range between the 

nodes: if i has a higher range than j, it is possible that j can hear i while i cannot hear j. Such a 

difference in radio range can be chosen deliberately, or can be the result of a difference in 

available battery power in the nodes. Another, related reason for the occurrence of unidirectional 

links is radio irregularity. It has been observed that the radio range of wireless nodes does not 

form a perfect circle around the node, but instead shows quite irregular patterns [10][290]. This 

is mainly due to differences in radio wave propagation in different directions. A third reason for 

unidirectional links can be interference by other transmitters. It is possible that the level of 

interference is different at i and j, so that one of the two can temporarily not receive data from 

the other. The negative impact on network performance due to the presence of unidirectional 

links has been documented in [25, 26]. 
 

4.2.2 Network capacity 

 

Choices at the physical layer are defining for the network capacity. Most work on ad hoc multi-

hop wireless networks relies on WiFi technology (IEEE 802.11)[27], which can in theory 
provide a relatively high throughput of up to 54 Mbps. Other, newer technologies, such as UWB 

(IEEE 802.15.3)[28, 30] and WiMax (IEEE 802.16)[29] , promise even much higher throughput. 

Despite these high bandwidth values, however, the actual available capacity in an ad hoc  multi-

hop wireless network is much lower. This is due to interference between different transmitters. 

Different pairs of nodes in the network can only communicate simultaneously if they are situated 

far enough from each other, so that they do not disrupt each other's signal. This is also referred 

to with the term spatial reuse: the wireless channel can be used for multiple simultaneous 

communications if there is spatial separation. In [31], the authors investigate how much capacity 

is actually available in an ad hoc multi-hop wireless network if spatial reuse is optimally used. 

They conclude that the available capacity per node in bit-meters per second is inversely 

correlated with the square root of the total number of nodes in the network, which means that for 

large ad hoc multi-hop wireless networks, the available capacity per node tends to zero. This 

result is not very encouraging for ad hoc multi-hop wireless network research, but needs to be 

read with some caution. The investigation was done for networks using single-channel, 

omnidirectional antennas. If more than one channel is used, or other antenna systems, such as 

directional antennas [32]  or multi-antenna systems [33], better capacity can be obtained. 

Nevertheless, when developing algorithms for ad hoc multi-hop wireless networks, one needs to 

be aware that the total available bandwidth is much lower than what wireless technologies can in 

theory provide, so that efficiency is important. 
 

4.3 The data link layer 

 
The data link layer is concerned with the organization of transmission and retransmission of data 

between two nodes. Often, the data link layer is identified with its most important component, 

the medium access control (MAC) sublayer. This component deals with the coordination of the 
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access of different nodes to a shared communication medium. In ad hoc multi-hop wireless 

networks, this comes down to avoiding interference while maximizing spatial reuse. A different 

goal, which is mainly important in sensor networks, is power saving[34]. In what follows, we 

first describe general issues related to MAC organization in ad hoc multi-hop wireless networks, 

and then discuss the most popular ad hoc multi-hop wireless network MAC protocol, namely the 

IEEE 802.11 DCF protocol. 
 

4.3.1 Medium access control in ad hoc multi-hop wireless networks 

 

Since ad hoc multi-hop wireless networks are usually highly decentralized, MAC protocols need 

to work in a distributed way. This makes it difficult to organize the sharing of the wireless 

medium in an efficient way via the creation of multiple channels through frequency or code 

division multiplexing, or via the assignment of time slots. Paper is therefore mainly concentrated 

on single channel, contention based algorithms. 
 

Contention based algorithms do not strictly separate simultaneous communications, but instead 

allow the possibility of a collision of transmissions [35]. If such collision happens, the 

transmission should be retried. Carrier sensing can limit the probability of collisions: the basic 

idea is to listen whether the channel is idle before starting to send. Important problems that need 

to be solved by single channel contention based algorithms are the hidden terminal and the 

exposed terminal problems. Consider figure 3, where four wireless nodes are placed in a row, so 

that the distance between each pair is roughly equal to their wireless radio range assuming an 

idealized circular radio range for each node. The hidden terminal problem takes place when C 

wants to send to D while A is sending to B. Since C cannot hear the signals from A, it can 

erroneously assume that the channel is free and start sending, hereby disrupting the reception at 

B. The exposed terminal problem is more or less the opposite: when B is sending to A, C can 

hear the signal and therefore decide that the channel is busy, while a simultaneous transmission 

from B to A and from C to D is possible without causing interference at signal reception. 

The most popular MAC algorithm in ad hoc multi-hop wireless network is the IEEE 802.11 

Distributed Coordination Function (DCF) [36], which is described below. A range of other MAC 

algorithms have been proposed. Many of these algorithms are variations on IEEE 802.11 DCF, 

or are at least similar in approach. Overview can be seen in [37]. 

 

4.3.2 IEEE 802.11 DCF 

 

The IEEE 802.11 DCF MAC algorithm is a contention based single channel protocol. It uses 

both carrier sensing and extra control packets to limit the number of collisions. The basic 

working of IEEE 802.11 DCF is as follows. When a node wants to start a transmission, it listens 

to check whether the wireless medium is free. Next, it sends a request-to-send message (RTS) to 

the node it wants to transmit to, in order to request the start of a conversation. 
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Figure 3 Hidden and Exposed terminal problem 

 

 

If this node is free to receive, it sends a clear-to-send message (CTS) back. The requesting node 

can then start the transmission of data, and if this is successful, the receiving node concludes the 

communication by sending out an acknowledgement message (ACK). Between each of the steps 

of this process, there are small waiting times to avoid collisions. If the process goes wrong at 

any time, it needs to be restarted completely, after a randomly chosen backoff interval. With each 

failed transmission attempt, the window from which this backoff interval is chosen, is doubled. 

The hidden terminal problem is solved by the RTS/CTS mechanism. The exposed terminal 

problem is not solved by the IEEE 802.11 DCF algorithm. A special remark needs to be made 

regarding broadcasting. In principle, all communication with omnidirectional wireless 

antennas is done in broadcast mode i.e., all nodes on the medium receive the message. However, 

the RTS/CTS and ACK mechanisms are done with just one node and assure the implementation 

of unicasting. Therefore, if a node wants to broadcast a message to all its neighbours, it cannot 

use these mechanisms. As a consequence, broadcast transmissions are less protected and 

therefore less reliable than unicast transmissions. 

 

A lot of research has been done to assess the efficiency of the IEEE 802.11 DCF algorithm. First 

of all, due to the sending of extra control packets around each data packet, and the small delays 

between each of these sendings, the theoretical maximum throughput using IEEE 802.11 DCF is 

a lot lower than the actual capacity of the radio transmitters [38]  (down to 50% or less 

depending on the size of the transmitted data packets). More problematic is the use of the 

exponentially growing random backoff interval: if there are a lot of collisions, e.g. when there is 

a lot of data traffic in the network, it is possible that some communications are suspended for a 

longer time, or even get completely starved [39]. This problem can be embittered in multi-hop 

communications, where subsequent hops in a path can actually interfere with each other [40, 41]. 

As a consequence of all this, the use of IEEE 802.11 DCF puts further severe limitations on the 

already compromised capacity of ad hoc multi-hop wireless networks. Some improvements have 

been proposed in other MAC protocols [37], but the basic problems stay the same. The main 

cause of inefficiency in MAC layer organization is the decentralized nature of ad hoc multi-hop 

wireless networks, which commands a distributed approach. Improvements are possible if there 

is some structure in the network, such as between backbone nodes in a WMN, or if node 
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mobility is low enough so that there is time to set up a different MAC organization, as is 

sometimes done in sensor networks [34, 42]. 

 

In other cases, however, we need to be aware that the MAC layer limits the capacity of the 

network, and increases the need for efficiency at the routing layer. 

 

4.4 The transport layer 

 
The transport layer is situated above the routing layer. It is concerned with the organization of 

the transport of data between the source and destination nodes of a communication session over 

the path provided by the routing algorithm [35]. 

The two main transport protocols in the internet are the User Datagram Protocol (UDP) [43]  and 

the Transmission Control Protocol (TCP)[44]. TCP offers a secure transport service: a triple 

handshake mechanism is used to establish a connection at the start of the transport session, the 

arrival of each data packet is acknowledged by the receiver, warnings are sent from the 

destination to the source if packets arrive out of order, lost packets are retransmitted, and a 

congestion control mechanism is used to adapt the speed of the data flow in case there is packet 

loss. UDP, on the other hand, offers a service without any guarantees: it just sends packets on 

their way from source to destination, without using any of the mentioned mechanisms. UDP can 

be preferred over TCP for short data transports when the underlying network is very reliable. In 

what follows, we comment on the use of TCP and UDP in ad hoc  multi-hop wireless networks. 

 

4.4.1 TCP versus UDP in ad hoc multi-hop wireless networks 

 

Ad hoc multi-hop wireless networks are inherently unreliable networks, due to their use of 

wireless links and their dynamic nature. So it makes sense to use a secure service like TCP, 

rather than UDP. However, there are problems with the use of TCP in ad hoc multi-hop wireless 

networks, arising from various causes. A first problem for TCP in ad hoc multi-hop wireless 

networks is that its various mechanisms cause a lot of extra overhead [45]. For example, for each 

data packet going from source to destination, an acknowledgement is sent back from destination 

to source. This goes in conflict with the typically low capacity of ad hoc multi-hop wireless 

networks. This problem can be embittered due to interactions with the MAC layer algorithm, as 

TCP uses exponentially growing random backoff timers for retransmission, just like IEEE 

802.11 DCF. A second problem is caused by TCP's congestion management mechanism [46, 47]. 

TCP was designed with wired networks in mind, where data transmissions are quite reliable. 

Therefore, when TCP detects a problem with data delivery (out of order delivery or packet loss), 

it assumes that the cause is congestion of the network, and consequently reduces the data flow. In 

ad hoc multi-hop wireless networks, however, packet loss is often caused by the use of unreliable 

wireless links or mobility induced path loss. TCP will therefore lower its throughput 

unnecessarily and reduce the throughput of the network. A third problem has to do with TCP 

timers. To define whether a packet was lost, TCP uses timers, which are based on an estimate of 

the time it takes for a packet to go to a destination and for an acknowledgement to come back to 

the source. This is the so-called round trip time (RTT). In an ad hoc multi-hop wireless network, 

which is an inherently dynamic environment, the RTT can vary greatly, making its estimation 

difficult. This causes TCP to detect false packet losses, which are again interpreted as caused by 

congestion, with a reduction of the data throughput as a consequence. A final problem has to do 
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with the frequent path failures that occur in ad hoc multi-hop wireless networks [48]. In these 

situations, there is again packet loss, but the destination will not be able to warn the source about 

it. Therefore, the source only detects the loss when its timer for the acknowledgement runs out, 

causing extra delay. The above problems make the use of TCP in ad hoc multi-hop wireless 

networks problematic. Therefore, many variations of TCP have been proposed, in an attempt to 

deal with these difficulties. Details are specified in [49]. Nevertheless, many ad hoc multi-hop 

wireless network research studies avoid these problems altogether by using the UDP transport 

protocol. For the routing layer, the important message is that correct data delivery is an important 

evaluation criteria, as the transport layer above it has difficulties in providing reliability. 

 

 

CONCLUSION 

 

 This paper describes what ad hoc  multi-hop wireless networks are, which different types 

exist, what issues need to be dealt with in ad hoc  multi-hop wireless network networking, and 

what the current state-of-the-art is in the area of ad hoc  multi-hop wireless network routing. This 

paper also explained how the properties of ad hoc multi-hop wireless networks define in a direct 

or indirect way the characteristics of the routing task in such networks. Specifically, number of 

challenges have been formulated that will need to be addressed by different algorithms. The first 

of these is adaptivity. An ad hoc multi-hop wireless network routing algorithm needs to provide 

adaptivity to deal with the dynamic nature of these networks. We have shown how the placement 

of the nodes and their movements affect the topology and its changes, and how the node density 

and radio transmission range influence this. The second challenge is robustness. Wireless 

transmissions are often unreliable, and mobility induced path failures can cause extra packet loss. 

Ad hoc  multi-hop wireless network routing algorithms should be able to work correctly and 

provide a reliable service in such a challenging environment. This is especially important since, 

as we described, the traditional approach of providing service level guarantees at the transport 

layer encounters difficulties in ad hoc multi-hop wireless networks. The third challenge is 

efficiency: the needed adaptivity and robustness have to be obtained in an efficient way, wasting 

as little as possible of the limited network resources. These resources refer in the first place to 

network capacity. Network capacity is mainly limited due to the need to share the wireless 

channel among the nodes of the network, and the difficulties that are encountered at the MAC 

layer when trying to organize this sharing effectively. Other limited resources are the battery 

power of the nodes, their processing power, etc.. Finally, the last challenge is scalability. In the 

flat ad hoc multi-hop wireless network environment with limited capacity, ad hoc multi-hop 

wireless network routing algorithms should provide a service that can scale to large numbers of 

nodes. 
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