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ABSTRACT  

Intrusion Detection and Prevention System is a must for mobile ad networks as the security 

mechanisms like encryption, authentication and firewall systems are not able to completely 

secure the nodes and their communication. In this paper, we aim to study the various intrusion 

detection and prevention systems that were proposed for Mobile Adhoc Networks (MANETs) 

and compare the recent techniques Intrusion Detection based on their architecture and data 

gathering techniques. 
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______________________________________________________________________________ 

1.  INTRODUCTION  

MANETs being an emerging technological field is an active area of research and has found 

usage in a variety of scenarios like emergency operations, disaster relief, military service and 

task forces. Providing security to the nodes and their data communication in such scenarios is 

critical.  Mobile Ad hoc Network (MANET) [1] is a set of mobile devices like laptops, PDAs, 

smart phones which communicate with each other over wireless links without a predefined 

infrastructure or a central authority. The member nodes are themselves responsible for the 

creation, operation and  
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Maintenance of the network using single hop or multi hop communication. The characteristics of 

MANET like dynamic topology, lack of fixed infrastructure, vulnerability of nodes and 

communication channel, lack of traffic concentration points, limited power, computational 

capacity, memory, and bandwidth make the task of achieving a secure and reliable 

communication more difficult. Attacks like sleep deprivation, jamming transmission channel 

with garbage packets, Black hole, Grey hole, Wormhole and DoS. 

The selfish nodes may not participate in routing and forwarding packets leading to loss of 

packets.  Hence there is an indispensable requirement for second line of defense which is 

provided by Intrusion Detection and Prevention System. This paper is a survey of different 

Intrusion Detection System proposed for MANETS based on their architecture. 

2. INTRUSION DETECTION AND PREVENTION SYSTEM  

Intrusion detection is the process of monitoring the events occurring in a computer system or 

network and analyzing them for signs of possible incidents, which are violations or imminent 

threats of violation of computer security policies, acceptable use policies, or standard security 

practices. An  intrusion prevention system (IPS) is software that has all the capabilities of an 

intrusion detection system and can also attempt to stop IDPS are primarily focused on identifying 

possible  incidents, logging information about them, attempting to stop them, and reporting them 

to security administrators. In addition, organizations use IDPSs for other purposes, such as 

identifying problems with security policies, documenting existing threats, and deterring 

individuals from violating security policies.  Intrusion Detection System can be classified as 

network based which does packet analysis on the boundaries of a network and Host based which 

identifies intrusion on host machine. As the sophistication of attacks are increasing many folds, 

IDPSs uses multiple detection methodologies, either separately or integrated, to provide more 

broad and accurate detection. The primary classes of detection methodologies are : 

Signature Based (Misuse Detection Model):It compares known threat signatures to observed 

events for identifying intrusion. This is very effective at detecting known threats and exhibits 

low false positive rates but largely ineffective at detecting unknown threats and many variants on 

known threats. Signature-based detection cannot track and understand the state of complex 

communications, so it cannot detect most attacks that comprise multiple events.  
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Anomaly based detection:  It compares definitions of what activity is considered normal against 

observed events to identify significant deviations (anomalous behavior). This method uses 

profiles that are developed by monitoring the characteristics of typical activity over a period of 

time. The IDPS then compares the characteristics of current activity to thresholds related to the 

profile. Anomaly-based detection methods can be very effective detecting previously unknown 

threats but may generate many false positives as a slight deviation in user activity may cause an 

alarm.  

Specification based detection:  It defines a set of constraints that describe the correct operation 

of a program or protocol. It checks the execution of the program with respect to defined 

constraints. This technique provides a capability of detecting previously unknown attacks with 

low false positive rate. As the nature and expectations from an Intrusion Detection System in 

MANET it very different from other wired and wireless networks, many Intrusion Detection 

System architectures have been proposed  to suit the characteristics of MANETS, some of which 

are discussed in the next section. 

Cluster Based IDS: Su, et al has proposed two approaches to improve the security of clusters 

for sensor networks using IDS.  The first approach uses a  model-based on  authentication, which  

can resist  to external attacks. Its  basic technique is to add a message authentication code (MAC) 

for each message. Whenever a node wants to send a message, it adds to it a timestamp and a 

MAC is generated by a key-pair or individually depending on the key role of the  sender  

(cluster-head, member  -node, or base station). So that the receiver can verify the sender, the 

security mechanism is used LEAP. The second scheme is called Energy-Saving.  This approach 

focuses on the detection of misbehavior both in Member nodes (MN) and cluster-head nodes 

(CH). When misbehavior is detected, the CH broadcasts a warning message encrypted with the 

cluster key to restrain this specific node.  

Hybrid IDS: In  the Hybrid Approach,  both techniques (Cluster-Based and Rule-Based)  are  

combined  to form Hybrid detection technique.  Hybrid detection  exploits  the advantages of 

both  approaches  provides simplicity, high safety,  low consumption of energy. The Hybrid 

Intrusion Detection System achieves the goals of high detection rate and low false positive rate. 
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3. IDPS FOR MANET  

Wireless mobile network configuration depends on its application. The IDS architecture for a 

wireless mobile network should be designed based on the network infrastructure itself which can 

be a flat or multi-layered where nodes may be separated into different clusters each having a 

cluster head to allow communication process.  At any point of time audit data available to a node 

for making decision on intrusive activity is only the communication happening within its radio 

range so Intrusion Detection System should be able to use this information and correlate it with 

data from other nodes. There are many IDS architectures proposed over the years out of which 

some important ones are being discussed as they are the base for recent research in intrusion 

detection  

3.1 Distributed and Cooperative Intrusion  

Detection System  Zhang and Lee proposed a distributed and cooperative architecture for 

statistical anomaly detection where individual IDS agent are  placed  on each node which 

monitors system activities, user  activities and communication activities within radio range; 

detects intrusion and initiates a response. Neighboring IDS agents cooperatively participate in 

global intrusion detection actions if local IDS is not able to make decision alone. Seeing the 

vulnerabilities in routing protocols, MAC protocols and wireless applications and services, the 

model uses cross-layer integration approach to achieve better results in terms of higher true 

positives and lower false positive rates.  

As this architecture is based on statistical anomaly detection, large amount of data that needs to 

be passed over wireless links to update the database of anomaly rules which is a problem in low 

bandwidth wireless networks and if enough rules are not available, probability of false positives 

increase. Also for accurate anomaly detection, it needs to obtain enough audit data to establish 

the normal patterns of users which is difficult in MANETs. IDS agent running on every node 

increases resource consumption which is scarce in energy and  bandwidth constrained MANETs.  

3.2 CONFIDANT   

Buchegger and LeBoudec ,proposed an extension to DSR protocol called CONFIDANT 

(Cooperation Of Nodes, Fairness In Dynamic Ad-hoc Networks).It is related to Watchdog and 
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Path rater which  monitors  transmission of surrounding nodes. Each node observes the behaviors 

of neighbor nodes within its radio range and learns from them. This system also solves the 

problem of Watchdog and Path rater such that misbehavior nodes are punished by not including 

them in routing and not helping them on forwarding packets. Moreover, when a node encounters 

a misbehaving node, it will send a warning message to other nodes in the network, based on 

trusted relationship. It uses a Bayesian Approach to assign trust rating. To cooperatively detect 

misbehaving nodes, it allows nodes in the network to send alarm messages to each other, which 

can be misused by malicious nodes by sending false alarms which may lead to false positives.   

3.3 Distributed Intrusion Detection System Using Multiple Sensors 

 Kachriski and Guha proposed an intrusion detection system for ad hoc networks based on 

mobile agents, where selected nodes are facilitated with sensors to collect and merge audit data 

implementing a cooperative detection algorithm which reduces resource consumption. The 

selection of these nodes is based on their connectivity index and the outcome of a distributed 

voting algorithm. Two different methods of decision making for mobile agents are proposed: 

independent and collaborative. The use of collaborative approach is better as independent 

approach may lead to single point of failure. Use of mobile agents gives better flexibility as they 

transport their execution and state information between different sensor hosts of the network, and 

finally return to the originator host with the result.  

3.4 Local Intrusion Detection System (LIDS)  

Albers has proposed a distributed and collaborative architecture of intrusion detection system by 

using mobile agents. On every node, local intrusion detection system (LIDS) is implemented for 

monitoring the local activities and for cooperating with other LIDS and exchanging security data 

and intrusion alerts. LIDS agents use either the anomaly or misuse detection. Once a local 

intrusion is detected, the LIDS initiate a response and inform other nodes in the network. Upon 

receiving an alert, the LIDS protect itself against intrusion by use of a suitable defense 

mechanism. To distribute the intrusion detection tasks, mobile agents are used and as a result, the 

amount of exchanged data is tremendously reduced.  Each mobile agent can be assigned a 

specific task which is achieved in an autonomous and asynchronous fashion without any help 

from its LIDS.   
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3.5 Dynamic Hierarchical Intrusion  

Detection Architecture Dynamic intrusion detection hierarchy that is potentially scalable to large 

networks was proposed by Sterne. The nodes are organized in a hierarchy with the top level 

nodes as Cluster Heads. Every node in the network monitors, logs, analyze, and send alerts, and 

responds to the alerts send by other nodes. The cluster heads have the additional tasks of 

(i) data filtering and data fusion, 

(ii) detection of intrusions and 

(iii) Security management. 

3.6 Zone-Based Intrusion Detection  

System (ZBIDS) Sun has presented the architecture of a zone-based intrusion detection system 

(ZBIDS) that uses both local and collaborative detection technique. The local detection module 

consists of a general intrusion detection agent model and a Markov chain-based anomaly 

detection algorithm. The collaborative detection module works on the ZBIDS agents and uses an 

aggregation algorithm on the gateway nodes in the clustered ad hoc network. The formation and 

maintenance of zones requires each node to know its own physical location and to map its 

location to a zone map, which requires prior design setup. 

4. EXISTING TECHNIQUES 

Intrusion Detection system in MANETS As  discussed  before,  due  to  the  limitations  of  most 

MANET  routing  protocols,  nodes  in  MANETs assume that other nodes always    cooperate    

with    each    other   to     relay    data.   This assumption leaves the attackers with the 

opportunities to achieve significant impact on the network with just one or two compromised 

nodes. To address this problem, Intrusion Detection   System (IDS) should be added to enhance 

the security level of MANETs.  If MANET  can  detect  the  attackers as    soon    as  they  enter  

the  network,  we  will  be  able  to completely  eliminate  the  potential  damages  caused  by 

compromised nodes at  first  time.  IDSs usually act as  the second layer  in MANETs, and  it is a 

great complement  to exist-ing proactive  approaches and presented  a very thorough survey  on  

contemporary  IDSs  in MANETs.  In this section, we mainly describe three existing approaches, 

namely, Watchdog, TWOACK   and AACK. 
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WATCHDOG:  Watchdog  that  aims  to  improve  throughput  of  network  with the  presence  

of malicious nodes.  In  fact,  the watchdog  scheme is  consisted  of  two  parts,  namely 

Watchdog  and  Pathrater. Watchdog serves as     an   intrusion   detection   system   for 

MANETs. It is responsible for detecting malicious nodes misbehaviors in the network.   

Watchdog detects malicious misbehaviors    by   promiscuously    listens    to    its    next    hop’s    

transmission.  If Watchdog node overhears  that  its next node  fails  to  forward  the  packet  

within a  certain  period  of  time,  it increases    its    failure    counter. Whenever    a    node’s    

failure    counter exceeds a pre-defined threshold, the Watchdog node reports it as misbehaving.  

In this case,  the Pathrater  cooperates with  the routing  protocols  to  avoid  the  reported  nodes  

in  future transmission. 

Many   following   researches   and   implementations     have proved that the Watchdog scheme 

to be efficient.  Furthermore,  compared  to  some  other schemes,  Watchdog is capable  of  

detecting  malicious nodes  rather  than  links.  These  advantages  have  made Watchdog  

scheme  a  popular  choice  in  the  field. Many MANET IDSs are either based on or developed 

as an improvement to the Watchdog scheme.   

Watchdog scheme   fails   to   detect   malicious   misbehaviors   with   the presence of   

 ambiguous collisions,   

 receiver collisions,   

 limited transmission power,   

 false misbehavior report,          

 collusion,     

 Partial   dropping.    

TWOACK: TWOACK is neither an enhancement   nor   a Watchdog    based    scheme.    

Aiming    to  resolve  the  receiver collision and limited  transmission  power  problems  of 

Watchdog, TWOACK detects misbehaving links by  acknowledging  every  data  packets  

transmitted  over  each three  consecutive  nodes along  the  path  from  the  source to  the 

destination. Upon retrieval of a packet, each node along  the  route  is  required  to  send  back  

an  acknowledgement packet to the node that is two hops away from it down the route. 
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TWOACK is required to work  on  routing  protocols  such  as  Dynamic  Source Routing 

(DSR). 

 

Fig 1.TWOACK 

The  working  process  of  TWOACK  is  demonstrated , node A first forwards packet 1 to node 

B, and then node B  forwards Packet 1 to node C.  When  node C  receives  Packet  1,  as  it  is  

two  hops away  from node  A,  node  C  is  obliged  to  generate  a  TWOACK packet,  which  

contains  reverse  route  from  node  A  to node C, and sends it back to node A. The retrieval of 

this TWOACK packet  at node A  indicates  the  transmission of Packet 1  from node A to node 

C  is  successful. Otherwise,  if  this  TWOACK  packet  is  not  received  in  a predefined  time  

period,  both  nodes B  and  C  are  reported  malicious.  TWOACK     scheme     successfully   

solves   the   receiver collision and limited transmission power  problems  posed  by  Watchdog.  

However, the acknowledgement process required in every packet transmission process added a 

significant amount of unwanted network overhead.  Due  to  the  limited  battery power nature of 

MANETs, Such  redundant transmission process  can  easily  degrade  the  life  span  of  the 

entire network. 

AACK:     

 it is based on TWOACK Acknowledgement (AACK) similar to  TWOACK,AACK is an 

acknowledgement based network layer scheme which can be considered as a  combination  of  a  

scheme  call  ACK  (identical  to TWOACK) and an end-to-end acknowledgement scheme called  

ACK.  Compared  to TWOACK,  AACK  significantly  reduced  network  overhead  while  still  

capable  of maintaining  or  even  surpassing the  same  network throughput. Source node S will 

switch to TACK scheme by sending out a TACK packet. The  concept  of  adopting  a  hybrid 

scheme in AACK greatly reduces the network overhead,  but  both  TWOACK  and  AACK  still  
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suffer  from the problem that  they fail  to detect malicious nodes with the  presence  of  false  

misbehavior  report  and  forged acknowledgement packets.   

In  fact, many of  the  existing IDSs  in  MANETs  adopt acknowledgement  based scheme,  

including TWOACK  and AACK. The  function of  such  detection  schemes  all  largely  depend  

on  the acknowledgement  packets. Hence, it is  crucial to   guarantee    the    acknowledgement    

packets    are    valid authentic 

5. PROPOSED TECHNIQUES 

BSA 

A new intrusion detection system named bandwidth shared acknowledgment (BSA) in which all 

transmission packet data and acknowledge should be cryptographically signed. Swarm Based 

Detection techniques for multiple paths establishment among source to   destination and random 

casting is use during intrusion in MANETs.  

The theme of BSA is to provide a seamless message delivery in a MANET despite its threats 

using random casting and the existing mechanisms like 2-hop acknowledgement or source 

directed acknowledgement does not hold when a network topology changes frequently or when a 

node is compromised. These drawbacks are to be addressed ensuring secured connecting edges 

between source and destination. The source collision, exposure to vulnerability is also minimized 

using this mechanism 

BSA based intrusion detection and prevention 

The overall system explain bi directional bandwidth acknowledgment (BSA) for intrusion 

detection (all transmission packet data and acknowledge should be cryptographically signed) 

random casting algorithm is used for multiple path selection making a prudent balance between 

energy. In addition, it reduces redundant rebroadcasts for a broadcast packet, and thus, saves 

more energy.  

And swarm based detection techniques for multiple paths establishment among source to 

destination to detect malicious based on nodes with highest trust value, residual bandwidth and 

residual energy are selected as active nodes using swarm intelligence based optimization. Each 
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active node monitors its neighbour nodes and estimates the trust value. It initiate starts from 

source to destination then it check for multiple path bandwidth in an intermediate node if 

multipath then it compute the bandwidth for each multiple path if incoming bandwidth is greater 

than that sum of multiple path then it share incoming data based on frequency are else it 

fragment data from the previous input .check for least bandwidth and serve the minimum 

bandwidth and distribute same amount of data through bandwidth till minimum bandwidth.  

Do transfer at constant rate and constant delay. swarm based detection technique, the nodes with 

highest trust value, residual bandwidth and residual energy are selected as active nodes. using 

swarm intelligence. Each active node monitors its neighbour nodes and estimates the delay is 

constant. It initiate data from intermediate node to destination and then calculate allocated 

bandwidth between the node calculate delay for one packet trough bandwidth. 

 

Fig 2.Overall design for intrusion detection and prevention using BSA 
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Table 1: Comparison of Intrusion Detection Systems 

6. CONCLUSION AND FUTURE DIRECTION  

After analyzing of IDS for MANETs we come to a  conclusion that IDS that involves cross layer 

design using BSA mobile based architecture which is distributed and cooperative can efficiently 

detect the abnormalities and is more suitable for mobile ad hoc networks. Apart from 

architectural issues, data gathering techniques like monitoring based, trust or reputation based, 

feedback and probing based determines the false positive rates. The future scope of work also 

includes combining monitoring based, trust based and probing based techniques in various attack 

scenarios to develop intrusion detection techniques using mobile agents which will reduce the 

false positives and improve detection and prevention effectiveness. 
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